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Abstract

In this paper, we propose new detection and detour methods against packet drop attacks for avail-
ability in the Internet of Things (IoT) based on the IEEE 802.15.4e and RPL protocol standards that
employ IPv6. We consider the rank value of RPL and the consecutive packet drops to improve the
detection metrics, and also take into account the use of both sibling and child nodes on a RPL routing
path to construct the detour method. Our simulation results show that the proposed detection method
is faster than the previous results, and the detour method improves the detour success rate.
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1 Introduction

As Internet of Things (IoT) has received attention as a key industry in the future of the IT industry, tech-
nologies and services development is actively underway for IoT. The IoT is the connection of various
objects to the Internet to each other through small, embedded sensors and wired and wireless technolo-
gies, creating an ecosystem of ubiquitous computing. While IoT provides us many valuable benefits, IoT
also brings tremendous challenges to its security. IoT devices have strong resource constraints (energy,
memory, processing) and their communication links are by nature characterized by a high loss rate and a
low throughput. Thus, consideration should be given to secure communication throughout its lifecycle.

In this paper, we propose a detection and detour methods against packet dropping attacks for secure
communication and availability in the IoT environments. We consider IoT devices based on the IEEE
802.15.4e and RPL protocol standards that employ IPv6. By employing additional detection metrics
which influence on the malicious packet dropping detection for the IoT, the proposed detection method
can improve the detection speed. When malicious nodes which drops packets are detected, the proposed
detour method can repair broken routes using both sibling and child nodes. Through simulation, we
evaluate the performance of proposed methods and compare it to the previous works.

The remainder of this paper is organized as follows: In Section |2} we present a detection method of
malicious dropping and detour method to find another route without malicious nodes. In Section [3| we
evaluate the performance of the proposed methods and compare it to the previous works. In Section
we review the previous related works. We conclude this paper in Section 5

IT CoNvergence PRActice (INPRA), volume: 4, number: 3 (September 2016), pp. 20
*Corresponding author: Graduate School of Information, Yonsei University, 50 Yonsei-ro Seodaemun-gu, Seoul, 03722,
Republic of Korea, Tel: +82-2-2123-4523

20



Detection and Detour Methods against Packet Dropping Attacks Shin, Kim, Choi, and Kwon

2 Detection and Detour Methods against Malicious Packet Dropping

In this section, we propose a malicious packet dropping detection for IoT environments. By consid-
ering features for the vision in IoT, we extend a method for malicious packet dropping detection in
MANETsS [15]] in order to guarantee availability of IoT services. We then present a detour method when
malicious nodes are detected.

2.1 System and Threat Models

As the IoT continues to grow, many standards have been issued for different IoT application domains such
as IEEE 802.15.4 [1l], 6(LoWPAN (IPv6 over Low power WPAN) [11]], RPL (IPv6 Routing Protocol for
Low-Power and Lossy Networks) [16] and CoAP (Constrained Application Protocol) [14]]. In particular,
IEEE 802.15.4 has become a representative wireless standard for [oT but there are several limitations.
As an enhanced version of IEEE 802.15.4, the IEEE 802.15.4e working group was created in 2008 and
IEEE 802.15.4e adopted channel hopping strategy to support new network structures and functionalities
for various applications. According to Gartner, Inc. there will be nearly 20.8 billion devices on the
internet of things by 2020 [6]. To accommodate a large number of devices, IPv6 is considered the most
suitable technology for the IoT. IETF proposed RPL, a routing protocol primarily designed for LLNs
(Low-power Lossy Networks). RPL is recently standardized for IPv6 constrained IoT networks and runs
over radio layers such as IEEE 802.15.4. RPL is a distance vector routing protocol that builds a routing
tree, referred to as a DODAG (Destination Oriented Directed Acyclic Graph) considered as a logical
routing topology over a physical network. RPL constructs the graph and determines the routes using
an OF (Objective Function) which defines how routing metrics, optimization objectives, and related
functions are used to compute rank. A rank is a node’s position relative to other nodes with respect to the
DODAG root, namely the hop count from the DODAG root. Reflecting on the trend of IoT standards,
we design system and threat models in order to detect and detour malicious packet dropping in IoT
environments.

We consider IoT environments such as smart factory or smart manufacturing, which include n nodes.
Each node as an IoT device monitors manufacturing facilities, detects a risk, and alerts an warning.
Although there are some applications where the [oT device is used for both mobile and fixed use cases,
we assume that every node is distributed in a given area and its location is fixed after distribution. We
assume that IEEE 802.15.4¢ is employed as the PHY (Physical) and MAC (Media Access Control)
layer protocols and the RT'S/CTS (Request to Send/Clear to Send) mechanism is used to send packets.
Although he RTS/CTS mechanism is designed for the IEEE 802.11 wireless networking protocol, it is
possible to use this mechanism in IEEE 802.15.4 in order to overcome the hidden node problem in IEEE
802.15.4 5], [3]. We also assume that IPv6 is employed as the NWK (Network) layer protocol and
nodes communicate using the IPv6 routing protocol, RPL. To detect malicious packet dropping, each
node, as an uncompromised node, monitors neighbour nodes including its parent and child nodes within
the communication range using a watchdog approach (i.e, the watchdog method in [9]).

We consider the existence of attackers who try to compromise normal nodes to be malicious nodes.
Malicious nodes behave like the legitimate ones but drop received packets instead of forwarding them.

2.2 Malicious Packet Dropping Detection Method

We propose a detection methodology for malicious packet dropping in IoT. For this purpose, we extend
the detection approach in MANETS [15]. In [15], the probability of occurrence of packet dropping,
Pp, is estimated based on the model of data forwarding in MANETSs. If the probability Pp is greater
than a predefined detection threshold, malicious node is detected. Based on the RTS/CTS mechanism,
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three kinds of probabilities, Pr, Pc, and Py are considered to compute Pp. Pr is the percentage of data
packets forwarded by the node with regard to the number of packets received by it, Pc, and Py are the
probabilities of packet losses due to collisions or channel errors and broken links caused by mobility
circumstances, respectively.

The RTS/CTS mechanism runs over the MAC layer thus the mechanism runs normally even if ma-
licious nodes deliberately drop the packets. In addition, in RPL as the NWK layer, a node with a lower
rank is closer to a DODAG root and has more child nodes than other nodes with higher ranks. That
means the effect of packet dropping on the whole network can vary according to the rank of node. To
improve the detection speed when a node with a lower rank is detected as a malicious packet dropping
attacker, we consider Wy, the rank weight for a single dropped packet meaning that one dropped packet
can be interpreted into one more packet dropping. If n nodes are located into proper positions, a DODAG
may have the form of complete binary tree and the height of the tree will be log, n. Since a node’s rank is
related to the height of tree, W is computed as Wg = log(log, n — rank), where n is the number of nodes
and rank is the rank value for a monitored node.

During the detection of packet dropping, it is important to distinguish between deliberately dropping
attacks and forwarding errors, i.e., collisions or channel errors. However, it is difficult to distinguish
between them because communication errors frequently occur in wireless networks. No matter what may
happen, if a node consecutively drops packets, it could have negative effects on the availability of IoT
services. In this case, such node should be removed from the route for forwarding packets. Therefore, we
consider another metric, W¢ which is the weight with regard to consecutive packet drops. Let node C be
located within the communication range of both node A and B. If so, C can monitor all of the two nodes,
A and B. To detect consecutive packet drops, C records the sequence numbers of forwarded and received
packets from both nodes and calculate the number of consecutive dropped packets as the gap of packet
sequence number between last received packet and next received packet once one more intermediate
packets are lost. Within the detection windows, C then increases a corresponding counter C; for each
node, where i is the number of consecutive dropped packets. For example, if A drops two consecutive
packets three times, C records 3 into C, for A. As the number of consecutive dropped packets increases,
the chance that the node is malicious may increase. Therefore, W¢ is computed as We =Y ;_, a;C;, where
a; is a constant with regard to the degree of influence of the number of consecutive dropped packets has
in the communication reliability and the availability of IoT services.

As we mentioned in Section [2.1] locations of nodes are fixed thus we do not consider the mobility
metric Py in [15)]. Taking additional metrics into consideration, we slightly modify Pr in [15] as follows:

P #Datar — (#Datap x Wg + W¢)

£ #Datag ’
where #Datap = #Datar —#Datar. #Datar, #Datag, and #Datap mean the number of forwarded pack-
ets, the number of received packets, and the number of dropped packets, respectively. Based on the
equation (1), the probability of occurrence of packet dropping can be calculated as follows:

Pr

C1-FR
where Fc is same as the probability for the RTS or CTS packets to be lost due to collisions or channel
errors in [13]. If P}, is greater than a predefined detection threshold 6, malicious packet dropping can be
detected. Otherwise, the analyzed node can be regarded as a legitimate node.

(1

P,=1 2

2.3 RPL based Detour Method

In the network topology of IoT services where RPL is used, the relationship between nodes (i.e., parent,
sibling, and child) is critical to packet forwarding. Even if there is one malicious node in the DODAG,
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Algorithm 1 Detour algorithm using sibling and child nodes

Require: list of siblingNodes, list of childNodes, Node parentNode, int parentRank, int parentNodeID
Ensure: newParentNode

1: while SN € siblingNodes do > SN: Sibling Node
2 id = SN — getParentNodelD()

3 rank = SN — getParentNodeRank()

4 if id # parentNodeID and rank > parentRank then

5: return SN
6
7
8
9

end if
: end while
: while CN € childNodes do > CN: Child Node
: id = CN — getParentNodelD()
10: rank = CN — getParentNodeRank()
11: if id ## parentNodeID and rank > parentRank then

12: return CN
13: end if
14: end while

15: return NULL

this can be problematic because malicious behaviors of the corresponding node will corrupt communica-
tions of its all child nodes. When malicious nodes are detected, packets should forwarded by detouring
the corresponding nodes for the availability of IoT services. For this purpose, we propose a detour
method by extending a DAG (Directed Acyclic Graph)-based multipath routing protocol based on RPL,
called DMR [[7]. DMR can repair broken routes locally using sibling nodes with same rank values when
there is no valid parent node a route failure. However, there can be no sibling nodes because in RPL,
the DODAG construction for setting routes depends on the locations of nodes. In addition, there is a
possibility the sibling nodes are not work normally due to the inside and outside factors (i.e., communi-
cation errors and another malicious nodes). To improve this problem, our detour method repairs broken
routes using child nodes when both parent and sibling nodes are malicious or they are not valid nodes on
a route. The detour method is described in Algorithm 1]

3 Performance Evaluation

In this section, we evaluate the performance of proposed methods and compare it with the previous works.
Figure [I] shows our simulation and experimental results. As illustrated in Figure, the simulated results
show a considerable enhancement in the detection speed when compared with the detection approach
in MANETS [15]]. The experimental results show that the proposed detour method improves the detour
success rate comparing to the previous approach, DMR [7].

3.1 Detection Speed

Our method for detection of malicious packet dropping utilizes rank values in RPL and consecutivity
in packet dropping to improve the detection performance. MATLAB simulation was used to verify the
proper performance of our method. For simulation, we assume that a target node normally forwards
packets until the sequence number of packets to be 50, but whereafter the node will be compromised and
will drop packets with the probability of 0.6 due to the attack. We also assume that the maximum height
of DODAG is 8 and the detection threshold 0 is 0.4. Table|l{shows parameters chosen for simulation.
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Figure 1: Comparison of simulation results.

Table 1: Simulation Parameters.

Parameter Value
Maximum height of DODAG 8
Rank value of target node 5
Probability of packet dropping (Seq. > 50) 0.6
Detection threshold 6 0.4

Maximum number of consecutive packet drops 4
Constants in We: ap,as,aq 0.1,0.2,0.3

*Seq.: the sequence number of packets

As shown in Figure [I(a)] the detection probability of our method reaches the detection threshold
when the sequence number of packets is 69 (the 19th packet after Seq. = 50), while that of the previous
method reaches the threshold when the sequence number of packets is 135 (the 85th packet after Seq. =
50). As expected, the detection speed of our method is 1.96 times faster than the previous method.

3.2 Detour Success Rate

To evaluate the performance of our detour method and compare it to the previous method, DMR [7], we
developed a simulation program written in C++ language. The simulation area covers a 1000 m x 1000
m region, where 100 nodes are randomly distributed. We then constructed the DODAG and estimated
rank values of all nodes based on RPL. We assume that a target node with the rank value between 3 and
5 is selected and the target node is detected as a malicious packet dropping node. Namely, three target
nodes with different rank values (i.e., 3, 4, and 5, respectively) are selected. We estimated the detour
success probability for child nodes of the malicious node. All the simulation results for each target node
represent the mean of 30 trials.
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Figure shows the results of comparison between our method and the previous method in terms
of the detour success probability. As shown, the success probabilities of the previous method range
from 81.15% to 88.69%, while that of our method range from 92.88% to 95.74%. Namely, our method
improved the detour success probability by almost 6~10%.

4 Related Work

The detection of malicious packet dropping and its countermeasures in wireless networks including
MANETSs have been studied by many researchers, e.g., [2], [10], [4], [13].

Balakrishnan et al. proposed a network-layer acknowledgement-based scheme which detects misbe-
having nodes using a special type of acknowledgement packets, termed TWOACK packets [2]]. Other
nodes then may avoid them in future route selections. Liu et al. proposed the 2ACK scheme [8] based
on an improvement of their previous scheme, TWOACK. The 2ACK scheme detects and mitigates the
effect of routing misbehavior by serving as an add-on technique for routing schemes. To reduce routing
overhead, only a portion of received packets are acknowledge in the 2ACK scheme.

Miranda and Rodrigues proposed the Friends and Foes algorithm based on reputation-system to dis-
courage selfish behavior in MANETS [[10]. In this algorithm, for justifying selfishness, nodes are allowed
to publicly declare that they refuse to forward messages for some nodes by periodically broadcasting one
message. Thus, this algorithm rewards the cooperating nodes and punishes the selfish nodes which refuse
to cooperate. Basile et al. introduced the notion of inner-circle consistency, where local node interaction
is used to neutralize errors and attacks at the source [4]. When a node sends a message, all neighbours
in an inner-circle, check and filter any information originating from the corresponding node. To prevent
propagation of errors and attacks in the wireless network and to improve the fidelity of the propagated
information, authors combined statistical and threshold cryptography techniques.

Nadeem and Howarth illustrated how intruders can cause DoS attacks in MANETSs and proposed
an anomaly-based intrusion detection system for detecting DoS attacks [12]. This system used a com-
bination of chi-square and control chart to detect intrusion and to identify an intruder. Based on the
previous work [12], they proposed an IDAR (intrusion detection & adaptive response) mechanism for
MANETs [13]. The IDAR detects a range of attacks and provides an effective response with low impact
on network performance.

5 Conclusion

For availability of the IoT based on the IEEE 802.15.4e¢ and RPL protocol standards, in this paper,
we proposed a detection method against malicious packet dropping and a detour method for repairing
broken routes when malicious packet dropping is detected. By considering the rank value of RPL and
the consecutive packet drops, we improved the detection speed. The propose detour method had higher
detour success rate than the previous work by using not only sibling nodes but also child nodes.
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