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Abstract

One of the challenges for Internet-based service provisioning is to provide a measure of quality con-
trol to the end users. One way to enable this is by having a form of contractual agreement such
as employing Service Level Agreement between the customer (end user) and service provider. We
argue that such agreement has inherent uncertainty in the form of customer’s state of belief towards
the compliance of the agreement. This paper focuses on three main areas. Firstly, we discuss the
problem of uncertainty within service provisioning offer and subsequently introduce the concept of
uncertainty tolerance. Secondly, we discuss our approach of providing a measure of tolerance to-
wards uncertainty which involves the application of Bayesian and Decision Networks. Finally, we
present a case study to illustrate the problem and our solution, followed by an empirical evaluation
to show that our solution works.
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1 Introduction

In recent years, the Internet has become an important platform to provide services to the end users.
Services Computing[39], Service-oriented Computing[8], Cloud Computing[5], Web Services[21] and
Utility Computing[28]] are all different paradigm of implementation for distributed systems[35]. They all
share a similar objective, which is to provision services in electronic form. Provisioning, in the context
of computing, is the process of providing users with access to data and technology resources. One of the
challenges in provisioning is to provide and guarantee an agreed level of service to the end users. One
way to enable this is by employing a form of contractual agreement such as Service Level Agreement
(SLA) between the service provider and the customer. An SLA is a part of a service contract where the
level of service is formally defined between the consumer (end user) and the service provider [17].

In a commercial provisioning environment, the SLA can be a key factor in attracting potential con-
sumers [24f]. For example, service providers that can provide a guaranteed quality of service will more
likely be chosen by a customer. Furthermore, if the service being provisioned is used by consumers to
operate their business operation, the quality and guarantee of the service offer becomes important[25]].
However, the SLA offer has inherent uncertainty that potentially can affect customer’s decision to accept
or reject the offer. In this paper, therefore, we analyse how uncertainty affect service provisioning, and
address these problems using a combination of Bayesian and Decision Networks.

Our uncertainty tolerance model addresses uncertainty in service provisioning offer from two per-
spectives: First, the customer’s initial belief towards the probability of success of the SLA offer and
secondly, the decision of customer whether to accept or reject the SLA offer. Given the above uncertain-
ties, we are interested in updating the initial customer’s belief and also assist the customer in decision
making. We assume that there is a body of evidence that is linked to the probability of success of the
SLA offer. This body of evidence can be an aggregation of quantitative values of other customers feed-
back, expert forecast, etc. We then view the probability of success of the SLA and the body of evidence
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as nodes within a graph and leverage Bayesian and Decision Networks to assist customer in decision
making.

The contribution of this paper is threefold: i) First, we discuss the problem of uncertainty within
service provisioning offer and subsequently introduce the concept of uncertainty tolerance ii) Then, we
present our approach of providing a measure of tolerance towards uncertainty which involves the appli-
cation of Bayesian and Decision Networks and iii) Finally, we develop the Uncertainty Tolerance engine
to assist customer in decision making.

The remainder of this paper is organized as follows: Section 2| provides an overview of related
work. Section [3] discusses the background on service provisioning including the life cycle and service
quality. This is followed by Section fi] which presents uncertainty issues within the context of service
provisioning. In Section 5] we provide the definition for uncertainty, and presents the different views on
uncertainty. We also discuss the underlying theorems being leveraged in our solution, present the notion
of uncertainty tolerance and our approach to provide uncertainty tolerance within the context of service
provisioning. To illustrate our solution, we present a case study in Section [6] and conduct an empirical
evaluation in Section[7] Finally, we summarize our work and present subsequent research work to follow.

2 Related Work

To the best of our knowledge, there is no specific research conducted to address the issue of uncertainty
within service provisioning. There are similar researches within the services computing domain to handle
the issues of accountability, risk, and trust, focusing mainly on service composition and discovery. For
example, Zhang et. al.[41] leveraged Bayesian Networks and evidence channel selection algorithm,
focusing mainly on the composition of services on the service provider side. On the other hand, we
focus on customer’s perspective, addressing the uncertain nature of the service offer. Shaikh Ali et. al.
also works on service discovery issue using trust as a benchmark for service selection. His work in [1] is
based on Fuzzy Cognitive Map and in subsequent research [2], Dempster-Shafer Theory was employed
to handle multiple belief sources. In [34], uncertainty is defined as the inability of the service provider
to quantify the inherent behavioural factors in service provisioning and is mitigated using utility model.
Therefore, two key areas where our work differs are (1) defining the uncertainty issue from customer’s
perspective, and (2) addressing the uncertainty issue (termed as uncertainty tolerance) using Bayesian
and Decision Networks.

3 Motivation

Services in electronic form are becoming an important aspect of IT industry. Organizations and com-
panies increasingly become the consumer and provider of services to address their business and organi-
zational needs. Services Computing (SC) is a relatively new area of research which aims to study the
science and technology of utilizing computing resources and information technology to model, create,
operate, manage business services. Services computing can benefits business and organization in three
ways [40]: (1) the cross disciplinary nature of SC enable business services to be performed more effi-
ciently and effectively, (2) the global standardization will enable interaction between existing services,
and (3) enable provider to provide Software as a Service (SaaS).

From a business perspective, Gartner predicts that the SC industry will be worth $11.5 billion in
2011. Furthermore, Gartner [26]] forecasts that revenue for Cloud Computing will reach $68.3 billion in
2010, and projected for a strong growth for the next 5 years. These figures indicate the importance of the
SC to business enterprises, but many enterprises are still concern about security, availability of service,
vendor viability, and maturity.
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There are different type of service provisioning such as hardware, application, and connectivity. For
example, Software as a Service (SaaS) is a type of service provisioning that offer software or application
to customer as a service on demand. On the other hand, utility computing provides end users with access
to a computation service to run computational intensive tasks such as financial modelling. The recent
evolution of utility computing and the Internet is the emergence of cloud computing whereby shared
resources, information, and software are provided to customer on demand. Examples of popular cloud
computing implementation are Amazon EC2, Microsoft Azure, and Google App Engine [30].

From above discussion, services provision through electronic medium has become an important part
of businesses and organizations, and arguably, in future, will also become important to individual user.
We believe that when a service is coupled with some form of contractual agreement (for example, through
SLA) in order to provide an assurance of quality, there is an issue of uncertainty that needs to be dealt
with.

What is a service? From an economic point of view, a service is the intangible equivalent of an
economic product. Rathmell [29] distinguishes between the provision of pure goods and services. Fur-
thermore, he associates the term utility to services as a measure of customer satisfaction. The concept of
utility will be explained further and is linked to our approach in uncertainty tolerance. Zhang et. al. [40]
define the term services as follow:

Definition 1. “Services” represent a type of relationships-based interactions (activities) between at least
one service provider and one service consumer to achieve a certain business goal or solution objective.

Zhang’s definition views a service as a relationship between two entities but does not give any insight
on the provisioning of the service itself. Therefore, we extend the view by providing the definition for
“service provisioning”. In the context of the service provisioning through the Internet, we define service
provisioning as follows:

Definition 2. “Service provisioning” is the process of providing customers access to resources to com-
plete tasks required by the customer. Resources can be in the form of hardware, software, or computation.

We assume that all services provisioning implementation can be simplified to a generic architecture as
shown in Figure[I] In order to exemplify our work on uncertainty tolerance, we will apply it to a generic
web service provisioning scenario. In a typical web service provisioning architecture, there are three
main components - customer (client side), service provider (server side), and service directory(broker).

e Customer: A customer is an entity (which can be a human or software agent) which sought after
a service to complete a task(s).

e Service Provider: A service provider is an entity that hosts and offers services to the end users
(customer).

e Service directory: A service directory or registry is essentially a service metadata portal for ser-
vice registration and discovery.

Figure|l|shows the basic architecture of a web service provisioning between the service provider and
the end user. Figure[I] also shows the life cycle of a web service provisioning process, which consists
of several steps. Our paper focuses on the uncertainty issues and solution in the publish/offer and the
decision making steps.
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Figure 1: General Service Provisioning Architecture and Lifecycle

4. consume

4 Problem Definition

4.1 Uncertainty in Customer’s Initial Belief

A service provider provisions a service which utilizes one or more resources. As discussed in the above
section, service providers can offer contractual agreements between themselves and their customer to en-
sure that they can deliver their serviced as promised. One specific example of such contractual agreement
is by using Service Level Agreements.

From the customer point of view, we argue that uncertainty exists in the form of SLA compliance. We
can say that the customer has a “state of belief” for the proposal. This state is the customer subjective
perception on the SLA proposal, which is influenced by uncertainty. The key issue here is that the
customer lacks information or knowledge, thus giving rise to uncertainty. We make the assumption
that, without any additional information, the customer can subjectively assign any degree of belief. For
example, a customer can assume there is a fifty percent (50%) probability the SLA will be complied to.
We are interested in finding a way to update customer’s initial belief based on additional information,
termed as “evidence”, which we will explain later in Section [5.4]

4.2 Uncertainty in Deciding SLA Offer Problem

Once the customer received the SLA offer from the service provider, the next step is for the customer to
decide whether to accept or reject the offer. We argue that at this stage of the process, the customer is
uncertain about the decision. The main issue is that the uncertainty arises since the customer does not
have the required information or means to help in making the decision. Therefore, in this study, we are
interested to device a solution which can assist the customer in making the decision under uncertainty.

S Methodology

Our uncertainty tolerance model views the customer’s initial belief and the subsequent customer decision
making (for the SLA offer) as two aspects of uncertainty. We start with the definition of uncertainty and
uncertainty tolerance from the service provisioning perspective, then leverage the concept of subjective
probability and reasoning through Bayesian and Decision Networks.

5.1 The Concept of Uncertainty

The term uncertainty, in general refers to the condition of being unsure about someone or something.
Although this term is widely used by the general public, there are different definitions in different spe-
cialized fields such as physics, economics, sociology, engineering, and information science. To the best
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of our knowledge, there is no existing definition of uncertainty within the context of service provisioning.
We list the definition of uncertainty from different fields below before we come up with our own defini-
tion of uncertainty from service provisioning point of view. Definition from other fields is as follow:

e Decision Making: Situation where the current state of knowledge is such that (1) the order or na-
ture of things is unknown, (2) the consequence, extent, or magnitude of circumstances, conditions,
or events is unpredictable, and (3) credible probabilities to possible outcomes cannot be assigned
[137]].

e Information theory: Degree to which available choices or the outcomes of possible alternatives
are free from constraints [16].

e Statistics: Situation where neither the probability distribution of a variable nor its mode of occur-
rence is known.

e Hard sciences (physics, chemistry, etc) and Engineering: the interval of confidence around the
measured value such that the measured value is certain not to lie outside this stated interval [13]].

e Economics: uncertainty refers to the risk that is immeasurable, not possible to calculate [[17].

From the above various definitions, the definition from the perspective of decision making closely
resembles the situation that we are facing within the context of service provisioning. Relating back to
the problem definition being discussed in the previous section (key issue being the lack of information
or knowledge), our definition of uncertainty from service provisioning point of view is:

Definition 3. Uncertainty: The gap in knowledge or lack of information in the service offering which
gives rise to the initial customer’s state of belief and cause difficulty in customer’s decision making.

The gap in knowledge can be caused by i) absence or lack of data, ii) unknowns about the source of
data, and iii) inherent uncertainty (as in physics and statistics).

5.1.1 Classification of Uncertainty

Uncertainty can be classified into two groups, which are Aleatory Uncertainty and Epistemic Uncertainty
[15]. Aleatory uncertainty (AU) is an inherent variation associated with the physical system or the
environment. It can also be referred as variability, irreducible uncertainty, stochastic uncertainty, or
random uncertainty. On the other hand, Epistemic Uncertainty (EU) is an uncertainty that is due to the
lack of knowledge of quantities or processes of the system or environment. It is also known as subjective
uncertainty, reducible uncertainty, or model form uncertainty. Examples of epistemic uncertainty are lack
of experimental data and poor understanding of initiating events. The ability to classify uncertainty into
different type is important since this will lead into probable methods of solving the specific uncertainty
being investigated.

5.1.2 Methods of Solving Uncertainty

There are several approaches in solving uncertainty based on the classification of uncertainty described
above. Frequentist approach with traditional probability theory is used to analyse systems that are sub-
ject to aleatory uncertainty. Techniques such as Neyman-Pearson [32| [18] and Monte Carlo [27] are
frequently used. On the other hand, epistemic uncertainty can be handled by several methods such as (1)
possibility theory [38], (2) evidence theory [33], (3) Bayesian probability theory [4]], (4) interval analysis
[22], and so on. Bayesian method is appropriate in situations where there are gaps in information (i.e.
where there is epistemic uncertainty), thus is the choice for solving our uncertainty problem in service
provisioning.
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5.1.3 Relationship between Uncertainty, Risk, and Trust

There is a need to clarify the differences and relationship between uncertainty and risk since in common
usage, both terms refer to a similar situation, in which some aspect of the future cannot be foreseen. In
economics, the definitions of these two terms are different as established by Frank Knight in his book,
Risk, Uncertainty and Profit in 1921 [17]. According to Knight, risk is present when there is future
events with probability that is measurable, whereby uncertainty is present when the likelihood of future
events is indefinite or incalculable.

From the point of view of service provisioning, we have already defined uncertainty as the gap in
knowledge towards the service offering, and we can view risk similarly to Knight’s view on risk, whereby
risk is just a state of uncertainty where some possible outcomes have an undesired effect or significant
loss. More importantly, is there a direct relationship between uncertainty and risk?

@ t request service
customer - —>
service provider

offer )
@ @ SLA provider

SLA comply (YES)

® () —ioms>

SLA not comply (NO)

uncertainty? risk?

Figure 2: View on Risk and Uncertainty

Figure [2| illustrate the existence of uncertainty and risk within service provisioning offer. If the
outcomes of the offer is not known in advance (which we view as uncertainty), and one of the outcomes
has an undesired effect or loss (which we view as the risk), then it is possible to say that if we reduce
uncertainty then we directly reduce risk.

How does trust comes into this picture in relation to uncertainty and risk? First, lets begin with
a definition of trust. There are various definition in literature with regards to the definition of trust
[19,114,136,20], one of which we prefer is from Josang|[11]] which defines two type of trust: (1) reliability
trust, and (2) decision trust. Reliability trust refers to the probability estimate of success of a transaction,
whereby decision trust refers to the extent an entity disposition about entering into a transaction with
another entity. We can use both definitions for our service provisioning offer scenario since the customer
need to trust the service provider regarding the success of the transaction and also whether to accept the
SLA offer from the service provider. If there is risk in the transaction, then we can say that risk affects
the customer disposition or willingness to enter into a contract (through SLA).

Therefore, qualitatively, we deduce that the notion of trust is also coupled with uncertainty and risk,
whereby if uncertainty is reduced, then risk is also reduced thus increases trust. We will not pursue any
quantitative relationship between uncertainty, risk, and trust since the objective of this discussion is to
establish a qualitative relationship between these concepts.
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5.2 Different Views of Uncertainty

It is possible to view uncertainty from different perspective within the context of service provisioning.
Having this different views enable us to understand how and which aspect of service provisioning is
affected. Furthermore, the research problem that is investigated is based on a specific part of the view.
There are two views of the uncertainty problem in service provisioning context: (1) Temporal-Phase
View, and (2) Entity View. The following discussion is based on the generic web services architecture as
shown in Figure [T}

5.2.1 Temporal-Phase View of Uncertainty

In this view, the service provisioning process is divided based on temporal constraint. There are three
distinct temporal-phase within a single service provisioning transaction (as illustrated in Figure [3): (1)

pre—s (2) intra-sp, and (3) post-sp.

pre-sp————intra-sp—+——— post-sp ———

U, U,

U

P mmmmmmmmmm—

- validation
- monitoring - accounting
lifecycle - offer - data collection 1 - billing | > lifecycle
starts . . I I I ends
service provider customer service service ayment
registers service discovers starts terminates P rrilade
in SD service
customer customer customer
initiates accepts receives
search in SD SLA offer billing

* SP = Service Provisioning, SD = Service Directory, U = Uncertainty
Figure 3: Phase View of Uncertainty

pre-sp: The pre-sp phase takes place prior to the actual service provisioning process. In this phase,
there are several distinct activities based on the service provisioning lifecycle and possible associated
uncertainty. One activity of interest to us within this phase is the SLA offer from the service provider
to the customer (assuming the service provider has registered the service with associated SLA and the
customer has conducted the search and discovery of required service). We define this scenario as the
subjective uncertainty from the viewpoint of the customer to the probability of the SLA being complied
to. The cause of the this uncertainty is due to the lack of information or gap in knowledge from the
customer point of view, mainly about the service provider capability to full fill the SLA. Thus, this
scenario can be clearly placed under the epistemic uncertainty classification.

intra-sp: The intra-sp phase refers to the period to when the service provisioning process starts and
ends. The main activity that interest us in this phase is the monitoring activity. Monitoring refers to
the act of monitoring the specified metrics within the SLA to check with compliance and violation. It
involves the service provider to collect specific data at certain interval. We view the monitoring and data
collection as another sources of uncertainty. Furthermore, it is possible to classify two type uncertainty
for the same source, i.e. from the monitoring and data collection activities. The first source of uncertainty
is related to the limit of accuracy and precision of the equipment or apparatus being used to measure
and collect the data. This source of uncertainty can be classified under the aleatory group. Often, the

Isp: service provisioning
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uncertainty of a measurement is found by repeating the measurement sufficient number of times to get
an estimate of the standard deviation of the values. One possible measure that can be taken to tolerate
this type of uncertainty is to have a better accuracy and precision of the measuring instruments. The
second source of uncertainty is the subjective belief of the customer towards the trustworthiness of the
service provider or the party that conduct the monitoring and data collection activity. Furthermore, this
state of belief (or disbelief) is caused by lack of information or gap in knowledge towards the party that
conduct the monitoring and data collection activity. This particular source of uncertainty is of interest to
us for this research and due to the nature of lacking sufficient information, we can classify it under the
epistemic uncertainty group.

post-sp: The post-sp phase refers to the period after the service has been terminated or completed.
There are three main activities of interest: (1) Validation, (2) Evaluation, and (2) Accounting. The
first activity is validation, which refers to the process of ensuring the collected metrics conform to the
specification in the SLA offer, and ultimately will result in the compliance status of the SLA. Evaluation
refers to the process of analysing the previously monitored information while accounting refers to the
process of coming up with an invoice by looking at the resources used and how much the is the associated
cost. We determine that the nature of uncertainty of these activities is epistemic since the customer
lacks information about the trustworthiness of the service provider to use the correct accounting model,
does not tamper with monitoring and data collection processes, and using proper evaluation criteria and
method. Ultimately, this uncertainty affect the customer’s subjective belief towards the service provider.

5.2.2 Entity view of Uncertainty

The temporal-phase view above does not specifically include the entities involve in a service transaction
and the relationship between the entities. Knowing the entities involve and the relationship between them
can be useful, for example, if there is uncertainty in a particular activity (within the service provisioning),
it is possible to identify the entity that should resolve the problem. In a generic and simplified example
of a web-based service provisioning, we assume that there are three main entities involved in a service
transaction as shown in the following figure.

‘U = uncertainty

Figure 4: Entity View of Uncertainty

The three entities are (1) customer, (2) service provider, and (3) service directory. In each of the
entities, uncertainty can arises as a matter of subjective belief towards another entity or to itself. For
example, a service provider might have uncertainty towards its capability to deliver or fulfil the quality
promise within the SLA and a customer can have uncertainty towards the service provider capability.
As for the service directory, if it also acts as a trusted third party to monitor and collect data, both the
customer and service provider might have uncertainty in term of the trustworthiness of the third party.
The direction of the uncertainty can be bi-directional, whereby both the customer and service provider
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can be uncertain about each other. For the purpose of our research, we only concentrate on the customer
point of view on uncertainty.

5.2.3 Hybrid view of Uncertainty

Based on the previous two views on uncertainty, we can combine both views to create a hybrid view.
This view incorporate both aspect of temporal phase of service provisioning transaction with the entities
involved in the transaction. By creating this hybrid view, we are able to have a better understanding of
the uncertainty problem in a service provisioning transaction. Table |1| summarized the hybrid view of
uncertainty.

Table 1: Hybrid View of Uncertainty in Service Provisioning

temporal-phase acitvity classification entity
pre-sp offer epistemic customer and service provider
intra-sp monitoring epistemic and aleatory service provider
post-sp evaluation  epistemic service provider
accounting epistemic service provider

The above section presents an overall view of uncertainty from the temporal and entity point of view.
We can conclude that uncertainty exists in all phases of the lifecycle, but in this paper we focus our
research on the uncertainty problem in the SLA offer within the post-sp phase concerning the customer.

5.3 Important Concepts

In this section, we briefly discuss three concepts that will be leveraged in our approach to tolerate uncer-
tainty in service provisioning offering. The three concepts are Bayes Theorem, Bayesian Network, and
Decision Network.

The first concept is Bayes’ Theorem, which is a probability theory that shows the relationship be-
tween a conditional probability and its inverse[[7/]. We are interested to explore Bayesian Probability
since it depicts the degree of believe in an event as opposed to classical probability which represents true
or physical probability of an event. This fits perfectly with the first problem discussed above whereby
the customer has an initial subjective belief regarding the compliance of the SLA offer.

The second concept is Bayesian Networks (also known as belief network), which is a probabilistic
graphical model that represents a set of random variables and their conditional dependency using a di-
rected acyclic graph [9]. A Bayesian Network consists of a set of random variables as nodes which are
connected through directed links (arcs). Each node has a conditional probability table that quantifies the
effects the parents have on the nodes. If we represent the probability of success of an SLA offer and
the evidence as nodes in a Bayesian Network, we can then leverage the network as a means to provide
predictive reasoning (i.e. causal reasoning) between evidence and probability of success of an SLA offer.

The third concept is Decision Networks, which is an extension of the above Bayesian Networks.
A Decision Network (also known as influence diagram, relevance diagram, or decision diagram) is a
graphical and mathematical representation of a situation that involves decision making [[10]. The basis
of Decision Networks is Decision Theory, which is a combination of concepts and techniques, to both
describe and rationalize the process of decision making. We can view Decision theory as a combination
of Utility [6]] and Probability Theory. Expected Utility hypothesis is a theory of utility initially developed
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by von Neumann and Morgenstern [23[]. It is widely applied in economics, game theory and decision
theory. The hypotheses describe a way in which the expected utility of an agent (human or computing
agent) facing uncertainty (uncertain outcome) is calculated by multiplying the utility of an occurrence by
the probability of its occurrence. Therefore, we can leverage Decision Networks to assist the customer
in the decision making process.

5.4 Uncertainty Tolerance using Bayesian Decision Engine

Once we have identified the existence and affect of uncertainty to service provisioning, the next step is
to device a solution to the problem. Before we proceed, it is important to define the term “uncertainty
tolerance”. If we take another example in the computing world, the word tolerance is also widely used
in telecommunication and data communication as in “fault tolerance”. Fault tolerance is a property
of a system to continue operating normally in the event of failure [3]. Some approaches of creating a
fault-tolerant system is through redundancy and/or replication.

Our key assumption is that the inherent uncertainty in the SLA is due to the lack of information or
knowledge towards the compliance of the SLA. Therefore, the logical choice is to obtain information
or knowledge in order to tolerate the uncertainty. We define evidence as any additional information or
knowledge that can reduce the uncertainty of the above problem. Evidence can be in the form of other
customers’ feedback, expert forecast, or statistical model. We assume that the evidence can be quantified
and aggregated based on the work by Ali [2], and in this paper, we use the aggregated value of evidence
in our solution.

Based on the problem description in previous section, we come up with the following definition of
uncertainty tolerance.

Definition 4. Uncertainty Tolerance: is the ability of the system to behave normally in the presence
of uncertainty and to alleviate an agent’s degree of belief towards service provisioning compliance by
reducing the gap in knowledge using evidence.

With regards to the three concepts discussed in previous section (Bayes Theorem, Bayesian Net-
works, and Decision Networks) and the above definition for uncertainty tolerance, we have developed an
approach to tolerate uncertainty in service provisioning. Figure [5|shows the complete flow of the uncer-
tainty tolerance process, including three main components in a generic web-based service provisioning:
the customer (client side), service provider (server side) and a service directory (third party entity). One
important consideration that we have taken in designing and developing the solution is the location for
the uncertainty tolerance module. We have chosen the service directory as the location for the module
implementation due to the fact that it can act as a trusted third party [31} 136, [11]] within the provision-
ing process. The choice to implement the engine within the service directory is a logical one since it
promotes fairness to the transaction.

The first step is for the service provider to register the service being offered into the service direc-
tory. The registration will provide basic information about the service and a guarantee of quality through
contractual agreement in the form of SLA. Next, the customer can make a query to search for required
service. Once a suitable service is found, the customer will provide required information such as cus-
tomer’s initial belief of the offer and utility values for each action. This information together with the
information gathered from the service provided is stored in some form of storage such as a database or
text file.

The engine then will identify variables, node type, and relationship between nodes in order to create
a directed links between the node (step 2). The next step (3) is to create the Bayesian Network which
is then used to update initial customer’s belief in step 4. The update is based on the chosen strength of
the evidence. The engine extends the previous Bayesian Network (in step 3) to a Decision Network by
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Figure 5: Bayesian Decision Engine
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adding the Decision and Gain nodes. In step 5, the utility values for each action are assigned. The engine
then calculates the expected utility for each action. Finally, once the customer received the expected
utility value for each action, the customer can use this information to make the decision to accept or
reject the service offering. We illustrate our approach through a case study in the next section.

6 Case Study

6.1 Problem Definition (Applying Bayesian Network)

Let us define a simple web service provisioning scenario as follows:

Imagine a customer who considers a web service offering through an SLA from a service
provider. A major source of uncertainty is the SLA compliance (which has one or more SLA
Parameters). Initially, without any additional information, the customer believes that 50%
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SLA comply

Yes No

0.5 0.5
SLA comply
Evidence Yes No
Strong 04 0.1
Moderate 04 03
evidence Weak 02 06

Figure 6: Bayesian Network for Case Study

of all SLA from the service provider will comply. The customer can reduce the uncertainty
somewhat by getting additional evidence (i.e. information or knowledge). The evidence,
however, is not perfect in predicting subsequent service compliance. Of all the services that
actually comply, the evidence predicted about 40% has a strong probabilty to comply, 40%
moderate, and 20% weak.

Based on the information from the above scenario and our decision engine in previous section, we
create the Bayesian Network base on the following steps. The resulting Bayesian Network is shown in
Figure [6] below.

o Identify the variables, create the nodes and the properties of each node: There are two nodes, the
“SLA comply” which refer to the customer’s belief for the SLA success, and the “evidence” node
which refer to external body of information or knowledge regarding the probability of the SLA
success. The nodes in a Bayesian Network are known as “chance” nodes and are represented by
a circle/ellipse shape.

e Create arc (directed link) that connects the nodes.
e Specify conditional probability dependencies between nodes.

Let us demonstrate an application of the Bayesian Network. Suppose we want to answer the follow-
ing question: “What is the chance for the SLA to comply if the evidence is Strong (case SLA to comply is
Yes)?”

After setting the evidence to Strong (value is 0.4), we update the probability distribution of the SLA
node based on Bayes’ Theorem. The updated value for the property “Yes” has been changed to 0.8. We
can see that the initial customer’s belief has been updated by applying the Bayes Theorem.

6.2 Problem Definition (Applying Decision Network)

Although we have managed to update the customer’s initial belief using the Bayesian Network, the
updated value does not allow a customer to decide whether to accept or reject the offer. As discussed
in previous section, a Bayesian Network allows us to quantify uncertain interactions among random
variables, and use this quantification to determine the impact of an observation. On the other hand, a
decision network or influence diagram allows us to quantify a decision making’s options and preferences
and use this to determine the optimal decision policy. Therefore, the next step is to extend the previous
Bayesian Network into a Decision Network. We extend the above scenario by adding new information
as follows:

Suppose that the customer invest $500 in the task that needs to be completed. If the task is
completed through the usage of the web service offered by the service provider, the customer
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Figure 7: Decision Network for Case Study

would earn an additional $1000. If it is not successful, she will lose the entire investment of
$500. If she had used the $500 (reject the offer) in a risk-free investment, she would have
gained $50. We assume that the customer is only interested in financial gain.

We extend the Bayesian Network in previous section into a Decision Network (influence diagram) by
adding a “decision node” and a “utility node”. A decision node is represented using a rectangle shape.
It represents a variable that is under control of the decision maker (in this case, the customer) and model
the decision alternatives available to the decision maker (in this scenario the alternatives are Accept
and Reject). Utility nodes, usually drawn as diamond shape, represent a measure of desirability of the
outcomes of the decision process. They are quantified by the utility of each of the possible combinations
of outcomes of the parent nodes. The completed Decision Network is shown in the following Figure
We will subsequently use this Decision Network to evaluate two available options: Accept or Reject the
SLA offer from the service provider.

Based on the expected utility equation in Appendix [C] the expected utility value for the decision to
accept is 510 and 42 for reject. Since the values of the expected utility are known for both outcomes
of the Decision Node, the customer should choose to accept the SLA offer since it has higher expected
utility value.

7 Empirical Evaluation

The primary goal of the evaluation is to show empirically that the concept of uncertainty tolerance works
and enables the customer to make service selection based on the calculated expected utility values. The
experiment is made up of a series of actual test runs of a web service in our testbed. We first give an
overview of the test environment for the experiments and then followed this by a discussion of the results.

7.1 Testbed Setup Summary

Figure |8 below illustrates the testbed setup for the experiment. The testbed consists of a web service
(Service Provider), a directory service and client program (customer). The web service is deployed
on an Apache/Axis server installed on a Windows operating system platform. The directory service is
implemented using jUDDI and the client is a java-based client used to access the web service. Values
such as customer’s initial belief, utility for each action, and the evidence is stored in a text file, which is
retrieved later.

101



Uncertainty and Uncertainty Tolerance in Service Provisioning Abdullah, and van Moorsel

Directory Service

1. publish
3. discover

Windows OS
Java

Apache Server
client 4. consume
Customer

Service Provider

Figure 8: Testbed Architecture

The decision engine is implemented as an extension module to the service directory. The engine
was developed using jSSMILE [12] library, which is a platform independent library of Java classes for
reasoning in graphical probabilistic models, such as Bayesian and Decision Networks.

7.2 Experiment Setup Summary

Both Experiment 1 and 2 is based upon the Bayesian Decision Engine discussed previously. Values such
as the utility value for actions taken, and the value of evidence is based on the case study previously
presented.

7.2.1 Experiment 1: Updating Initial Customer Belief Using a Bayesian Network

In this experiment, we utilize Bayesian Networks (within the Decision Engine module) to calculate the
updated belief value for each initial customer’s belief. The experiment consists of several runs whereby
each run is a web service provisioning transaction as described in Section [3| In each run, the customer
provides the initial belief while the value for evidence is retrieved from a text file. The values of the initial
customer’s belief range from 0% probability of success (0.0) to 100% probability of success (1.0). To
simplify the experiment, the value of initial customer’s belief for each run is stored in a flat text file. To
investigate the effect of evidence strength towards customer’s updated initial belief, we have conducted
two separate experiments, the first using strong evidence, and the second using weak evidence.

7.2.2 Experiment 2: Calculating Expected Utility Value Using a Decision Network

This experiment is a continuation of the previous experiment and the objective is to calculate the expected
utility value for each of the customer actions. Customer actions have been hard coded in the engine,
whereby there are only two options, “Accept” or “Reject”. For each option, the utility value is assigned
by the customer and is fixed for the whole experiment. Again, to simplify the experiment, the utility
values are stored in a text file. We only use strong evidence in this experiment. The calculated expected
utility values are stored in a text file for analysis.
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Figure 9: Experiment 1 Result

8 Result and Analysis

8.1 Experiment 1: Updating Initial Customer Belief Using Bayesian Networks

Using the output values from the experiment, we plot the Customer’s Updated Belief values against the
Customer’s Initial Belief values. The result is shown in the following Figure [0 It shows that the initial
customer belief is updated based on the strength of the evidence being used.

To better understand the result, we summarize the belief values based on evidence strength in Table
[2] Based on the table, the values for the updated belief using strong evidence is always higher than values
based on weak evidence (except when customer’s belief is equal to 0 or 1). On the other hand, the values
of the updated belief using the weak evidence is always less than the initial belief value (except when
customer’s belief is equal to O or 1).

Table 2: Comparison of belief values based on Evidence Strength

Initial Updated Belief
Run Belief Strong(e) Weak(e)

1 0.0 0.00 0.00
2 0.1 0.31 0.04
3 0.2 0.50 0.08
4 0.3 0.63 0.12
5 0.4 0.73 0.18
6 0.5 0.80 0.25
7 0.6 0.86 0.33
8 0.7 0.90 0.44
9 0.8 0.94 0.57
10 0.9 0.97 0.75
11 1.0 1.00 1.00
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Figure 10: Experiment 2 Result

Therefore, we can make two important conclusion from Experiment 1: Firstly, using our Uncertainty
Tolerance Engine, we are able to update the initial Customer’s Belief and secondly, the updated values
depend on the strength of the evidence.

8.2 Experiment 2: Calculating Expected Utility Value Using Decision Networks

The result in Figure[I0]shows that for each of the customer actions (Accept or Reject), an expected utility
value is calculated for each of the customer belief.

The above calculated expected utility values for each of the customer’s belief can be used to assist
the customer in making decision towards the service offering by the service provider. Table [3|shows the
action taken by the customer after knowing the values of expected utility for each of the possible action
to be taken. The assumption is, of course, that the action that has higher value (positive) is desirable to
the customer. The only exception is that when the expected value for both alternatives is equal (as in the
case where Customer’s Belief is 0.3), then we make assumption that the customer chooses the “Accept”
decision.

9 Conclusion and Future Works

In this paper, we introduce the concept of uncertainty tolerance that can be embedded within a service
directory to help customers to make decisions when faced with an offer from a service provider. We
derived our solution based on the combination of Bayes’ Theorem, Bayesian Networks and Decision
Networks. Using this approach, we are able to show how we can calculate updated customer belief, and
calculate the expected utility values based on customer decision. We also have shown how a customer
can utilizes the calculated expected utility values to make decisions. We have presented a case study and
conducted an empirical evaluation to illustrate our case study. Since our approach to uncertainty is based
on using evidence, in future work we would like to study how to generate strong evidence from various
sources and further investigate the problem of uncertainty across the lifecycle of a service provisioning.
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Table 3: Customer’s Decision Based on Calculated Expected Utility Values

Customer’s  Expected Utility

Belief Accept Reject Decision
0.0 -500 50 Reject
0.1 -350 50 Reject
0.2 -200 50 Reject
0.3 -50 50 Accept
0.4 100 50 Accept
0.5 250 50 Accept
0.6 400 50 Accept
0.7 550 50 Accept
0.8 700 50 Accept
0.9 850 50 Accept
1.0 1000 50 Accept
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Appendix

A Bayes Theorem

pals) - PEIAPA)

P(B) ey
whereby,
P(A|B) = is the prior probability or marginal probability of A. It is “prior” in the sense that it
does not take into account any information about B.
P(BJA) = isthe conditional probability of the evidence given A. It is also called the likelihood.
P(A) = is the prior probability of A. It is termed “prior” in the sense that it does not take
into account any information about B.
P(B) = is the prior or marginal probability of B.

B Bayesian Network Sample Calculation

P(SLAe) = P(e|SLA)P(SLA)
P(e)

whereby,

(SLAle) = is the prior probability or marginal probability of the SLA to comply.

(e|SLA) = is the conditional probability of the evidence given the SLA complies. It is also

called the likelihood.

P(SLA) = is the prior probability of SLA to comply.
P(e) = 1is the prior or marginal probability of the evidence, e.
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P(e|SLAyes) * P(SLAy,y)
P(e)
B P(e|SLAy,s) * P(SLAy,s)
 P(e|SLAyes) % P(SLAy,s) + P(e|SLA,) * P(SLAn,)
0.4%0.5
(0.4%0.5) % (0.1%0.5)

=0.80

P(SLAyes ]e) =

C Expected Utility Theory Equation

n
EU(Ale) = ) P(Oile,A)U(0;|A) )
i=1
whereby,
EU =is the expected utility
e =1s the available evidence

A =1s a non-deterministic action

O; =possible outcome state

U =utility

D Expected Utility Sample Calculation

D.1 Alternative 1: Decision is Accept
EU(Accept) = P(SLAye) * U (SLAyes| Decisionacceps) +
P(SLAy,) * U(SLAN,)|Decisionaccept)
= (0.8%0.4+0.2%0.1) % (1000) + (0.8 % 0.6 +0.2 % 0.9) % (500)
=0.18 %1000+ 0.66 % 500
=180+ 330
=510

D.2 Alternative 2: Decision is Reject

EU(Reject) = P(SLAyes) * U (SLAyes|Decisiongejec:) +
P(SLAp,) * U(SLAp,)|Decisionge ject)
= (0.8%0.4+0.2%0.1) % (50) + (0.8 %0.6+0.2%0.9) % (50)
=0.18 x50+ 0.66 % 50
=9433
=42
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