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Abstract

Distributed ledgers and blockchain technologies can improve system security and trustworthiness by
providing immutable replicated histories of data. Blockchain is a linked list of blocks containing
digitally signed transactions, a cryptographic hash of the previous block, and a timestamp stored in a
decentralized and distributed network. The Internet of Things (IoT) is one of the application domains
in which security based on blockchain is discussed. In this article, we review the structure and archi-
tectures of distributed IoT systems and explain the motivations, challenges, and needs of blockchain
to secure such systems. However, there are substantial threats and attacks to blockchain that must be
understood, as well as suitable approaches to mitigate them. We, therefore, survey the most common
attacks to blockchain systems and the solutions to mitigate them, with the objective of assessing how
malicious these attacks are in the IoT context.

Keywords: Distributed Systems, Blockchain, Internet of Things, IoT Architectures, Security, At-
tacks

1 Introduction

Most devices around us use the Internet for their communications. Mobile and wireless technology, such
as 5G in combination with security innovations, will help to increase the use of the Internet of Things
(IoT) [31].

IoT systems need to use service architectures that are decentralized or distributed to increase their
performance when encountering numerous sensors, users, and computational elements [51, 73]. Re-
searchers are investigating new solutions to address scalability.

It has been discovered that malware, botnets, and several types of attacks exist that target millions of
IoT devices, such as smart cameras and routers. The security problem is a significant issue in IoT systems
[70]. As an example, research has found cybersecurity issues in network protocols, such as LoRaWAN
[37], that could put network users at risk of attack by bringing greater numbers of unauthorized devices
into the enterprise with potentially serious consequences. Thus, IoT developers should consider the pos-
sibility of attacks. Service providers such as Google and Amazon provide a variety of capabilities, such
as transaction analysis and secure storage management. They help deploy IoT systems and applications
in distributed centralized networks. Researchers are trying to find a distributed decentralized solution to
avoid the centralized ownership of data.

Blockchain is an invention defining immutable transactions and distributed consensus [56] that can
be used as a security solution for IoT systems. The immutability and consensus for each transaction do
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not rely on centralized authorities. IoT applications can execute transactions securely in noneditable and
distributed environments with the help of the blockchain system [56]. There are many various unknown
attacks in blockchain, which can potentially make it insecure. Thus, there is a need to assess these threats
and solutions.

This article focuses on the IoT and blockchain, including architectures and security problems. We
discuss the use of blockchain as a tool for improving security in IoT services and networks. We show
that blockchain is a secure technology for decentralized distributed systems. Additionally, blockchain
is highly fault-tolerant and does not require human calculations. These are properties that can help
blockchain remain secure from malicious attackers, i.e., by making it too expensive to attack the system.

The rest of this article is organized as follows. Section 2 explains distributed and decentralized
service and network architectures. Section 3 discusses the definition of blockchain, how it can solve
the transaction storage problem in distributed networks, and its purpose. We explain three types of
blockchain that are common: public, private, and consortium. We present common consensus algorithms
that are popular to use in these systems. Section 4 introduces IoT architecture and security layers. Section
5 discusses challenges existing in the IoT system in combination with blockchain. Section 6 describes
possible attacks on the blockchain system and the strategies for detecting and preventing these attacks.
We provide a comparison between them. Section 8 concludes the article.

2 Service and Network Architectures

In this section, we explain the decentralized and distributed systems as two types of essential architectures
in blockchain.

There are several topics considered in IoT systems. IoT architectures [53, 57], software problems [43,
65, 84], and privacy [69] have been studied. There are studies that have investigated blockchain security
[87, 52], which is a popular topic in IoT research. Security levels are typically higher in blockchain-
based systems than in systems without blockchain in a large-scale network [21, 42, 71]. There are many
surveys and review papers that discuss the challenges modeled by privacy issues. Many of them deal with
cryptocurrency [50, 23, 10], and in some cases, they also review the security of the blockchain system
[48, 50, 12]. Other articles discuss the flexibility of using blockchain [61] and how to use blockchain in
industry [2].

2.1 Architecture Categories

Decentralized systems should have no single point of failure and should not be dependent on one server
or central party. Normally, such a system has multiple authoritative parties, each of which serves a
subset of the workload. Although the security risk potentially rises by increasing the number of nodes,
this architecture may solve many problems, such as scaling, the independence of central servers, and the
extensive use of network traffic.

The distributed system is typically fully connected, where parties are located in different places.
There is no significant difference between parties. They communicate and coordinate their actions by
sending and receiving messages directly to other parties [39]. A distributed system can consist of many
devices, such as applications, users, workstations, and IoT devices. Many features can represent the
fundamental ideas of distributed systems, such as resource sharing, concurrency, scalability, and trans-
parency [39].
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2.1.1 Network Architecture Analyzing Views

The physical view and the development view are two aspects by which to analyze system architecture.
Amazon and Google are two popular services that are widely distributed when we look at them through a
physical or deployment viewpoint. On the other hand, they are centralized by the cloud service provider
when we look at them through the aspect of development or management control. Therefore, clouds are
a distributed centralized system. The distributed system has an entirely technical meaning. It is separated
geographically in terms of storage or processing for partitioning, dispersing, part ownership of storage
or computational capacity. Decentralized systems are still distributed in a technical sense, and no single
member owns a decentralized system; otherwise, it would not be decentralized [44]. This means that
most systems are centralized similar to clouds.

2.1.2 Network and Service Architecture Definition

The network architecture is a structure for the specification of a network’s physical components and
functional organization and configuration. Peer-to-peer (P2P) is an example of a network architecture.
A P2P network includes a group of devices with equal power that perform the same tasks and can store
and share files. A P2P sometimes refers to cryptocurrencies via a distributed network in the combination
of financial technology [62].

Service architecture is a helpful method for developing software that continues to work when some-
thing fails. In other words, a service is software that delivers automated duties to hardware events or
listens for data requests from other components without user interaction. Therefore, it is known as soft-
ware architecture in many references. The cloud is an example of services. The cloud is used to describe
data centers available to many users over the Internet. There are three ways to use the cloud as a service,
namely, information as a service (IaaS), platform as a service (PaaS), and software as a service (SaaS),
all of which refer to a service-oriented architecture [80]. The meaning of cloud computing is to access
resources owned and managed by a third party via the Internet. It is a technology used to deliver com-
puting resources based on long-existing technologies such as server virtualization. The cloud involves
the transfer, storage, and processing of information on the provider’s infrastructure, without direct active
management by the user [9].

2.1.3 Network and Service Architecture in Relation to Blockchain

Digital money can be transferred from one user to another through a P2P network with the help of a
distributed ledger called blockchain. The P2P architecture offers decentralization, and most trades are
executed without the need for mediators. Therefore, the P2P architecture is a solution for use cases
with sharing programs. Today, P2P networks are at the core of distributed computing applications,
cryptocurrencies, and blockchain.

The relation among services and blockchain concerns storing data in various applications, such as
recording transaction details, banking, contracting, and IoT systems. Regularly, blockchains store infor-
mation in the cloud, which makes the information more secure and robust. The information stored in the
blockchain system depends on the services and the applications. It could be used in a P2P file system in
distributed databases such as Apache Cassandra or a cloud file storage system such as Ethereum swarm.
[40].

2.2 Service and Network Design Goals

The system should work without interruption all the time, even during equipment failure and system
overloads. The system should be compatible with various applications and provide reasonable response
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times from P2P devices. The system’s environment should be secure. It should protect both the data
transmitted over it and the data stored on the devices connected to it. Additionally, the system should
be simple to modify and update, such that obtaining and solving problems should not be too time-
consuming. Many different parameters are related to the system design. These parameters turn into five
major design goals [66].

The first goal is availability. Availability is about delivering consistent services with reliable perfor-
mance that work without interruptions or the quality of being present or ready for immediate use [13].
For example, a peer-to-peer system may replicate files on devices. However, some of them might be
turned off and then turned on at some later time. The availability of the hosts is dependent on time. The
availability of the file is a function of time. In addition, the failure of a single link or piece of equipment
should not introduce a significantly negative impact on network performance.

The second goal is that of scalability. Scalability is the feature in which a system handles more tasks
after adding more resources. There are two types of scaling: horizontal scaling, which means that the
system’s size changes by adding more separate resources in parallel into the network or the system, and
vertical scaling, which means that the system resizes itself by adding more resources such as CPU and
RAM to an existing node. As a general example, a horizontal and vertical scalable network model means
that a network with multiclient support can increase the number of clients who can store information
on the server, given increased resources such as hard drives, processors, and memory on the server side
[15, 36]. Scalable service designs can accommodate new user groups and remote places and can support
new applications without changing services. An excellent scalable distributed system is similar to a
system that should follow the horizontally scalable goal by adding many resources and nodes.

The third goal is security. Security is a feature that should add to the system when it is working.
Designing the best secure location of devices, filters, firewalls, hardware, and embedded server software
aspects are critical sections in network resources.

The fourth goal is affordability or cost-effectiveness. Most clients have a goal of affordability, and
it is partly a business-oriented goal. Network design should carry the maximum amount of traffic for a
given financial cost. Financial costs include nonrecurring equipment costs and recurring network opera-
tional costs.

The last goal is manageability. The available network parties must support the network and manage
it. Effectiveness and efficiency cannot be achieved by having a network design that is too complicated.
Developers need to know that the devices within the systems are designed in a layered approach at the
second stage of the network design. For example, there are three underlying layers in the hierarchical
network design model, namely, the core layer that connects the distribution layer devices, the distribution
layer that interconnects the smaller local networks, and the access layer that provides connectivity for
network hosts and end devices.

Network performance is often defined through a service level. It is the primary purpose of network
design. Other requirements are about determining the features and functions required to meet the needs
identified in the previous stages, such as performing a network-readiness assessment and creating a
project plan.

2.3 Service and Network Discussion

Blockchain has a conflict with a centralized network when we look at it from a physical viewpoint. As
an example, data distributed over the cloud are stored on one company’s centralized set of data centers,
but data in the blockchain system are stored over a group of servers. The blockchain system is not just
about decentralization; it is a distributed system technology [30].

In conclusion, for using blockchain technology such as Bitcoin, a system must be decentralized
when we consider it through the physical viewpoint, which means that separated yet connected parties
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on a large scale within the network are parts of the system’s association. Decisions will be made af-
ter consultation and consensus with all members. Additionally, the developer must consider the five
abovementioned design goals for their systems’ design.

3 Overview of Blockchain Technologies

The distributed ledger is information that is published across several nodes or networked devices. All
nodes replicate and preserve the same copy of the ledger. The distributed ledger updates itself individ-
ually. The agreed-upon version of the ledger by other members of the network is stored on each node
separately. Distributed ledger technologies reduce the cost of trust. The architectures and structures of
distributed ledgers can help us decrease our necessity of governments, agents, clerks, and assent officers.

Blockchain is known as a new invention that shares an immutable digital ledger of transactions as
digital information to a distributed system. This distributed ledger provides immutability, trust, and
data security [46]. This technology is helpful for cryptocurrencies, record keeping, digital notary, and
smart contracts. Blockchain stores transactions on distributed networks. It was used initially for digital
currency [23] and secure distributed storage systems [90]. Bitcoin is a famous example of cryptocurrency.
It uses decentralized digital currency by removing a central management or administrator such as a bank
[85]. Increasing trustworthiness is a result of using cryptography. It makes it easy to transfer different
kinds of assets P2P over the Internet [64].

Blockchain contains a set of blocks where each block is a data package. The blockchain length
increases when new blocks are added and thus represents a complete ledger of the transaction history.
Other parties can take part in a new block validation process to gain rewards. The data in each block
contain a timestamp and a hash code, whereas each block knows the previous hash code, similar to
parents and children. It is possible to track back to the first block or the genesis block by following this
process. This theory secures the integrity of the whole blockchain. The hash value is unique for each
data point. The blockchain’s block will be added when most of the parties in the network agree by a
consensus mechanism. Hence, new transactions are not automatically added to the ledger. The stored
information in the blockchain is unchanged.

Sections 3.1 and 3.2 discuss the categories of blockchain based on consensus algorithms such as
permissioned and permissionless blockchain systems. Sections 3.3, 3.4, and 3.5 discuss three types of
blockchain: public, private, and consortium. Section 3.6 explains the main differences between them. At
the end of this section, section 3.7 presents components in blockchain, the hash, smart ledger, and smart
contracts.

3.1 Consensus in Blockchain

Consensus algorithms are the central entity of blockchain systems. There are many works that show
consensus algorithms in distributed systems [88]. Consensus algorithms try to make a secure environ-
ment for transactions or replicas by use of consensus protocols to ensure all that replicas of the shared
agreement at any given time are secure. The time for validating a new transaction or producing the result
of a consensus is known as a main issue to be improved, and it is essential for blockchain systems, no
matter whether that transaction is correct and secure.

3.2 Permissioned and Permissionless Blockchain

Several methods exist for consensus that we can divide into two broad categories: permissioned and
permissionless blockchain systems. It is necessary to know which one is a better solution for the specific
system targeted.
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3.2.1 Permissioned

In this type of sytem, a limited number of known trusted participants carry a copy of the blockchain’s
ledger. Researchers examine this type of system in private and consortium blockchains. It is faster and
does not need costly functions for publishing a new block. For example, there is no risk of a Sybil attack
(see Section 6.15 for details). Researchers believe that permissioned blockchains have a significantly
higher performance level compared to permissionless blockchains [5]. Due to the conditional and smaller
creation of permissioned blockchains such as banks and shipping firms, these blockchains tend to be more
secure and faster. Additionally, they are often more centralized than permissionless blockchains.

As mentioned above, private and consortium blockchains allow only a few known participants to
keep and store a copy of the entire blockchain or ledger. Furthermore, miners are perceived by others, so
there is no risk of an attack such as thea Sybil attack [67]. Therefore, voting and averaging are used as
mechanisms to achieve consensus. Practical Byzantine fault tolerance [38] works similar to voting as a
famous consensus algorithm in a private permissioned blockchain.

3.2.2 Permissionless

Public blockchains are termed permissionless in that they permit anyone to keep a copy of the blockchain
and to be involved in the validation process to publish new blocks. There are famous networks in the
world that use permissionless blockchain, and they usually work on digital currencies. Therefore, all
nodes have the right to act as a simple member on the system or employ the mining protocols to help
verify transactions. A consensus algorithm is designed to convince members that a new block added
to the blockchain is unique and the only version of the truth that is accepted by all the members in the
blockchain.

There are at least five types of consensus algorithms that exist in public and permissionless
blockchain systems [5, 23]: 1) proof of work (PoW), 2) proof of stake (PoS), 3) proof of X, 4) proof
of activity, and 5) proof of elapsed time. We will explain proof of work and proof of stake as two con-
sensus algorithms, such that PoW is compatible for the public and PoS is better for private blockchain.

PoW is a consensus process for validation. The base is that all nodes can join in publishing new
blocks to the blockchain as they want to compete for a prize, which is referred to as mining. All the
time, miners are trying to compete with others in a race for increased mining. Finally, the winner adds
the block to the chain and broadcasts their block to the network. Then, the network allows all the
participating nodes to know the new block published by the miner [5].

PoS is similar to the PoW algorithm, but we have validators instead of miners. One of the validators
is enough to publish a block over the blockchain by a specific policy. One validator is chosen randomly
or by policy, with the equal probability of being selected in the network. A new block is chosen randomly
but, depending on its wealth, it is also defined as the stake size, which means that blocks with a larger
size of the stake have a better chance to be selected. Table 1 illustrates a simple comparison between
blockchains by considering parameters such as consensus, immutability, efficiency, identity, and transac-
tion speed [91]. All nodes can participate in consensus decisions, whereas the voting power depends on
the amount of money, which is a disadvantage in comparison with PoW; however, PoS blockchains are
faster compared to PoW blockchains [5] since there is no need to make competition between validators
and no need to choose a specific validator.

3.3 Public Blockchain

Public blockchains are fully distributed and decentralized, such that all nodes can participate in publish-
ing new blocks and accessing blockchain contents. Public blockchains are termed permissionless in that
they allow anyone to maintain a copy of the blockchain and join in validating new blocks. A public
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blockchain network is entirely open, and anyone can join the network. Public blockchain technology can
be a way to store and share rewards. The network mechanism encourages more participants to join the
network. They are great platforms where all users should be treated equally. Most public blockchains are
currently used to support cryptocurrencies. There are many public blockchains that work with a cryp-
tocurrency, such as Bitcoin, Litecoin, and Ethereum. In these blockchains, anyone can own some money
or rewardz to trade with others and thuz take part in the competition for rewards. This leads to an open
permissionless model with full transparency. Public blockchains resist being hacked since it would be
too costly to tamper with the contents [91].

3.4 Private Blockchain

Private blockchain is distributed and permissioned. Certified users of a single organization can join the
network. A private blockchain can provide a high level of security, privacy, compliance, performance,
and many of the properties related to being either open-sourced, consortium, or privately developed.
There are many options for a private blockchain, and the most common ones are Hyperledger and Quo-
rum. Selected nodes can process transactions in the blockchain. Transactions are not publicly transparent
in the blockchain, and only chosen nodes can access the ledger. The rest of the blockchain does not par-
ticipate. Private blockchains do not require currency or tokens to function, and there are no processing
fees included in their transactions. Since blocks are published by delegated nodes within the network, a
private blockchain is not as tamper-resistant as a public blockchain, and the organization may choose to
roll back their blockchain to any point in the past.

As an overview of a private blockchain, such a system functions as a distributed centralized system,
where all things are returned to how the network’s private owner wants them to be and another party
is needed to approve and manage everything [91, 47]. Therefore, the degree of distribution is low, as
shown in Table 1. This means that all transactions or communications are dependent on some parties in
the network.

3.5 Consortium Blockchain

Consortium blockchains or federated blockchains are similar to private blockchains in the sense that
it functions as a permissioned network. It is a distributed and partially decentralized system, and the
responsibility is shared among the members of the consortium. Consortium networks span multiple
organizations and help maintain transparency among the involved parties.

In other words, the consortium blockchain combines elements from both public and private
blockchains. The main difference regards the consensus. Instead of a public blockchain where any-
one can validate blocks and a private blockchain where a closed single entity appoints block producers,
a consortium chain considers some of the equally powerful parties or organizations to act as validators,
such as multiple organizations operating in the same industry.

A consortium blockchain is used as an auditable and synchronized database that keeps track of data
exchanges taking place between the participating consortium members [74]. The consortium blockchain
does not involve processing fees, and it is not computationally expensive to publish new blocks. While it
does provide lower latency in transaction processing, it is not entirely decentralized and distributed [6].

3.6 Comparison of Public, Consortium, and Private Blockchains

There is a comparison among public, private, and consortium blockchain, as shown in Table 1. There
are six properties used for this comparison. The consortium blockchain decreases the risks of a private
blockchain by removing centralized control, and a smaller number of nodes in consensus generally allows
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them to be much faster than a public chain. It can be set up to be a more public consortium blockchain
or a more private consortium blockchain. It depends on whether the system needs to be more open or
closed. In other words, a consortium blockchain is designed to depend on individual requirements. When
the system needs to have a high level of distribution and nonfree transactions, it is better to use a public
blockchain. When one needs a system with a high security level, needs to know all the parties on the
network and there is no need to pay for services, it is better to use a private blockchain. In addition,
one needs to consider a consortium blockchain when it is necessary to customize the system to be more
closed or more public and have multiple centralized parties.

Table 1: Comparison of public blockchains, consortium blockchains, and private blockchains

Criteria Public Blockchain Consortium Blockchain Private Blockchain
Consensus
Determination All Multiple Organization One Organization

Read permission Public Can be Public or Restricted
Less Public or
High Restricted

Immutability
Nearly Impossible
to Tamper Can be Tampered Can be Tampered

Identity Pseudo-Anonymous Approved Participants Approved Participants
Distribution High Medium Low
Consensus Permissionless Permissioned Permissioned

3.7 Main Blockchain Procedures

There are several significant procedures that exist in the blockchain. The issue of how to chain the blocks
with the ability to keep the data immutable against changing is one of them. This procedure can be used
when a new block of data is coming to connect the previous blocks. Hashing in the blockchain is another
part. This procedure can be useful when we use it to encrypt the data as a unique form. The last one is a
smart contract. This procedure is similar to a contract, but it includes lines of code that are stored on a
blockchain and are automatically executed when two parties in the network want to make a contract after
negotiating a transaction.

3.7.1 Basic Mathematics Instruction

As we mentioned earlier, a blockchain is a group of chained data that contains parts of information such
as the block’s name, the block’s hash code, and the previous block’s hash code. Thus, all the blocks chain
to each other by knowing the previous block’s hash code. For example, data in a block in a blockchain
can be contract or transaction information, such as the amount of money transferring from one person to
another. Every hash code is unique and specific for each block; thus, we can consider it as a fingerprint
for blocks [85, 23]. However, hash codes have many applications, such as encryption, lookup tables, and
databases. A hash code is another form of a string of characters changed into a usually shorter fixed-
length value or key that represents the original string. This code is used to index and reclaim items in
a database because it is faster to find the problem by using the shorter hashed key rather than find it by
using the original long value.

Another form is that of a distributed hash table (DHT). This is a distributed system that has a lookup
service, and it uses a hash table where (key, value) pairs are stored in a DHT, and any participating

54



A Survey of Secure Internet of Things in Relation to Blockchain Alizadeh, Andersson and Schelen

node can efficiently recover the value linked with a given key. All the nodes can be added/removed at a
minimum time just by redistributing the keys [55]. This system can help blockchains be faster.

A hash code is a numeric value that helps in the identification of a thing during identity testing, and it
can work for object indexing. It is better to say that it is too difficult to change the value of a hash code.
The purpose of the hash code is to help in the effective lookup and insertion of data collections that are
based on a distributed hash table. A block consists of two main sections, the block header and the block
body.

The block header includes the block version and the parent block hash value that is shown to the
system that is chained to the previous block as a chain of hash codes. The Merkle tree [5] includes all of
the transactions in the block and the timestamps.

The block body is made of at least two parts, a transaction counter and transaction data. The maxi-
mum number of transactions that can be handled by a block depends on the block size and the size of each
transaction. Blockchain uses an asymmetric cryptography mechanism such as digitalization to validate
the authentication of transactions. Digital signature is a main method based on asymmetric cryptography
used in an untrustworthy environment with private and public keys. This method can be added to an
electronically transmitted document or contract to verify its content and the sender’s identity [86].

3.7.2 Smart Contracts

Smart contracts provide the connection of credible transactions without third parties. These transactions
are trackable and immutable. Usual forms of using smart contracts are exchanging money, making in-
vestments, trading shares, or many other use cases in e-commerce. In this approach, an asset or currency
is transferred by a program, and the asset should be paid to another party or forwarded to another person,
or else it should be paid to the person who sent it. These systems store their contracts as data.

4 IoT ARCHITECTURE

This section explains a theoretical realization of IoT architectures in recent studies. The networks need
to be supported by flexible and expandable infrastructures and protocols.

There are many sets of related components that build the IoT. Sensors are working in the first outer
layer, referred to as things. Other devices are part of the IoT infrastructure, such as gateways and access
points. A considerable number of devices with unique identifiers are necessary due to the large scale of
their deployments. Communication elements are needed to connect the heterogeneous devices that pro-
vide fast services and fast communication foundations. They use radio frequency identification (RFID),
wireless sensor networks (WSNs), and protocols such as IEEE 802.11 (WiFi), IEEE 802.15 (Bluetooth),
and IETF low-power wireless personal area networks (6LoWPAN) [73] for their communications.

4.1 Architecture Layers

There are different ideas concerning the number of layers in the IoT. The IoT mostly operates on three
layers [54], termed perception (sensors and actuators), network (communications), and application lay-
ers. Each layer has security issues that are correlated to it. Additionally, other approaches consider four
or five layers for the IoT [60]. The first layer is the perception layer, whose duty is to receive data from
sensors (collect big data that is generated by IoTs) and then transfer and process the information to the
next layer called the object abstraction layer. Cloud and fog computing and data management processes
are in the second layer. The cloud layer refers to the software in the background of the IoT solution. IoT
cloud providers are expected to provide secure cloud services to protect from significant data gaps or
solution downtime issues. Sending the data generated in the first layer to the third layer through secure
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methods is a primary duty of this layer. The third layer’s duties are about finding services with their
requester by having addresses, names, and processes data. Service management is a layer that consists
of services with delivering ability beyond the network. The application layer, known as the fourth layer,
provides services requested by customers. It can provide services according to the needs of the customer.
The fifth and final layer is called the business layer, and it manages the overall IoT system. The last
layer is essential for development and used for changing the system. There are many duties, such as
design, analysis, monitoring, and decision-making, based on big data. Privacy control of the users is also
handled in this layer [81].

4.2 Security and Privacy

The IoT includes several prevalent components, such as trust, access control, data integrity, physical
tampering, user privacy, and security. The risk of attacks in an unsecured environment with less privacy is
high. Security and privacy are significant problems and are known as the main requirements for systems.
IoT devices’ companies have found themselves at the center of user privacy scandals. Recent reports
claim that IoT applications send an excessive amount of personally identifiable data to third parties [69].
When a third party is present in the network, it means that there is an external actor who is monitoring
and managing all activities all the time.

There exist many security issues, such as physical security, data at rest, chip security, secure boot-
ing, device authentication, and device identity, which are the device layer’s components. Additionally,
there are many issues such as access control, firewall/IPS/IDS, and end-to-end encryption components
in the communications layer. Among all the layers, the application layer should support the authenticity,
integrity, and confidentiality of the data.

The categorization of different attacks in different clusters, such as the access level, location, de-
vices, and protocols, is considerable. Most attacks are in areas related to data management and commit
transfers, such as data exchanges, generate fake messages, send false messages, and create routing loops
between nodes to be successful. Social media, such as Facebook, is not entirely secure in regard to these
attacks.

4.3 IoT and Big Data

Data from IoT devices are always multiform or unstructured. The data need to be analyzed after being
received by the servers. Additionally, there are many challenges that still need to be addressed in this
area. The analysis of big data generated by the IoT is not simple. The primary constraints are energy,
time, and resources. As a result, big data and IoT systems need to develop together in parallel [19].

5 Summary of IoT with Blockchain

This section discusses the major problems of the IoT and discusses the intersection of the IoT with
blockchain.

5.1 IoT Systems Concerns

Peer-to-peer communications beyond devices have security problems. The ultimate IoT goal is to obtain
data securely at the right place, at the right time, and in the right format. Protecting sensitive data in peer-
to-peer messaging, distributed file sharing, and autonomous device coordination are significant gaps in
the IoT.

56



A Survey of Secure Internet of Things in Relation to Blockchain Alizadeh, Andersson and Schelen

Figure 1: Gateway devices as end points

5.2 Intersection of IoT with Blockchain

Today, IoT users need a system for controlling their data and information, such that every party in the
network has its own version of the current state. Blockchain can be used in IoT systems with distributed
ledgers. Therefore, every trusted party in the IoT system will have access to the same information,
and they can send their responses to the network, which is agreed or disagreed on in their consensus
[22]. Members who are identified can only access records that are shared and secured at the same time,
specifically in private blockchains. Additionally, managers can access data by combining hash code
advantages in the large scale of IoT systems [11].

There are many uses of blockchain in the industry, for example, building a trust environment between
devices that are connected and solar panels that can buy and sell energy. They record their outputs on the
blockchain and sell it to other users in the area via smart contracts.

5.2.1 Decentralized Distributed Blockchain Gateway Level

In a decentralized distributed blockchain integration scheme, all communications go through the
blockchain, while the IoT gateways act as end-points to the blockchain network [3, 49, 25]. In this
case, the IoT devices will be registered to the gateway device, and the gateway performs transactions
to the blockchain on behalf of the IoT devices. This approach enables the traceability of all communi-
cations involving a specific IoT gateway and IoT services. This integration scheme can also be used to
authenticate communications between devices connected to separate blockchain enabled gateways.

In this approach, the rest of the transferred data needs to be stored on the blockchain. The blockchain
itself can be used as a control mechanism, with smart contracts acting as programmable logic, while data
can be stored over P2P technologies such as BitTorrent and IPFS [4]. Fig. 1 is an illustration of this
approach.

5.2.2 Decentralized Distributed Blockchain IoT Level

Interconnected edge devices as end-points to the blockchain are similar to the previous approach, and all
IoT interaction events are logged into the blockchain for secure accountability [49, 25]. In this approach,
IoT devices can be provided with cryptographic functionality. The trade-off here is a higher degree
of autonomy of IoT devices and applications versus increased computational complexity of the IoT
hardware, as shown in Fig. 2.

5.2.3 Distributed Blockchain Edge Devices Level

In this approach, IoT gateways and devices issue transactions to the blockchain and can communicate
with each other [49, 76, 1], as shown in Fig. 3. This approach ensures low latency between the IoT
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Figure 2: IoT devices as end points

Figure 3: Edge devices as end points

devices and chooses specific interactions on the blockchain.

5.2.4 Cloud Blockchain Hybrid with the IoT Edge

This approach is an extension to the previous integration scheme, whereas the IoT users have a choice to
use the blockchain for certain IoT interaction events, and the remaining events occur directly between IoT
devices [49]. This approach leverages the benefits of decentralized record keeping through blockchains
as well as real-time IoT communication. Fig. 4 is an illustration of this hybrid integration schema.
The challenge posed by this approach is to optimize the split between the interactions that occur in
real-time and those that go through the blockchain. Hybrid approaches can utilize cloud computing to
overcome the limitations of blockchain-based IoT networks such as storage. Which integration schema
to implement depends upon the requirements of the IoT application.

5.3 Blockchain Concerns

Blockchain is secure, but there are some problems remaining in this area. The mining process is very
complicated [17], and IoT devices typically work with limited resources [7]. The mining time of blocks
is long [32], and it is a problem where time is highly considered [26].

The risk of attacks from threats grows exponentially. The goal of the IoT-based blockchain is to
automate functions while keeping protection focused on the threat of a different range of security attacks.
We can divide security issues into four sections: centralized, decentralized, cloud-based, and hybrid
architecture of the IoT system. In the IoT network, nodes at the edge are at risk of failure. A set of

58



A Survey of Secure Internet of Things in Relation to Blockchain Alizadeh, Andersson and Schelen

Figure 4: Hybrid with IoT-Edge

corrupted nodes and devices can be a problem that fails the IoT service provision within the IoT edge.
Blockchains have the potential to increase the security level of infrastructure for the IoT by providing a
secure public key that is more fault-tolerant than centralized solutions.

Increased energy usage is another problem of blockchain [61], as it should deal with system priorities
and system needs. After that, we can decide which one is better, as is it essential to know the correlation
and contradiction of energy and security in each system and how much energy can be used to keep
systems secure.

5.4 Discussion

Recording all IoT interaction events on a blockchain will increase bandwidth and storage requirements.
Security is a well-known research challenge towards the integration of the blockchain and the IoT. Most
of the abovementioned integration schemas would be more suitable to scenarios where interactions are
much more frequent and high throughput, low latency, and secure data are required. The last presented
model is favored when immutable record-keeping and the lower number of interactions are the main
requirements.

The model presented in section 5.2.4 shows the IoT in combination with blockchain. This combi-
nation solves many problems, such as scalability and security, that are still being considered. There are
many parameters for comparing these architectures, as shown in Table 2. Blockchain use can prevent
most security attacks by developing immutable records and a distributed consensus, which are two fea-
tures of blockchains. They make the cryptocurrency network system more secure because these options
can protect such systems against double spending attacks, which is a major issue in cryptocurrency. We
will explain possible attacks to the blockchain in Section 6.

6 Attacks

This section discusses fundamental problems around the security of the blockchain and its mechanisms.
There are many types of attacks on blockchains, such as a massive range of wallet attacks, network
attacks, and miners’ attacks. These attacks can be destructive for the blockchain and affect the whole
system.
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Table 2: Comparison of IoT architectures in relation to blockchain

Criteria Decentralized
Distributed
Blockchain
Gateway level

Decentralized
Distributed
Blockchain IoT
Level

Distributed
Blockchain Edge
Devices Level

Cloud
Blockchain
hybrid with the
IoT edge

Requirements Gateways should
be registered

IoTs need to reg-
ister

Should all party reg-
ister on network

No need all party
to register,
just those are
in blockchain

Traceability Low Low High High
Security Very High High High High
Privacy Low Medium Medium Medium

6.1 Race Attack

The race attack is a kind of double-spending attack, meaning spending the same money multiple times.
The double-spending attack is prevented through block validation.

This type of malicious behavior by a user is termed double spending, as shown in Fig. 5. The attacker
sends the same transaction to multiple users and waits for victims to accept the requests.

A race attack can occur in public blockchains, but it is difficult in private blockchains because of
their central management units. Storing multiple copies of the ledger in networks is known as a solution
in the system, but it has a privacy problem. All the users act as parties to store and keep a copy of the
ledger in a public blockchain. For example, a user may send many different transactions with the same
set of blocks to many receivers at the same time, but it requires much power to change the agreement.

The probability of a race attack is low because of the validation process. The common solution for
this attack is to wait for the validation process to finish completely [23].

6.2 Finney Attack

A Finney attack is a variation to the double-spending attack, where the attacker’s purpose is to participate
in mining to destroy a mined block that is approved by consensus.

Generally, such an attack occurs when a merchant accepts unconfirmed transactions [34]. The at-
tacker abuses the verification time, which is a time gap to ensure that everyone agrees that a transaction
payment is valid. The attacker is mining blocks all the time. In each block, the attacker includes a trans-
action to A, which he controls. When the attacker succeeds in mining the block, he does not broadcast it
but rather sends another transaction to victim B and victim C. There will be a waiting period before the
transaction agreement with the other parties arrives. When the victim does not hear anything from the
network for a long time, the victim will either send the goods to the attacker or cancel the transaction.
The attacker will be happy if the victim accepts and sends the goods. Then, the attacker broadcasts his
private block and sends the money to himself. The attack ends with the attacker having both the goods
and the currency.

The probability of a Finney attack is low because the nodes must wait for multiconfirmations for
transactions to finish [23].

6.3 Brute-Force Attack

A brute-force attack is yet another form of double-spending attack; it is an advanced version of the
Finney attack that causes the same effect [68].
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Figure 5: Double spending or race attack

Figure 6: Premined block along with the recently mined block

In contrast to the Finney attack, which has one node for each attacker in the network, a brute-force
attacker has multiple nodes, and they work in a chain of blocks parallel to the main chain. An at-
tacker performs a double-spending transaction in a block while working on the size of his or her private
blockchain at the same time. A merchant waits for the next block in the chain as a confirmation from
the network’s parties before accepting a transaction as usual. In the next step, the merchant sends the
product to the customer. Then, the attacker updates the public chain with a larger number of blocks using
contradicting confirmations [23].

The probability of a brute-force attack is low because most of the nodes in the blockchain know
that they should wait for the completion of transaction validation before sending their products. The
common solution for this attack is waiting for the validation process to finish completely [23] and define
a punishment for the attacker, such as locking the attacker’s account [58].

6.4 Vector 76 or One-Confirmation Attack

The Vector 76 attack is specially designed to attack Bitcoin exchange networks. The attacker creates the
privately mined block to perform a double-spending attack on the exchanges [72].

An attacker creates a transaction with a large amount of money and saves it to a block in private.
Then, the attacker waits for someone else to mine another block. The attacker sends his block to the
service before the other block. The service accepts the transaction with a large amount of money, which
will have one confirmation. The rest of the network simultaneously accepts the other block. After
that, the attacker immediately requests a withdrawal, and the service sends a large amount of money
to the attacker. The network carries out the blockchain fork. Even though the attacker’s deposit will
soon be invalidated, the withdrawal will be considered valid. Many parties in the network recognize the
transaction as valid, as shown in Fig. 6 [14].

Those nodes that want to be safe have to wait for multiconfirmations for transactions to finish. The
probability of a one-confirmation attack is low as long as nodes wait for confirmation [23].
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6.5 51% Hash Power or Goldfinger Attack

In a 51% hash power or Goldfinger attack, a mining pool or organized group of miners cooperate. The
group forces and shares the rewards from transactions. A mining pool with many members and great
computational power can easily change the consensus. This means that the attacker has more than 50%
of the computing resources of the network under the control of a single miner or a pool of miners. This
enables a double-spending attack called a 51% attack.

An attacker controls more than half of the network’s power, which means most of the transactions
are inunder their control and other parties are prevented from winning competitions [89].

The attacker alters the transaction after sending it, and it appears they still hadve the money they just
spent. However, an attacker or group of attackers can prevent the process of recording new blocks by
controlling the majority of the computational power on the network. They prevent other miners from
completing blocks, which allows them to dominate the mining of new blocks and earn all of the rewards.

Many solutions exist for this attack by modifying the consensus protocols. The changes will accept
that ignoring the longest chain rule must be explored to mitigate the 51% attack effectively. Delayed
proof of work (DPoW) is one of the policies used to protect against the double-spending problem. It
applies to cryptocurrency systems that work based on an unspent transaction output (UTXO). The par-
ticipants must wait for an explicit amount of time for the notarization process to be completed. The risk
of attack with this security technique is low [78].

6.6 Selfish Mining

The chances of winning a reward for a mining pool depend on hash power [75]. In selfish mining, the
miner receives more than the other miner’s power after the attack [75, 23].

Miners are in competition to earn the reward associated with each block, and they have to follow
some rules; in addition, they can behave selfishly. Selfish mining refers to malicious miner behavior,
such as attacking in an unfair way.

All miners can create one block separately at a time. After creating a single block, it has to be
published, and every miner works to produce a block that will follow the previous one. However, in
selfish mining, the miner does not follow this normal process of making a block. In selfish mining, the
dishonest miner tries to prevent a block from being broadcast to the rest of the mining pool network.
Then, they continue to mine the next block. Fig. 7 illustrates the keeping of the mined block(s). The
attackers do this to cause trouble between other miners and to gain more proof-of-work than other miners
in the mining pool. Thus, the miner receives more than the specified amount of mining power from the
attack.

According to the theory of selfish mining, a miner promotes other miners to continue working on
blocks that lead to a dead end instead of adding them to the longest chain. An attacker is only giving
himself a priority in mining the next block by hiding the mined block from the network. For attackers to
be successful in performing and disrupting any transactions, they must be more powerful than all other
network members together.

Zeroblock is a solution that uses timestamps and makes all honest miners reject a block that a selfish
miner keeps private over a period of time. Moreover, a selfish mining pool cannot achieve more than
its expected reward. Zeroblock has decreased the high probability of selfish mining attacks to a low
probability [83].

6.7 Stalker Miner Attack

The stalker miner attack is similar to the selfish mining attack [38]. It involves a malicious miner trying
to prevent a specific miner from publishing their blocks on the main chain. The selfish attackers try
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Figure 7: Selfish mining attack

to increase their relative revenue and try to dismiss the network goals, while the stalker miners do not
worry about how to earn rewards. Their objective is to target honest nodes and decrease their revenue by
preventing a node from being able to have its block published in the chain.

This attack only consists of a few functions involving modifying, waiting, and publishing. Then, all
honest miners follow them, and they show a block immediately after mining it. All parties accept the
longest chain and mine on top of it [38]. The main issue in this system is confidence because the attackers
should have power and confidence. If the miners waste resources without rewards, they will leave work,
and then the confidence will be low. The attacker has to spend a lot of money to be successful and to
buy particular resources in big networks, such as Bitcoin and Ethereum. In these systems that use proof
of work, the attacker must control the substantial network energy and spend a lot of money to become
successful.

This type of attack is predictable by finding the height of forks when the blockchain suffers from
selfish mining and stalker attacks. There is a simple heuristic method to detect the behavior of a malicious
miner by monitoring the fork height. Fork heights greater than two are suspected to be a possible attack
[20]. The probability of this attack is low.

6.8 Block Withholding (BWH) Attack

The block withholding (BWH) attack is very similar to the selfish mining attack. The BWH attack works
on mining pools, and this is the main difference [79]. In the BWH attack, blocks are discarded, and the
attacker tries to infiltrate another pool’s miner. However, in selfish mining, blocks are only kept hidden
until the right time to publish them, and other miners are treated as covered and closed pools.

A pool consists of many honest miners who work under the control of the pool manager. A standard
pool uses all its honest miners for mining on its behalf. The attacker infiltrates a victim pool by registering
as a regular miner while the other miners work as usual. Then, the attacker receives mining tasks from the
victim pool and sends them to some of the honest miners to perform in the pool. The attacker spends the
mining power on the victim’s tasks, which is called the infiltration rate, and thus infiltrates the miners.
When the attacker receives partial proof of work (PPoW) from the infiltrated miners, he or she sends
them to the victim pool, which estimates their true mining power. When the attacker receives full proof
of work (FPoW) from the infiltrating miners, he or she keeps them hidden and does not contribute to the
victim’s revenue; therefore, they achieve opportunities by diverting these miners. The victim pool thinks
that it is doing effective mining and shares its revenue with the attacking pool. The attacker distributes
the revenue from the infiltration among all the honest miners, but the attacker receives extra revenue
through the infiltration of the other pool [28].

The Miners Dilemma is a game with multiple pools as opponents that is used to model this type of
attack [28]. Each iteration of the game is a case of the Prisoners Dilemma. If pool A chooses to attack
pool B, then pool A gains revenue while pool B loses revenue. Pool B can later retaliate by attacking
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pool A to gain revenue. Therefore, attacking in each iteration can be effective; if both pool A and pool
B attack each other, there will be a Nash equilibrium [59]. Both will earn less than they would have,
but both of them will be safe. However, if neither of them is attacked by the other pool, then they could
increase their revenue by attacking completely different pools.

Because of the similarity with the selfish mining attack, ZeroBlock is also a solution for the BWH
attack that is mentioned in the selfish mining section 6.7. It can reduce the probability of intentional
forks that are a result of block-withholding attacks. This solution can turn a high probability of a BWH
attack risk to a low probability [83].

6.9 Fork after Withholding Attack

The fork after Withholding attack (FAW) is a combination of the BWH attack with intentional forks. The
FAW attack also presents better rewards compared to those of the BWH attack.

Such an attack is expected to be seen among mining pools. It increases the reward by simultaneously
attacking multiple pools. The attacker withholds FPoWs in multiple target pools simultaneously. If other
honest miners are observed propagating a block outside of those pools, the attackers submit all their
FPoWs immediately and create forks with multiple branches [45].

J. Ke et al. [41] define the differences as follows: ”the attacker can generate a fork through the pool
if he/she found and withheld an FPoW before the honest miner (neither the attacker nor someone within
the victim pool) publishes a block”. The attacker takes all the rewards if the main pool is comprised of
the attacker only [18]. If two pools both used the FAW attack against each other, then we have an FAW
attack game, where the larger pool will win. However, unlike in the BWH attack, the larger pool always
earns the extra reward. Therefore, the Nash equilibrium for the FAW attack game in which two pools
decide whether to attack may be Pareto optimal [45].

The probability of FAW attacks is high. The systems need an anti-withholding reward system
(AWRS) to reduce the risk of this attack. An AWRS works as the pool manager to reduce adoption over-
head and support backward compatibility. It performs these processes by providing greater rewards to the
block submissions. It reduces the optimal attacker’s behavior to honest mining and makes withholding-
based threats irrelevant for rational miners [77].

6.10 The Pool-Hopping Attack

The pool-hopping attack target is the blockchain mining pool, and it is focuses on creating an environ-
ment to catch more rewards in the future. A miner takes part in different mining pools. He or she takes
part in the pool when the reward of the pool is high and then leaves when the reward is low. This behav-
ior is the main difference from an FAW attack. These malicious miners can still be rewarded even after
leaving. There is no reason for an honest miner to stay in a pool when the system does not perform any
checks for this attack.

The honest miner will lose money and leave the blockchain mining pool, and only individual miners
will remain in the network when most nodes perform pool hopping. The remaining miners will not
participate in mining blockchain blocks because that requires high computational resources, and many
of them cannot afford it. Finally, the remaining miners cannot guarantee the integrity of the blockchain
[82, 70]. It might be more profitable for the opponent to switch to another pool or mine alone [23].

The probability of the pool-hopping attack is high. A smart contract-based pool-hopping attack
prevention model is one solution to prevent pool-hopping attacks. The main objective of this solution is to
maintain the proportional relationship between the miners by pushing them to contribute to mine a block
with their computational power successfully. The pool manager keeps a record of each miner’s behavior
before joining the mining pool. This approach prevents the most frequent mine hoppers from abandoning
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the mining pool by calculating the exact escrow amount for each miner and defining punishment for those
who commit a pool-hopping attack [82].

6.11 Bribery Attack

Through the bribery attack, an attacker with high hash power may receive the rest of the computing
resources for a short duration of time. Typically, the attacker forks a new branch and bribes the other
participants to work on his/her branch instead of the other branch.

There are three ways to perform a bribery attack. The first is the out-of-band payment, where the
attacker pays directly to the seller from the wallet. The second is the negative-fee mining pool, where the
attacker makes a pool by paying a higher share of the reward. The third is in-band payment by forking.
In this case, the attacker attempts to bribe through the blockchain itself by creating a fork containing
bribe money, which is freely available to any miner adopting the fork [16]. This means that with power
and money, attackers can perform more attacks. The miners who took the bribes will get benefits for a
short time, but these short-term benefits might be labaled as losses under another type of attack in the
long term due to double-spending, Sybil, and Goldfinger attacks or through an exchange rate crash.

The probability of this type of attack is high. There are some strategies for making it difficult to
succeed. The simple strategy is extra confirmation for large transactions. The attackers must spend a lot
more money to be successful. The attacker’s bribery costs increase linearly in this model [16].

6.12 Eclipse Attack

The eclipse attacker concentrates on a specific node’s connection rather than attack the whole network.
This is a particular type of attack that is designed for a distributed and decentralized network [35]. It is
impossible for a node to connect to all the other nodes on the decentralized network, such as a peer-to-
peer (P2P) network. A node usually connects to a selection in the network. For example, a node has at
least eight outgoing connections. The eclipse attack proposes to cut nodes and miners’ power to manage
all the connections.

Such attacks disrupt the normal routing of the network and end up being forwarded towards the
wrong side in the network. It is known as network hijacking. It works by rerouting Internet protocol
(IP) addresses without permission from the nodes. IP hijacking can occur intentionally or by accident
in several ways. It can be accomplished by a malicious autonomous system (AS) [29]. An autonomous
system is a network or group of networks managed by an organization, and they are under a single
external routing policy. The malicious AS performs a man-in-the-middle attack, and its purpose is to
isolate the other nodes. It controls all the sent and received messages to the victim node. Additionally, it
uses corrupted or newly added nodes to communicate with them, as shown in Fig. 8.

In summary, a malicious node tries to capture all of the node’s connections. Generally, an attacker
can control the host nodes’ connections with each IP address of the neighboring nodes of an intended
victim by trial and error. The next time, the victim node loses the connections and then rejoins the
network by resetting their connections and finds a new group of nodes to connect with. The attacker has
a good chance to be the administrator of all the victim’s connections. The cost of destroying an eclipse
attack is high when each peer is always communicating with other peers, as the hacker needs to control
the entire network to hack the P2P system.

The probability of this attack is high. There are several policies to help systems prevent this kind
of attack, such as increasing the number of outgoing connections for nodes in the network and random
node selection [35].
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Figure 8: The Eclipse attack

6.13 Balance Attack

The balance attack goal is to destroy the proof-of-work (PoW) systems by delaying network communi-
cation. It performs a delay between groups of nodes that have a balanced level of mining power [23]. It
is specially designed for a public blockchain. Initially, the attacker starts to cause some destructive effect
on a transaction, such as introducing a delay between groups of miners in the same network with similar
mining power. This attack can be a double-spend on PoW consensus. An attacker can use its limited
hashing power to delay messages over the blockchain with a small amount of the total hash power.

In summary, after the attacker begins to cause delays between subgroups with similar mining power,
he or she publishes transactions in one subgroup. Later, he or she mines many blocks in another sub-
group to outweigh the transaction subgroup rather than the subtree of another subgroup. Although the
transactions are committed, the attacker can rewrite the blocks with the outweighing transactions that the
subtree contains this transaction [63, 78].

SmartPool is a novel mining pool system implemented in the form of a smart contract. The miner
returns the completed shares to the SmartPool client. When the number of completed shares reaches
a specific amount, they will be sent to the SmartPool contract. The SmartPool contract will verify the
shares and deliver rewards to the client. SmartPool is more efficient, and it can prevent the attacker from
resubmitting shares in different batches. Moreover, SmartPool can guarantee that honest miners will gain
the expected rewards, even if there are malicious miners in the pool [48]. The probability of this attack
is low.

6.14 Liveness Attack

The liveness attack is a type of attack that introduces delay, such as the transaction confirmation time of
the target transaction. The liveness attack works in three steps: 1) preparation, 2) transaction denial, and
3) blockchain retardation [48, 33].

The preparation step is similar to a selfish mining attack. An attacker builds a group of honest miners
before the transaction is broadcast to all nodes of the network. The attacker makes the chain private,
and the length of the chain is longer than the other chains. In the transaction’s denial step, the attacker
anonymously keeps or holds the block that contains the target transaction, thus preventing it from joining
the public chain. The final step is the blockchain retarder. In the process of building the chain, the attacker
will publish the private chain to the public chain to slow down the growth rate of the public chain. In
some blockchain systems, when the depth of the block that includes chains of transactions is longer
than normal, chains of transactions will be considered valid [33]. Accordingly, the attacker will continue
building a private chain to create an influence attack over the public chain. Later, the attacker will publish
its hidden blocks into the public chain at the same time to slow down the growth rate of the public chain.
The liveness attack will end when chains of transactions are verified as valid in the public chain.
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There is no well-known solution for this type of attack, but SmartPool can be a solution [48, 33]. The
probability of a liveness attack is not high.

6.15 Sybil Attack

The Sybil attack is known as a security threat on the network where a node tries to attack by creating
multiple accounts, nodes, or computers in the network [27]. The attacker creates as many identities as
possible and behaves as multiple peers in the network. This attacker tries to increase their number of
peers to increase their voting power. A Sybil attacker tries to find identities by finding the routers that
are connected to victim nodes. As an example, in the network, they perform the flood fill algorithm to
routers for finding nodes. Flood fill is an algorithm that ”determines the area connected to a given node
in a multidimensional array” [24]. One node is enough to destroy a resource, and this attack is easier
to execute with the newly created network. Additionally, it becomes more challenging to complete the
attack with a large network size.

There is no way to detect Sybil attacks. The Sybil attacker can perform the attack in a blockchain
network when somebody runs multiple nodes in the network. The attacker can create fake identities
to change or turn voting results to his/her favor while others are busy with the blocking process. The
Sybil attack can be useful as a special component used in other attacks, such as an eclipse attack, in the
blockchain. It can be used when the attacker controls enough numbers of identities.

TrustChain is a solution that creates trusted transactions among strangers without central control.
TrustChain is a permissionless tamper-proof data structure and is an immutable chain for storing trans-
action records [67]. The probability of a Sybil attack in the blockchain is low because of costly resources
for the attacker to participate in proof of work or proof of stake. The blockchain network is distributed
and uses different consensus algorithms to help defend itself against attacks.

6.16 BGP Hijacking Attack

A BGP hijack attack is a routing attack in which an Internet service provider (ISP) redirects Internet
traffic by distributing fake BGP messages in the Internet routing system towards incorrect addresses.
These attacks already affect the Bitcoin network today [8]. An attacker can use routing attacks to divide
the network into two or more groups.

In one scenario, the nodes are divided into a left and a right group. By modifying the BGP routing,
the connections are cut between the two groups. The nodes inside each group maintain their commu-
nication with the nodes inside their related group. In the next step, all the Bitcoin traffic between the
groups is intercepted by the attacker. In another scenario, the attacker usually changes the parameters or
information of the communication by introducing a delay and making nodes entirely hidden [8].

The victim node is unaware of the numerous newly mined blocks and the same transactions during
this delay. The attacker builds up the new parallel blockchain by preventing nodes inside a group from
communicating with nodes outside of it.

The impact of such an attack will be severe in two ways. Merchants will suffer double-spending
attacks. Miners will suffer from wasting their energy and/or will be unable to contribute to the network.
After the attack is over, blocks mined in a group will be discarded, along with all the included transactions
and the miners’ revenue. Anti-prefix filtering is a common solution for this type of attack. It has several
methods to detect and prevent BGP attacks. For example, encrypted Bitcoin communication and/or
Adopt MAC and Request a Block on Multiple Connections are two of them [8]. The probability of
a BGP hijacking attack is low because only ISPs that run BGP routing can perform such an attack.
multirow
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Table 3: Blockchain attacks and solutions to protect systems

Attacks Blockchain
Permissioned Permissionless

Probability Solution Probability Solution
Race Low Validation Process Low Validation Process [23]
Stalker Miner Low Decreasing Delay Time Low Height of Forks [20]
BGP Hijacking Low Anti-Prefix Filtering Low Anti-Prefix Filtering [8]
Sybil Low Trust Chain Low TrustChain [67]

Liveness Low SmartPool Medium
Decreasing Delay Time
& SmartPool [33, 48]

Balance Low Design policies Low SmartPool [48]

Eclipse High
Increase Number of
Connections Random
Node Selection

High
Increase Number of
Connections Random
Node Selection [35]

Bribery High
Extra Confirmation
Based Preventing High

Extra Confirmation
Based Preventing [16]

Pool Hopping Low
Hopping Prevention
Algorithm Medium

Smart Contract
Based Preventing [82]

Fork After
Withholding Low Controlling Reward Rate High

Anti-Withholding
Reward System [77]

Block
withholding Low Controlling Hash Rate High ZeroBlock [83]

Selfish Mining Low Controlling Hash Rate High ZeroBlock [83]
51% Hash
Power High

Controlling
Higher Hash Rate High Delayed Proof of Work [78]

Vector 76 Low
Wait for
Multiconfirmations
For Transactions

Low
Wait for
Multiconfirmations
For Transactions [23]

Brute Force Low
Improve
Identification System Low

Locking Accounts
& Wait for
Confirmations [58]

Finney Low Defines limitation Low

Decreasing Block
Generation Time Wait
For Multiconfirmations
Transactions [23]

6.17 Summary of Attacks and Solutions

We explained the most common attacks in blockchain, and we showed how serious they are. We illus-
trated them in Table 3 by dividing them among permissionless and permissioned blockchains. Then, we
explained each attack’s probability of occurring in three levels (low, medium, high) and referred to the
most common solutions for attack prevention. Therefore, we categorized the attacks based on their effect
level.

Most attacks in the permissionless blockchains’ reasons are due to a lack of privacy, designed con-
sensus algorithms that are not good enough, and having no centralized party in the network to manage
and control all the activities. These issues motivate attackers to attack this type of blockchain.

Most solutions in the permissioned blockchain in Table 3 are not the best solutions; they are just
suggested policies. The solutions depend on central management decisions, but they can practice per-
missionless blockchain solutions instead.

A successful attack is hard but possible to instigate in a blockchain. The immutable history prevents
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them from performing their attack efficiently in both public and private blockchains. In the permissioned
system, we can easily track back and check the failure because there is a central manager who knows
all the parties in the network and controls them. The risk of attack to the central manager is the primary
security issue in these systems. The probability of attacks in the blockchain is lower than that in other
types of networks. It is difficult to compare permissioned and permissionless attacks. They have specific
attacks because of different schemes. Today, the newly designed architectures with new policies keep
the system more secure against most of these attacks.

7 Research Challenges

IoT systems typically generate huge amounts of data. Security and transaction ordering are important
issues in such systems. These issues can in many cases be resolved by using the blockchain, but we have
identified some remaining research challenges related to security and privacy. Moreover, manageability
and traceability are significant problems in IoT. Accordingly, finding the best method of blockchain-
based consensus algorithms is considered as one of the challenges. Also, since blockchain faces issues
around scalability and storage of huge amounts of data, architectures that use blockchain in concert with
scalable storage technologies to support large scale IoT systems should be researched further.

8 Conclusion

It is crucial to design and produce a secure blockchain-based IoT system that satisfies the digital world’s
expected requirements. The IoT system’s future should be cooperative with present IoT technologies
so that the transformation from traditional architecture to a distributed and decentralized system is eco-
nomically feasible. Furthermore, performance features such as privacy should also be given attention, in
parallel to security problems.

In this article, we presented a survey of networks and service architectures and how it is possible
to use blockchain with them. Then, the properties of the blockchain were discussed. We started the
article by explaining how the blockchain works, and we covered its essential internal functions. Then,
we illustrated the meaning of privacy and security problems in systems. Furthermore, we discussed
how the blockchain solves security problems by comparing the types of blockchains. We demonstrated
three types of blockchains that are specially designed for purposes such as industry, business, social
applications, and other networks. We defined consensus algorithms that are used explicitly for each
of them, such as permissionless and permissioned blockchains. We explained the IoT and how smart
devices communicate and connect with and without third parties. Next, this article illustrated a variety
of architectures in IoT systems and showed the blockchain encounter with the IoT and the resulting
behavior.

Finally, we explained most of the frequent types of attacks on blockchains as a primary challenge in
IoT related to using blockchain in the systems. Although blockchain is a secure method and there are
many attack-prevention methods available, the risk of attacks remains. This means that one must have a
highly secure system to detect most types of attacks. It is impossible to know all of the possible types
of attacks and find a solution to them at their initial step. Nevertheless, we can protect our systems with
highly secure methods against most of the current attacks.
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