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Abstract

There are a lot of security issues in cloud computing service environments such as virtualization,
distributed big data processing, serviceability, traffic-handling, application security, access control,
authentication, cryptography and etc. Especially, data access using various resources needs authenti-
cation and access control model for integrated management and control in cloud computing environ-
ments. Cloud computing service provides a differentiated service according to component of security
policy because a permitted limit of service provider and user are different. RBAC(Role-Based Ac-
cess Control) and C-RBAC(Context-Aware Role Based Access Control) do not suggest effective and
practical solution using dynamic access control method by manager and user. Therefore, new dy-
namic access control model needs to make up for the weakness of existing problems according to
cloud computing characteristic. In this paper, we propose Onto-ACM(Ontology Based Access Con-
trol Model) for dynamic access control. Onto-ACM is a semantic analysis model for permitted limit
of service provider and user. This proposed model is the intelligent context-aware access model for
applying the proactive security level of resources access using context information ontology model-
ing and reasoning engine.
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1 Introduction

There are a lot of security issues in cloud computing service environments such as virtualization, dis-
tributed big data processing, serviceability, traffic-handling, application security, access control, authen-
tication, cryptography and etc. Especially, data access using various resources needs user authentication
and access control model for integrated management and control in cloud computing environments[8,
15, 17].
Cloud computing service provides a differentiated service according to component of security policy[11]
because a permitted limit of service provider and user are different. For example, subject of IaaS is a
system and network manager. And object divides into user account, network resource, system resource
and etc. Nowadays, subject and object classified by service such as IaaS, PaaS, SaaS and etc. are using
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DAC(Discretionary Access Control), RBAC(Role-Based Access Control) and ABAC(Attribute-Based
Access Control) in cloud computing environment.
Particularly, access control model is the most frequently used method for insider intrusion[3, 4, 21] de-
tection and prevention. Generally, insider intrusion detection and prevention system is used RBAC(Role-
Based Access Control) and C-RBAC(Context-Aware Role Based Access Control) models[6, 19]. How-
ever, RBAC is impossible for dynamic access control because context-aware elements do not include.
C-RBAC does not ensure privacy protection and integrity because security level between objects is not
considered. Also, C-RBAC doesn’t defend the information spill by legal act using objects related works.
Recently, Proposed delegation model do not suggest effective and practical solution of security problem
such as information spill and etc. Therefore, new dynamic access control model needs to make up for
the weakness of existing problems according to cloud computing characteristic[6, 7, 5, 9].
In this paper, we propose Onto-ACM(Ontology Based Access Control Model) for dynamic access con-
trol. Onto-ACM is a semantic analysis model for permitted limit of service provider and user. This
proposed model is the intelligent context-aware access model for applying the proactive security level of
resources access using context information ontology modeling and reasoning engine.

2 Access Control Model based on Ontology in Cloud Computing Envi-
ronment

2.1 Proposed Frameworks

There are several requirements for detail and dynamic access control in the cloud computing and they
are as follows:

(1) User role delegation by changing permissions can be dynamic and partial delegation.

(2) Authorized role Constraints can consider for dynamic access control.

(3) Object, condition, obligation of data access can consider for information protection of database.

(4) Data access as the need can be refused.

(5) Access control by location and equipment need.

(6) The most important factor is a misuse prevention of access right.

Onto-ACM(Ontology Based Access Control Model) offers the security mechanism of application and
system based on context-aware technology in cloud computing environment. Figure 1 is the system ar-
chitecture of Onto-ACM. Onto-ACM is consists of context-aware Security Manager for context-aware
security service, Context Analysis Engine for selection, analysis, integration and providing of context-
aware information, Access Control Module for composition and management function of security policy
based on context-aware and Communication Interface for composition and management interface of
security policy. Access Control Module requires security policy and context information for user au-
thentication and access control by request for user access from context Analysis Engine in Onto-ACM.
Also, Access Control Module provides security policy related access control and context information.
Finally, Ontology reasoning process is performed using integration of context information in Access
Control Module. Context Analysis Engine permits the system access through conform of security policy
and context condition. Ontology Handler provides the location of all the resources that can be accessed
based on role and context information. This method be limited the access of resources through access
policy in cloud computing environment.
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Figure 1: Onto-ACM Framework

• Context Analysis Engine

– Context Analysis Engine manages gathering and management of context information for security
service based on context-aware in cloud computing environment. Also, this engine sends query to
Access Control Module through query creation for information gathering.

• Access Control Module

– Access control Module manages security service such as user authorization, access control, con-
text information and etc. in cloud computing environment. Onto-ACM provides security service
such as user identification, authorization, access control and etc. for using application through
Context Analysis Engine. Also, this module performs security service for authorization and ac-
cess control based on providing context information from Context Analysis Engine.

• Inference Engine

– Access Control Inference Engine performs access control function for proposed context-aware
access control system. Inference Engine is consists of authorization service, permission service,
context information ontology and etc. Each module performs management of security policy and
right access control by access request of information resources through inference based on active
user role and context role.

• Ontology Handler

– Ontology Handler manages context information ontology through data processing for context
information repository and authorization service from user access. Context information ontology
includes the transaction list for access demand and the rule of approval information for permission
of each transaction. Also, context information ontology uses OWL(Ontology Web Language) for
context information gathering and analysis. Inference Engine performs reasoning of access control
policy.
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• Policy Checker

– Policy Checker performs subject’s identification, management and processing of context infor-
mation. Also, Policy Checker provides dynamically allocated service based on user role through
getting additional information and analysis of the policy approach using access location, access
time and the spatial area. Finally, Policy Checker performs access control decisions through com-
parative analysis of the current user active role, situations that are currently active and security
policy.

• Abstraction Description

– Abstraction Description performs access control monitoring of user and administrator. Also,
Abstraction Description works context information reasoning of access user ambient environment
from sensor and equipment.

2.2 Process for context-aware security system

Figure 2 is a sequence diagram of context-aware security system. In this paper, the process of Onto-ACM
is as follows:

Figure 2: Sequence Diagram of Onto-ACM

• Internal user accesses the Access Control Module for certification processing of resources access.
Context Analysis Engine gathers user context information for internal user authorization based on
approach for cloud resources. Access Control Module analyzes gathered user context information.

• Also, Access Control Module connects context information ontology repository for user role as-
signment and access control.

• Access Control Module is required user role information and access policy data from context
information ontology repository. Policy Checker of Access Control Module grants access right
through user role and access policy for resource access.
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• Internal user is required service through acquisition of access right. Access Control Module ac-
cesses suitable resources with access right level through role and right of required resources. Con-
text information ontology is used the decision of suitable resources through inference based on
user context information, security policy and access control.

3 Context-Aware Ontology based Access Control Policy

3.1 Definition of Onto-ACM Access Control Policy

Owner has to know all kinds of services and owner’s information of each service in cloud computing
when existing access control methods describe to make the policy by owner because access control
methods can make the policy by administrator and owner. Also, administrator has to know each user’s
information and access status in cloud computing when existing access control methods describe to
make the policy by administrator. Therefore, existing access control methods can be difficult to apply
because of the large scale system and more users. The proposed Onto-ACM is divided by user policy
and administrator policy in this paper. And administrator describes the policy of service and user with
special role. Also, owner describes the user-defined policy with access level of information for special
object.

Table 1: Onto-ACM Policy Example
[System Policy]
Policy : AdminPolicy, DataOwnerPolicy
Permission 1, Permission 2 : Permission
Permission : Accept, Reject

[Admin Policy]
AdminPolicy : Permission 1 Role Action To Access

[DataOwner Policy]
DataOwnerPolicy : Permission 2 Access Action To Context Data

The role is a particular position and function of user or service in system in table 1. And the advantage of
role is to describe the efficient policy because user or administrator does not directly describe the policy.
Even if administrator policy permits special service. there can not be the access of special information
by role if user does not permit special service.

3.2 Context Information Class

In this paper, Context Information class is consists of Identity Information, Physical Information, Pref-
erence Information and etc. Table 2 is the situation of context information.
Onto-ACM defines context information ontology of user and administrator using OWL based on ontol-
ogy class such as, basic information, resource time, terminal and etc. The figure 3 is a representation of
context information classification using ontology classes and properties of the context ontology.
Table 3 is a OWL source code of Onto-ACM context ontology.
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Table 2: The Classification of Context Information
Context Information Example of Context Information

Identity Context Information User Right and etc.
Physical Context Information User Location, Terminal, Security Status and etc.
Preference Context Information System Access Time , Resource Access Time and etc.
Behavioral pattern Context Information Number of Accesses, Main Commands and etc.
Resource Context Information Resource Access Right and etc.

Table 3: OWL source code of Onto-ACM context ontology
<owl:Class rdf:ID=”CloudContext”>
<rdfs:hasPhysics rdf:resource=”#Physics”/>
<rdfs:hasUser rdf:resource=”#User”/>
<rdfs:hasEvent rdf:resource=”#Event”/>
<rdfs:hasResource rdf:resource=”#Resource”/>
</owl:Class>

<owl:Class rdf:ID=”User”>
<rdfs:subClassOf rdf:resource=”#CloudContext”/>
</owl:Class>

<owl:Class rdf:ID=”Admin”>
<rdfs:subClassOf rdf:resource=”#User”/>

<rdfs:hasHistory rdf:resource=”#History”/>
<rdfs:hasDepartment rdf:resource=”#Department”/>
<rdfs:hasOption rdf:resource=”#Option”/>
<rdfs:hasAdmin-Resource rdf:resource=”#Admin-Resource”/>
<rdfs:hasAdmin-Event rdf:resource=”#Admin-Event”/>
</owl:Class>

<owl:Class rdf:ID=”Admin-Resource>
<rdfs:subClassOf rdf:resource=”#Admin”/>
</owl:Class>

<owl:ObjectProperty rdf:ID=”System”>
<rdfs:domain rdf:resource=”#Admin-Resource”/>
<rdfs:range rdf:resource=”#Resource”/>
</owl:ObjectProperty>

<owl:Class rdf:ID=”Admin-Event”>
<rdfs:subClassOf rdf:resource=”#Admin”/>
</owl:Class>

<owl:ObjectProperty rdf:ID=”User-Create”>
<rdfs:domain rdf:resource=”#Admin-Event”/>
<rdfs:range rdf:resource=”#Event”/>
</owl:ObjectProperty>
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Figure 3: Classes and properties of the Context ontology

3.3 The Context Reasoning in Onto-ACM

The cloud computing user is given the authorization information through inference based on context
ontology and Inference processing in Onto-ACM is performed based on Jena inference engine and query
processing is performed based on SPARQL. Table 4 is the result of inference by Onto-ACM context
ontology.

Table 4: Result of inference by Onto-ACM context ontology
[Result 1]
User ID: ”Admin” [User Permissions: admin. History: everyday]
Client IP: ”203.237.102.11”[Network: LAN, Location: office]
Client Info: ”PC”, ”High” [Device: PC, Battery Status: High]
Resource IP: ”117.16.23.173” [Access Level: Low]
Access Time: ”23::12:11” [Access Time: working]

[Result 2]
User ID: ”user1” [User Permissions: user, History: everyday]
Client IP: ”202.217.112.15”[Network:VPN, Location: Home]
Client Info: ”PC”, ”High” [Device: PC, Battery Status: High]
Resource IP: ”.117.16.23.177” [Access Level: High]
Access Time: ”02:24:32”[Access Time: off]

The obtaining context information is consists of User ID, Resource IP, Client IP, Client Info, Access Time
and etc. And, The obtaining context information by user authorization decides handling procedures for
security. Even if proposed Onto-ACM is consists of same person and same situation, handling procedures
for security is decided different by access time and user location.
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4 Related Works

4.1 Role-Based Access Control) model

RBAC(Role-Based Access Control) model[1, 2, 12, 14] is a versatile model that conforms closely to
the organizational model used in corporations. RBAC meets this requirement by separating users and
roles. Access rights are given to roles, and roles are further assigned to users. Role is a combination of
users and privileges[16, 13, 18]. C-RBAC is an extension of traditional role-based access control model
that allows security administrators to define context oriented access control policies enriched with the
notion of purposes. By adding C-RBAC roles, they extend traditional access control model that helps
organizations to know which user can perform what operation on which object with what purpose[20, 19].

Figure 4: C-RBAC(Context- Role Based Access Control) Model

Figure 4 is a extended C-RBAC model and access control model for security context information based
on context-role in ubiquitous computing system. This model is given the additional features of role
active/inactive, hierarchy role and etc.

4.2 Context Aware-Task Role Based Access Control

CA-TRBAC(Context Aware-Task Role Based Access Control) is a control access and prevent illegal ac-
cess efficiently for various information systems in ubiquitous computing environment. CAT-RACS(Context-
Aware Task-Role based Access Control System) applied CA-TRBAC, which adds context-role concept
tor achieve policy composition by context information and security level attribute to be kept confiden-
tiality of information. It provides security services of user authentication and access control by context-
aware security manager, and provides context-aware security services[10].

5 Conclusion

Access control model is the most frequently used method for insider intrusion detection and prevention.
Generally, insider intrusion detection and prevention system is used RBAC and C-RBAC models. How-
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ever, RBAC is impossible for dynamic access control because context-aware elements do not include.
C-RBAC does not ensure privacy protection and integrity because security level between objects is not
considered. Also, C-RBAC doesn’t defend the information spill by legal act using objects related works.
Therefore, new dynamic access control model needs to make up for the weakness of existing problems
according to cloud computing characteristic. In this paper, we propose Onto-ACM for dynamic access
control and Onto-ACM is a semantic analysis model for permitted limit of service provider and user. we
are testing the Onto-ACM using developed prototype and we will build the dynamic access control model
based on context information ontology in cloud computing environments. In the future works, proposed
model needs to update access right, user role, inference rules, security policy using cloud resources.
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