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Abstract

In recent years, portable devices and wireless communication have been popularly used by people
in their everyday lives. In fact, with these facilities, due to their usage convenience and mobility,
the instantaneity of inpatient care can be significantly improved. Also, many hospitals utilize cloud
systems to store electronic medical records (EMRs). One of the purposes is allowing authorized per-
sonnel to access these records anytime and anywhere. Meanwhile, owning to personal privacy, the
security of transmitting and accessing these records is one of the critical issues in maintaining and
delivering them. In a cryptosystem, when we increase the length of an encryption key, the security
level of the protected system will be higher. But the computation time is also lengthened and data
transmission performance is then worsened. Compared with a popular cryptosystem, the RSA, under
the same security level, Elliptic Curve Cryptography (ECC) requires shorter length of a key than
RSA does. That means it is more suitable being used by portable devices to encrypt delivered data.
Therefore, in this paper, we propose a secure EMR service system, named the ECC-based Secure
EMR System (ESEMR for short) which employs a cloud database, an ECC integration unit, a smart
card, and portable devices to provide users with a secure environment for EMR transmission. The
ECC integration unit which integrates a 256-bit ECC chip, wireless transceiver, smart card interface,
and USB interface for fast computing and reducing the communication load of a portable device can
also securely protect the EMRs when they are delivered between the cloud system and the portable
device so as to enhance their transmission security and the patient care quality.

Keywords: elliptic curve cryptography, electronic medical record, communication security, cloud
database

1 Introduction

In the past decades, communication technology has rapidly progressed. The integration of healthcare,
wireless communication and sensing technology has been more popular than before. Currently, a lot
of healthcare related systems, such as patient physiological signal recording system [11} [13]], homecare
system [} 6], medical imaging system [16}15], and electronic medical record system [[18,19], have been
developed. These systems transmit data through networks so that users can instantly and conveniently
access them when necessary. However, due to maintaining patients’ privacy and data security, electronic
medical records (EMRs for short) need to be securely transmitted through networks. [21} 9] pointed out
the challenges of using cloud database to store health information. Medical data are not only simply
related to patients’ privacy, but also directly affect the accuracy of a physician’s diagnoses. To protect
EMRs from being divulged in their transmission, a cryptosystem is often required.

Traditional RSA techniques have been successfully applied to many applications [10, 4} 3]]. How-
ever, the enormous keys and complicated computation usually restrict the possibility of porting them to
portable devices. Elliptic Curve Cryptography (ECC for short) proposed by Koblitz and Miller [8| [22]]
has gradually been accepted by and implemented in cryptosystems. Under the same security level, ECC
features a shorter encryption-key length than other cryptosystems do. This feature is more obvious when
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the security demands of a system increase. In this case, the computational capability of hardware equip-
ments with the ECC encryption function can be fully utilized to enhance the communication security.

The ECC-based cryptosystems have been successfully applied to healthcare systems, such as the in-
ternal applications of real-time monitoring and communication of physiological signals [[12,[7], medical
imaging transmission [14], and electronic medical record delivery [20]. [12] applied ECC to a wireless
sensor network (WSN), which adopted Zigbee for healthcare. Such a system senses a patient’s physio-
logical data with Zigbee sensors in a ward, and transmits the data to the hospital database, from which
the medical personnel can access the patient’s information when necessary so as to monitor the patient’s
health condition in a real time manner. In order to ensure the patient’s privacy, the information needed
to be encrypted before being transmitted among the database, the sensors and the monitoring end de-
vices. Nevertheless, the processing power of a Zigbee processor is limited. So if RSA is applied to such
a processor, the encryption/decryption performance of the WSN may fall short of user’s expectation.
Therefore, Elliptic Curve Digital Signature Approach (ECDSA) and the central security system were
proposed to help the exchange of security keys [12]]. [7] provided wireless sensor networks for medical
personnel to instantaneously access patients’ physiological information through portable devices. When
the physiological data of a patient was abnormal, the portable device would send an alert to the user and
medical personnel. With group distinction, wireless sensors transmit data to a data collector, which fur-
ther transmits the data to the managers. The delivery of patients’ physiological data is then more quickly
and accurately. [14] utilized the Montgomery algorithm and radix-4 Booth algorithm to design a 163-bit
ECC structure, which is substituted for the RSA, to process, and medical images store, and then transmit
to users with the format of Digital Imaging and Communications in Medicine (DICOM), consequently
making the hardware resource usage more efficiently.

Although the security and convenience of data transmission in a hospital have been largely enhanced,
the exchange of medical records among hospitals is still time-consuming. In fact, ECC can be used as
a part of a security system for encrypting EMRs. In [20], EMRs are marked with Digital Watermarking
and ECC is used to encrypt digital pictures/images before they are transmitted. Basically, the images
and medical records do not need to be transmitted separately. So before transmission, patients’ medical
records are concealed in their medical images to improve the security level of the protected system.
The computation for encrypting patients’ medical records was also largely reduced, but the quality of
accessing medical records in a hospital had been remarkably promoted since users could master the
patients’ physiological data online.

Even though EMRs are feasible under the securely enhanced environment, the required hardware
resources also increase because of the increasing demands of future applications. Generally, enormous
computation can be performed on servers or personal computers with powerful processors. But it is not
easy for portable devices to do this. Different from previously proposed systems which proceeded com-
putation with expensive processors, in this paper, a secure EMR service system, named the ECC-based
Secure EMR system (ESEMR for short), is proposed to improve the security level of an EMR system.
The ESEMR not only provides its users with higher security than traditional encryption/decryption algo-
rithms do, but also reduces the amount of computation performed on its terminal devices. The latter can
significantly prolong a portable device’s available time. The ESEMR also provides high mobility so that
the medical personnel can effectively access the past or current medical records for transfer and referral
for emergent patients everywhere through networks. This is achieved by allowing medical personnel to
connect to the ESEMR with their portable devices.

The rest of this paper is organized as follows. Section [2] briefly introduces ECC theory and the ap-
plications of the encryption/decryption on finite field Galois GF(2™). Section [3] presents the applications
of the proposed structure, including the cryptosystem and the wireless network. The security analysis is
described in Section[d] Section[5|concludes the paper.
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Table 1: Comparison of the key lengths for the RSA and ECC given the same security level [2]

Time to break | RSA/DSA key size | ECC key size | RSA/ECC key size
(MIPS years) (bits) (bits) ratio

104 512 106 4.8:1

109 768 132 5.8:1

1011 1024 160 6.4:1

1020 2048 210 9.8:1

1079 21000 600 35.0:1

2 Elliptic Curve Cryptography

ECC is composed of the fields operated on an elliptic curve. An elliptic curve in cryptography is a set of
points (x, y) that satisfies Eq. (I)),

yz—i-a]xy—i-agy:x3+a2x2+a4x+a5 ()

where x and y belong to a finite field. The comparison of the key lengths of the RSA and ECC is
shown in Table 1| [9], in which the column named Time to break indicates the time required to break
the encryption/decryption system with MIPS processors; RSA/DSA key size and ECC key size are,
respectively, the key lengths of RSA/DSA and ECC encryption/decryption algorithms. The key size
ratio is defined as the ratio of RSA/DSA key size over ECC key size. Apparently, given the same security
level, ECC requires shorter key length.

Galois field is a finite field representing the series p”. Since the eigenvalue used for Galois field on
the elliptic curve is 2, Eg. (I)) can be simplified to the elliptic equation with eigenvalue=2, and the field
named binary finite field is shown in Eq. (2).

V4xy=x+ax*+b 2)

When operating in the finite binary field GF(2™), the variables x and y and the parameters a and b in
Eq. (2) are the elements of GF(2™), and b#0. Point addition is widely applied to the ECC structure, and
can be defined as Definition 1.
Definition 1:

Let P=(xp, yp), Q=(x0, y0), and R=(xg, yg) be the points of an elliptic curve

V4xy=x4+ax>+b
and R=P+Q.
IfP#0Q,
(xr,YR) = (A2 + A +xp +x0 +a, A f(xp+xg) +xg +yp) (3)

where A=(yg+yp)/(xg+xp).
If P=Q,

(nyyR) = (AZ+A+G,X%+()~+1)XR) (4)
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where A=xp+yp/xp.

Since encryption/decryption is performed on the points of binary finite field, when the multiplication is
beyond the binary finite field, we need to recalculate the remainder with binary finite field polynomials.
The elliptic curve equation and a start point Gy are required for encrypting/decrypting with the binary
finite field structure. A private key n, needs to be selected for calculating the public key Px, = n,Gg
before ciphertext is transmitted.

When wishing to transmit data Pm to user B, user A selects a positive random integer k and computes
the kGg value. Next, B’s public key Pxb is used to compute kPx;, and the transmitted ciphertext Cm is
(kGs, Pm+ kPxp). When receiving Cm, B calculates (Pm + kPx;)-np(kGs). As Px,=n;Gg, B can obtain
Pm, where Pm=(Pm + kPxp)-ny(kGs)=(Pm+k(nyGys))-np(kGys).

3 The Proposed System

As shown in Figure [T} the ESEMR consists of an ECC integration unit, a smart card, a terminal device,
and a cloud database. The cloud database stores the public keys and the start parameter G for hospi-
tal personnel and EMRs for patients. The smart card keeps the encryption/decryption key for hospital
personnel. An authorized hospital personnel, with either a portable device or a personal computer, in-
serts his/her smart card into the ECC integration unit, and inputs his/her own key to log in the ECC
integration unit. After that, he/she can download the data stored in the cloud database or upload data to
the database both through the encryption/decryption circuits provided by the ECC integration unit. The
terminal device, either a personal computer or a portable device, is used to input or display patients’
medical data.

3.0.1 ECC integration unit

The ECC integration unit as the kernel of the ESEMR is responsible for encrypting/decrypting EMRs.
As shown in Figure 1} it comprises an ECC encryption/decryption chip, a smart card reader, USB con-
troller, and wireless transceiver. The relationship among these components is shown in Figure 2] The
wireless transceiver is utilized to deliver data in the employed wireless network. In this study, the wire-
less network module, i.e., Zigbee, which features low power consumption and low costs, is suitable for
portable devices to process, receive and transmit data. The USB controller is connected to portable de-
vices through the USB protocol. The reasons for using the USB protocol, rather than Bluetooth or Wi-Fi,
are three-fold, 1) providing high-speed data transmission; 2) avoiding exposing plaintext to the wireless
network; 3) being able to be connected to most portable electronic products because of its high compat-
ibility. Smart Card Reader takes charge of retrieving user’s security parameters, including the user 1D,
the private key, and the ElGamal digital signature, from the smart card. ECC encryption/decryption chip
encrypts the plaintext into a ciphertext, and decrypts the plaintext from the ciphertext.

3.0.2 The encryption/decryption processes

When a user would like to upload a patient’s medical records to the cloud database, the ECC integration
unit sends a message to the cloud database to request a connection. Then, as shown in Figure |3] the
user inputs an EMR, which is the plaintext, denoted by Pm, to the ECC integration unit, in which the
ECC encryption/decryption chip encrypts Pm with a positive random integer k and the cloud database’s
public key Pcp to generate ciphertext Cm. The ECC integration unit retrieves the user’s private key n,
from the smart card and generates an ElGamal digital signature. A prime number p and a primitive root
g of p are selected, and an integer between 2 and p — 2 is required for nu to calculate A = g™+ (mod p).
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Figure 2: The structure of the ECC integration unit

After publicizing (p, g, A), a positive integer w satisfying gcd(w, p-1)=1 is randomly selected to calculate
r=g" (mod p) and S* = wil(Cm —n,r) (mod p — 1). The signature s=(Cm, r, s*) is then transmitted
to the cloud database. The cloud database compares V1(= A" " (mod p)) with V2(= g (mod p)) to
verify the integrity and accuracy of the ElGamal digital signature. If they are identical, indicating that
the ElGamal digital signature is verified, the decryption is performed by employing G and the key ncp
stored in the cloud database, and the plaintext of the medical records is then stored in the database.
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Figure 3: Plaintext encryption flow for uploading data to the cloud database

3.0.3 The EMR upload and download process
The EMR upload process as shown in Figure [ consists of five steps.

© Upload Reguest (user's ID, patient’s ID and signature)

P

© CD's public key & starting point G&CD’s signature

© Ciphertext

Y

.
.
.

O End Request
e Acknowledgement o Cloud Database [CD]

User ECC integration unit

-
-

Figure 4: Upload data to the cloud database

1. When the ECC integration unit is connected to the cloud database, a request (IDyer || ID patient ||
r || s¥) is first sent to the cloud database, where 1D, is the user ID, ID ,usien; is the patient’s EMR
number, and r || s* is the ElGamal digital signature of the request.

2. The cloud database transmits Pcp || Gs || rep || scp* to the ECC integration unit, where Pcp is
the public key of the cloud database and Gy is the start point of the chosen elliptic curve. Both
are retrieved from the cloud database. rcp || scp* is the ElGamal digital signature of the cloud
database.

3. The ECC integration unit stores Pcp and Gy in its memory so that it can encrypt the uploaded
records with them, and sends the ciphertext with EIGamal digital signature, i.e., Cm || r || s*, to the
cloud database.

4. After EMRs are delivered, an End Request, is then sent.

5. On receiving the End Request, the cloud database returns an Acknowledgement.

The process of downloading EMRs from the cloud database as shown in Figure [3is consisted of four
steps.
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Figure 5: Download data from the cloud database

1. The ECC integration unit sends a Download Request message to the cloud database, including the
user /Dy, the patient’s EMR number ID e, and ElGamal digital signature r || s*. The format
of the message is IDyser || ID patient || 7' || 5™

2. The cloud database then verifies the EIGamal digital signature by comparing V1 and V2 mentioned
above. When the verification is correct, the requested EMR is encrypted and transmitted to the
ECC integration unit accompanied with cloud database’s ElGamal digital signature. The format of
the medical record is Cm=(kGs, Pm + kP,).

3. An end message, a Data End, is further sent after all ciphered EMRs have been transmitted.

4. After receiving the last downloaded EMRs, the user returns an Acknowledgement to the cloud
database

After receiving the ciphered medical records, the ECC encryption/decryption chip will retrieve the
user key n, from the smart card to decrypt the records. The plaintext is then transmitted to the user’s
terminal device through the USB controller. As the ECC integration unit is an outer-connection device,
the hardware resources consumed by the portable device (if it is used) for downloading or uploading
EMRs are less than that when the download or upload is performed directly on the portable device with-
out employing the ESEMR as the security mechanism. In order to effectively ensure the data security,
the EMRs transmitted from the cloud database to the ECC encryption/decryption chip and vice versa are
encrypted. When the binary finite field GF(22%) in the ECC structure is 256 bits, the security level is
the same as that when the key length of the RSA structure is 3072 bits [[1]. As the demands for security
increase, the ECC integration unit provides the ECC structure with sufficient expanding space. Since
the ECC integration unit is equipped with independent wireless network component, the transmission of
EMRs does not occupy the data channel of the portable device. In addition to enhancing the transmission
speed, the channel for EMR transmission is also securely protected.

4 The Security Analysis

In the following, we analyze the security of the ESEMR.

In the ElGamal digital signature process, the user chooses a random number w for S* =w~!(Cm —n,r)
(mod p — 1). When the user signs two plaintexts with the same w, the hacker can use §* = w! (Cm—nyr)
(mod p — 1) to solve the simultaneous equations and then acquire the user’s private key n,. Thus, the
number w, which is randomly generated by ECC integration unit, cannot be duplicated.

In the ECC encryption process, different messages are encrypted by using different encryption points
of an elliptic curve. When the hacker grabs two or more encrypted messages, he/she still cannot obtain
the user’s private key n,, the elliptic curve equation, and the start point Gg by solving the simultaneous
equations.
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A general attack method for ECC encryption system is Pollard Rho algorithm [17]]. The time com-
plexity of the Pollard Rho algorithm is O(2"/%), where n is the key length of ECC encryption system.
As mentioned above, in the ESEMR, the 256-bit key length is used for encryption, and the computing
complexity for breaking ECC encryption system by using Pollard Rho algorithm is O(2!2%).

Each user has his/her own D, and private key n,, which are stored in his/her smart card. A hacker
who has illegal /D, or unavailable private key cannot generate valid ElGamal digital signature, and
thus is unable to be successfully verified by the cloud database before accessing the patients’ data. In fact,
the user’s ID ., and private key can be further protected by using modern smart card encoding scheme.
If an eligible user A masquerades another eligible user B to login the system, and requires downloading
patients’ data, the cloud database encrypts the data with user B’s public key, and deliver the ciphertext to
user A. Since user B’s private key is protected in his/her smart card, user A cannot decrypt the message.
Therefore, the proposed ESEMR can resist insider attacks.

Our scheme is based on ECC encryption/decryption mechanism, and the cloud database has no need
to store the password or a verification table. That is, the cloud database only maintains the secret pa-
rameters, and does not need a password table. Thus, the proposed ESEMR can resist the stolen-verifier
attack and modification attack.

The authentication scheme is based on ECC and provides the proper mutual authentication between
the user and the cloud database. In the first step of upload/download data to/from cloud database, the
user’s signature can be verified by computing V1 and V2, which are described in section 3.2. Then, in
the second step, the cloud database’s signature can also be verified by user in the same way.

5 Conclusion

To rapidly and securely transmit the health information in a wireless network, the ESEMR, which utilizes
the ECC security scheme to effectively encrypt EMRs, is proposed. It contains an ECC encryption/de-
cryption chip, a Zigbee wireless network, a smart card reader, and a USB controller for users to access
to the data stored in the cloud database through smart cards and the ECC integration unit. The high
security provided and the less hardware resources consumed by the ECC enable the proposed system to
be adopted by various platforms, not only ensuring the security, but also providing the convenience of
cloud EMR exchange. Most recent EMR exchange systems focus on the security for both EMRs access
and medical information exchange. When the demands for security increase, the enormous amount of
computation for encryption/decryption would consume many more hardware resources. Compared with
the previous research results, the proposed system, offering the security with outer-connection facility
without consuming the hardware resources of the portable device, allows the facility to share its hardware
resources to process other requested tasks, rather than just reserving its computation capabilities to the
mentioned security issues.
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