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Abstract

With the rapid development of network, anonymous communication system has been widely investi-
gated, indicating that anonymity measurement becomes more and more important. A mathematical
model for the measurement of anonymity is therefore needed. In this paper, we analyze some neces-
sary characteristics for anonymity measurement model, and then propose a dynamic model based on
information entropy, which is corresponding to the variational ability of the attackers. For the pro-
posed model, impact factor is considered according to the effect of every node to the system. That
makes our model be able to measure the system anonymity dynamically with the variation of send/re-
ceive probability of each node, the number of the nodes with the maximum send/receive probability,
and the ability of attackers. Furthermore, some analyses as well as the feasibility of our model are
illustrated with examples. Finally, comparisons with other models are made to show advantages of
our model.
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1 Introduction

As more and more applications of Internet are deployed and utilized, network security vulnerabilities
are gradually coming to light. Related security techniques and security protocols are put forward, while
most of them are for communication content.

Often, in the end nodes for message packet transmission, some crucial information not directly re-
lated to the content are not encrypted during the data transmission, including sending/receiving address
and port information, user identity, network structure and so on. The attacker can indirectly learn com-
munication network position, identity, and the structure of the local network by packet interception and
packet traffic analyses.

In the swiftly developing cyber world today, Internet has become a common tool for communication,
and people can obtain information more conveniently than ever. However, there is an increasing concern
about the protection of anonymity and privacy in electronic services, and the problem of privacy invasion
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becomes more and more serious. Anonymity is of great importance for email and web browsing, and
it is a very essential part in electronic payment [8, 18, 6], electronic voting [12, 1] as well as electronic
auction [9]. To date, there are many technical solutions used to hide the identities of users in various
applications and services. A model to measure the anonymity of a system is highly required.

1.1 Related Work

Research is being carried out since the past 20 years to incorporate anonymity in online transactions.
There have been several attempts to quantify the degree of anonymity of a user provided by an anony-
mous connection system.

Reiter and Rubin [11] define the degree of anonymity as 1− p for the first time, where p is the
probability assigned to a particular user by the attacker. In this way the anonymity of the object in the
same system can be measured, but it does not work in the case of different systems. Berthold et al. [2]
define the degree of anonymity as log2N, where N is the number of users in the system. The anonymity
cannot be measured when the probability of every object is different. Models for anonymity measurement
are proposed in order to measure the degree of anonymity in [10, 3, 4, 14, 15, 16, 7, 13]. Anonymity [17]
is an important indicator to measure the security of a system. Many researchers do plenty of works on
it, and have proposed some models for anonymity measurement based on information entropy, such as
models in [3, 4, 14]. Besides, the ratio of the entropy under attack with the maximum entropy of system
is used to measure the anonymity. In these models, every node in the system is treated as the same,
while on the contrary these models do not accord well with the real-life ones since their send/receive
probabilities are not totally the same. It is indicated in [5] that these models cannot accurately describe the
anonymity of the system at the attackers position. Another kind of models based on conditional entropy
are proposed in [10] and [7], but the anonymity of the systems with different number of members can not
be compared. Then an optimal scheme is proposed in [15] and a joint-entropy-based anonymity metrics
model with multi-property is given in [16] to improve it. The anonymity of a multi-attribute system can
be measured with the anonymity factors in these models, but they cannot describe the anonymity of the
system accurately, with the subjective anonymity factors as given by experts.

1.2 Our Contributions

Through the study of anonymous system and anonymity measurement model, some necessary charac-
teristics for anonymity measurement model are analyzed. A dynamic objective model for anonymity
measurement based on information entropy is proposed in this paper. This model can measure the sys-
tem anonymity according to the different attack capabilities of different adversaries.

The organization of this paper is as follows. Models in [3, 4, 14] and [5] are analyzed in Section
2. In Section 3 some indispensable features for anonymity measurement model are generalized at the
attacker’s position, and a dynamic model based on information entropy is put forth. The anonymity
measurement is more accurate in this model with the objective anonymous factors of different nodes,
which are assigned in terms of the degree of anonymity and the ability of attackers. In Section 4 some
properties mentioned in section 2 are analyzed in our model. The feasibility of our model is illustrated
by some examples in Section 5. At last, some comparisons among the models in [3, 4, 14, 16] and [5]
are made to show advantages of our model in Section 6.

2 Analysis of the Models in [3, 4, 14] and [5]

Firstly, we consider the systems with 10 nodes in the models presented in [3] and [4]. The send/receive
probability of each node is as in Table 1 for system S1 and system S2. From the probabilities, it can
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Table 1: Send/Receive Probability Distribution of System S1 and S2
System Node 1 Node 2 Node 3 Node 4 Node 5

S1 0.2 0.2 0.2 0.2 0.05
S2 0.2 0.2 0.2 0.1 0.1

System Node 6 Node 7 Node 8 Node 9 Node 10
S1 0.05 0.05 0.05 0 0
S2 0.1 0.1 0 0 0

Table 2: Send/Receive Probability Distribution of System S3 and S4
System Node 1 Node 2 Node 3 Node 4 Node 5

S3 0.15 0.15 0.15 0.15 0.15
S4 0.15 0.15 0.15 0.15 0.4

3
System Node 6 Node 7 Node 8 Node 9 Node 10

S3 0.125 0.125 0 0 0
S4

0.4
3

0.4
3 0 0 0

be predicted that the anonymity of the two systems is not equal. However, we get the same anonymity
d1 = d2 = 0.819382 from the models in [3] and [4].

Another example with the send/receive probability of each node in system S3 and S4 is given as in
Table 2. It can be directly concluded that the anonymity of system S3 is better than that of system S4.
Unfortunately, using the models in [3] and [4], we get d3 = 843704 < d4 = 0.84437. That is to say, the
anonymity of system S3 is better than that of the system S4. It is not accordance with real-life instance.

Secondly, we consider the model in [14], with the systems S5 and S6 including 100 nodes. The
send/receive probability of each node in system S5 and S6 are {0.2, 0.8

99 ,
0.8
99 , . . . ,

0.8
99 } and {0.2,0.2, 0.6

98 ,
0.6
98 , . . . ,

0.6
98 } respectively. It can be inferred that the anonymity of systems S5 and S6 are the same values

d5 = d6 = 0.2 computing form the model in [14]. But the anonymity of the two systems is not equal
obviously.

The reason for these collisions is the impact of each node on the anonymity of the system being
treated as equal in the models in [3, 4, 14]. In fact, at attacker’s position, the influence is different for
nodes with different send/receive probabilities. Model in [5] is an improved model of the model proposed
in [14], but the difference for the send/receive probability of each node is not considered either. However,
attacker can easily identify different nodes with different probabilities. So each node should be given a
corresponding impact factor.

3 Model for Anonymity Measurement

3.1 Preliminaries

According to the analysis in section 2, there are some shortcomings when only information entropy is
used to measure the anonymity of the system. In our view, a model for anonymity measurement should
at least satisfy the following basic properties:

1. If the send/receive probability of one node is more, lower is the anonymity of the system. If the
probability of a node to be identified is more, then the attacker can easily locate the actual node
which transmits/ receives messages

29



Dynamic Model for Anonymity Measurement Based on Information Entropy Ye, Ding, Xiong, and Wu

2. If more nodes have the same send/ receive probability, it is very difficult for the attacker to find out
the real node.

3. The anonymity of the system should be varied according to the ability of the attackers.

There are some definitions which will be used in our model.
Definition 3.1 ε-Indistinguishable Boundary
The probability p in an interval around of a probability p∗ is indistinguishable, that is, there exists

ε > 0, such that every probability p which satisfies |p− p∗| < ε is treated as p∗. Here ε is called ε-
indistinguishable boundary.

Definition 3.2 Indistinguishable Probability and Indistinguishable Probability Set
p is called an indistinguishable probability with respect to p∗ under ε-indistinguishable boundary,

if the probability p in the set Φ(p) = {p||p− p∗| < ε} is treated as p∗. Here the set Φ(p) is called
indistinguishable probability set.

3.2 Our Model

There exist some nodes with an indistinguishable probability p. These corresponding nodes of indistin-
guishable probability are called indistinguishable nodes and forms an indistinguishable probability set
Φ(p). We use ϕ(p) to denote the number of nodes in the set Φ(p), and let

p =
1

ϕ(p)

ϕ(p)

∑
i=1

pi

be the value of indistinguishable probability (pi ∈Φ(p), i = 1,2, . . . ,ϕ(p)).
Usually attacker may regard the nodes of high send/receive probability as the suspects of real send/re-

ceive nodes. Suppose there are N nodes in the system, after monitoring the system, attacker gets the
send/receive probability of each node p1, p2, . . . , pN . Here we suppose p1 > p2 > · · · > pN . Typically,
an attacker usually thinks the real node in the ϕ(p1) corresponding nodes of Φ(p1) with respect to the
indistinguishable probability. And the more nodes in Φ(p1), the better anonymity of the system, for the
more difficulties of attacker to find out the real node from these nodes. We use ϕ(p1)

N to denote the factor
of these indistinguishable probabilities about the system anonymity.

We get the following model with information entropy,

d =
ϕ(p1)

N
−∑

m
i=1 ϕ(pi)pi log2 pi

log2 N

=−ϕ(p1)

N
∑

m
i=1 ϕ(pi)pi log2 pi

log2 N

Here ∑
m
i=1 ϕ(pi)pi = 1 (m denotes the number of groups about the indistinguishable probability of N

nodes), and these indistinguishable probability sets are disjoint.

4 Analysis and Application of Our Model

4.1 Analysis of properties

From the model we get 0≤ d≤ 1, the greater of d the better anonymity of the system. And the anonymity
of the system gets to maximum dmax = 1, if and only if the send/receive probability pi =

1
N . And the

anonymity of the system gets to minimum d = 0, when the send/receive probability of some node gets
to 1 (p = 1).
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Property 4.1. The anonymity of system d decreases by the increasing of the indistinguishable prob-
ability p1 , for the fixed N and ϕ(p1).

Proof.
d =−ϕ(p1)

N
∑

m
i=1 ϕ(pi)pi log2 pi

log2 N

=−ϕ(p1)

N
ϕ(p1) log2 p1 + · · ·+ϕ(pm) log2 pm

log2 N

Here

pm =
[1−ϕ(p1)p1−·· ·−ϕ(pm−1)pm−1]

ϕ(pm)

,
1−a−ϕ(p1)p1

ϕ(pm)

ϕ(pm) = 1−ϕ(p1)−·· ·−ϕ(pm−1), n−b−ϕ(p1)

So
∂d
∂ p1

=
ϕ2(p1)(ln p1)− ln 1−a−ϕ(p1)p1

n−b−ϕ(p1)

N lnN

For p1 is the maximum indistinguishable probability, so

p1 >
1−a−ϕ(p1)p1

n−b−ϕ(p1)
,

that is

ln p1 > ln
1−a−ϕ(p1)p1

n−b−ϕ(p1)
.

So
∂d
∂ p1

< 0.

Hence d decreases due to increase in p1.
Note. For the fixed ϕ(p1) , the greater of p1, the smaller of other probabilities and the greater

identified probability of the attacker, and then the less anonymity of the system.
Property 4.2. The anonymity of system d increases by the increasing of ϕ(p1), for the fixed N and

each sum of the indistinguishable probabilities ϕ(pi)pi(i = 1,2, . . . ,m).
Proof. Let qi = ϕ(pi)pi, i = 1,2, . . . ,m, therefore qi is fixed. So

d =−ϕ(p1)

N

q1 ln q1
ϕ(p1)

+ · · ·+ qm
ϕ(pm)

lnN

=−ϕ(p1)

N

q1 ln q1
ϕ(p1)

+ · · ·+ (1−a)
ϕ(pm)

lnN
Here

qm = 1−q1−·· ·−qm−1 , 1−u

ϕ(pm) = 1−ϕ(p1)−·· ·−ϕ(pm−1), n−b−ϕ(p1)

Hence
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∂d
∂ϕ(p1)

=
−ϕ(p1)

N lnN
[q1 ln

q1

ϕ(p1)
+ · · ·+qm ln

qm

ϕ(pm)
+(

qm

ϕ(pm)
− q1

ϕ(p1)
)]

For
qm

ϕ(pm)
= pm,

q1

ϕ(p1)
= p1, p1 > pm,

so
qm

ϕ(pm)
<

q1

ϕ(p1)
,

then
∂d

∂ϕ(p1)
> 0.

So d increases due to increase ϕ(p1).
Note. More the nodes with maximum indistinguishable probability, better is the anonymity of the

system, and it becomes more difficult for the attacker to find out the real node from these nodes.

4.2 Applicability of Our Model

Now we consider two groups of nodes. The first group, there are ϕ(p1) nodes in it, and the send/receive
probability of each node is p1, the sum probability is ϕ(p1)p1 = p. The second group, there are N−
ϕ(p1) nodes in it, and the send/receive probability of each node is p2, the sum probability is 1− p. Here
we suppose p1 > p2.

In this case, when p1 =
p

ϕ(p1)
and p2 =

1−p
N−ϕ(p1)

is considered as indistinguishable probabilities by the

attacker, that means the probability of each node is in the interval [ 1
N − ε, 1

N + ε], and the measurement
of anonymity about this system is 1. But when an attacker can distinguish p1 from p2, the anonymity of
the system is declining rapidly. For p1 > p2 an attacker realizes the real node is in the ϕ(p1) nodes of
the largest probability p1. And the attack range is reduced from N nodes to ϕ(p1) nodes. In our model,
when the attacker can distinguish p1 and p2, the anonymity of system is declining from 1 to ϕ(p1)

N rapidly.
So the anonymity measurement in our model corresponds to the changes of real anonymity system.

4.3 Examples

In this section two examples are given to show the feasibility of our model.
I. Indistinguishable boundary ε = 0.
Case 1. There are 2 nodes in the system. An attacker gets the send/receive probability of node 1 as

p1, and p2 = 1− p1 for node 2. So the anonymity measurement is

d =
ϕ(p1)

N
−∑

2
i=1 ϕ(pi)pi log2 pi

log2 N

When p1 =
1
2 then d = 1, this is the highest anonymity of the system.

When p1 > 1
2 ,ϕ(p1) = ϕ(p2), then d = −1

2 [p1 log2 p1 + (1− p1) log2(1− p1)]. In this case, the
changes of anonymity are illustrated in Figure 1. The anonymity of system d decreases with the incre-
ment of p1.

From Figure 1, we know if we make p1 close to 0.5, the anonymity of system is improved. As every
probability is distinguished for the attacker, the highest anonymity of the system is 0.5, when p1 >

1
2 .

Case 2. There are 10 nodes in the system. An attacker gets the send/receive probability of 3 nodes
as pi =

p
3 , i = 1,2,3, and p j =

1−p
7 ,4≤ j ≤ 10 for other nodes.
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Figure 1: Anonymity degree variation of tow nodes

Figure 2: Anonymity degree variation when p > 0.3

When p
3 = 1−p

7 , that is p = 0.3, then the send/receive probability of each node is the same. In this
case, d = 1.

When p
3 6=

1−p
7 ,

1. p
3 > 1−p

7 .

That is p > 0.3, then ϕ(p1) = 3,ϕ(p2) = 7, the anonymity of system is

d =− 3
10

p log2(
p
3 +(1− p) log2

1−p
7 )

log2 10

In this case, the changes of anonymity are illustrated in Figure 2.

2. p
3 < 1−p

7 .

That is 1− p > 0.7, then ϕ(p1) = 7,ϕ(p2) = 3, the anonymity of system is

d =− 7
10

p log2(
p
3 +(1− p) log2

1−p
7 )

log2 10

In this case, the changes of anonymity are illustrated in Figure 3.

From Figure 2 and Figure 3, we get better anonymity when 1− p > 0.7 than the condition of p > 0.3.
For there are 3 according nodes of the greatest send/receive probability when p > 0.3, it is a great proba-
bility event for an attacker to identify the real node. But there are 7 nodes with the greatest send/receive
probability when 1− p > 0.7, and it is a low probability event for an attacker to identify the real node.
So the maximum value of anonymity is close to 0.7.

II. Indistinguishable boundary ε = 0.05.
The probabilities of 10 nodes in two different systems are illustrated in Table 3.
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Figure 3: Anonymity degree variation when 1− p > 0.7

Table 3: Send/Receive Probability Distribution of System S7 and S8
System Node 1 Node 2 Node 3 Node 4 Node 5

S7 0.18 0.18 0.18 0.16 0.16
S8 0.12 0.12 0.12 0.11 0.11

System Node 6 Node 7 Node 8 Node 9 Node 10
S7 0.07 0.07 0 0 0
S8 0.11 0.1 0.1 0.1 0.01

For system 7 and Table 3 we know p1 = 0.18,

Φ(p1) = {p||p−0.18|< 0.05}= {0.18,0.16}.

p1 = 0.172, ϕ(p1) = 5, p2 = 0.07, ϕ(p2) = 2, p2 = 0, ϕ(p2) = 3.
So the anonymity of system 7 is

d7 =−
5

10
0.86log2 0.172+0.14log2 0.07

log2 10
= 0.41.

And for system 8, p′1 = 0.12,

Φ(p′1) = {p||p−0.12|< 0.05}= {0.12,0.11,0.1}.

p′1 = 0.11, ϕ(p′1) = 9, p′2 = 0.01, ϕ(p′2) = 1.
So the anonymity of system 8 is

d8 =−
9
10

0.99log2 0.11+0.01log2 0.01
log2 10

= 0.87.

In this case, the anonymity of system 8 is better than that of system 7.

5 Comparisons of Models

5.1 Comparisons with models in [3, 4, 14] and [5]

The impact of the different send/recieive probabilities of the nodes on the anonymity of system is not
considered in the models proposed in [3, 4, 14] and [5]. So the anonymity of some systems is not
accurately measured by these models.

We consider the systems S1 to S6 mentioned in section 2; obviously we know that the anonymity of
S1 and S2 is d1 6= d2, and the anonymity of S3 and S4 is d3 > d4. But we get d1 = d2 = 0.819382 for
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system S1 and S2 from the models in [3, 4], and d3 = 0.843704, d4 = 0.84437 for system S3 and S4. And
measured by our model, d1 = 0.327753, d2 = 0.245815, d3 = 0.421852, d4 = 0.337748.

From systems S5 and S6, obviously we can get the anonymity of the tow system is not equal, but we
get d5 = d6 = 0.2 from the model in [14]. And measured by our model, d5 = 0.0091, d6 = 0.0162. From
this we know, there is no similar error to the results of our models. And our model is much better than
which presented in [3, 4, 14].

The model proposed in [5] is the improvement of the model proposed in [14], and the impact of the
probability of each node is not considered yet. So our model is more complete.

5.2 Comparisons with Models in [16]

The anonymity factors in the model proposed in [16] are given by experts. There are two problems to
this. On one hand the model cannot get the result of anonymity measurement if there is no expert to give
the anonymity factors, and on the other hand, there are some subjective judgments for anonymity factors
given by experts. There is some influence of human factors to the results of model.

The effects of each node on the anonymity of system is considered at the attacker’s position in our
model, and the anonymity factors is defined by the send/receive probability of each node. Thus there is
no subjective effect in our model.

6 Conclusion

Nowadays large amounts of data are transmitted via networks. Many schemes on anonymity were pre-
sented in order to protect the identifiable information of senders and receivers. Anonymity can shield the
privacy of users, and prevent the attackers from obtaining information about users. To evaluate the secu-
rity of a system, the measurement and comparison of anonymity system are very critical. Motivated by
this, our paper presents a dynamic model for anonymity measurement based on information entropy. The
anonymity of system can be measured dynamically in light of the variations of the send/receive proba-
bility of each node and the ability of attacker. And the anonymity factors are objectively given according
to the influence of each node on the system anonymity. The computation is simple and convenient in
our model, and the model can be widely used for anonymity measurement and anonymity comparison
among different systems.
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