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Abstract
While algebraic side-channel attack (ASCA) has been successful in breaking simple cryptographic
algorithms, it has never been done on larger or more complex algorithms such as Twofish. Compared to other algorithms that ASCA has been used on, Twofish is more difficult to attack due to the
key-dependent S-boxes as well as the complex key scheduling. In this paper, we propose the first
algebraic side-channel attack on Twofish, and examine the importance of side-channel information
in getting past the key-dependent S-boxes and the complex key scheduling. The cryptographic algorithm and side-channel information are both expressed as boolean equations and a SAT solver is
used to recover the key. While algebraic attack by itself is not sufficient to break the algorithm, with
the help of side-channel information such as Hamming weights, we are able to correctly solve for 96
bits of the 128 bits key in under 2 hours with known plaintext/ciphertext.
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1

Introduction

Twofish is a symmetric key block cipher and one of the five finalists of the Advanced Encryption Standard
contest. It is generally recognized as a secure block cipher due to its unique implementation and is used
in many areas from file encryption to password management. Usually, a block cipher would divide the
plaintext into blocks, then perform rounds of operations and combine them with the key to produce the
ciphertext. The operations in each round typically consist of XORing the input with the key, S-boxes,
shifts and multiplications. For Twofish, however, each block is further divided into four, each of which
is put through different operations in each round. Twofish also uses key-dependent S-boxes and has a
relatively complex key scheduling. Because the S-boxes are key-dependent, Twofish is thus immune to
many attacks based on traditional S-box statistics. The round keys used in the cryptographic algorithms
are generated in key scheduling from the master key. Not only does the key scheduling of Twofish uses
complex operations, each round key is calculated with a key-dependent S-box as well [18]. While there
have been some promising attacks on Twofish [13, 6], they are done on reduced-round versions and not
the full version. Differential fault analysis has been a little more successful on Twofish. By focusing
on the S-box keys, the attack is able to acquire the complete key under 8 hours [1]. However, fault
injection is an active attack that interferes with the cryptographic device. It is, thus, detectable and can
be countered with error-correcting countermeasures.
This paper examines whether Twofish can be broken via algebraic side-channel attack (ASCA), a
passive attack where the cryptographic algorithm and side-channel information are expressed as a set of
boolean equations. The equations are then put through a solver to find the secret key. The practicality and
success of an algebraic attack depend on the amount of information that can be expressed as equations
and, moreover, the information must be correct. When there is insufficient information, the solver may
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output no solution or multiple solutions. If the information has a margin of error, then the results may
not be accurate. However, it is possible to increase the success rate of finding the key by combining
different attacks, or in this case, combining algebraic analysis with side-channel information. Sidechannel attacks are based on the idea that seemingly harmless leakage from the cryptosystem, such as
power consumption or electromagnetic waves, can be exploited to break the cryptographic algorithm and
find the key. However, this attack is dependent on the accuracy of the data, knowledge of the plaintext
or ciphertext and only targets one key byte at a time. By combining both attacks, algebraic side-channel
attack can bypass some of those problems [15]. ASCA is different from side-channel attacks in that it
potentially exploits leakages of all rounds instead of just the first or the last round, and the solver will
output the complete key at once. By incorporating algebraic analysis with side-channel attack, it can also
succeed in unknown plaintext/ciphertext scenario and requires less leakage information.
The remainder of the paper is organized as follows: section 2 starts with an overview of the Twofish
algorithm and its unique characteristics. Section 3 examines how the algebraic side-channel attack works,
while the attack is implemented in section 4. The results of the attack is analyzed in section 5 and the
paper concludes in section 6.

2

TwoFish Overview

Twofish is a symmetric key block cipher with key sizes of 128 bits, 192 bits or 256 bits. For our implementation, Twofish-128 is used. The following notations are used to describe the algorithms:
• P for plaintext
• C for ciphertext
• K for key
• R for round
• F and g represent the functions in each round
There are three sets of keys used in Twofish, S0 and S1 for the key-dependent S-boxes in each round of
Twofish, Me and Mo for the key-dependent S-boxes in key scheduling, and 40 round keys (K0 , K1 ...K39 ).
As for the actual Twofish algorithm, it first splits the block of 128 bits plaintext into four 32-bit words.
The four words are then XORed with the subkey K0 , K1 , K2 and K3 during input whitening. The result is
then put through 16 Feistel rounds, where two keys are used in each round from (K8 , K9 ) to (K38 , K39 ),
then XORed with another set of subkeys in the output whitening phase (K4 , K5 , K6 and K7 ) to produce
the final ciphertext.

2.1

Round Operations

In each round, the block of 128 bits is first divided into four words (32 bits). The first two words of round
Ri are put through the F function, the outputs are XORed with the last two words from Ri to become the
first two words of the next round, Ri+1 . The first two words of Ri become the last two words of the next
round Ri+1 . The round function uses a Feistel network structure, a general method of transforming any
function into a permutation. The operations in the F function of Twofish consist of:
• S-box substitution of bytes
• MDS matrix mixing of bytes
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Figure 1: Twofish
• PHT mixing of words
• Sub-key modular add of words
Equation 1 illustrates the operations of the F function where the inputs are R0 and R1 , and the outputs
are F0 and F1 . The round number r is another input of F and is used to calculate the round key for that
round.
T0 = g(R0 )
T1 = g(ROL(R1 , 8))
F0 = (T0 + T1 + K2r+8 )mod232

(1)

F1 = (T0 + 2T1 + K2r+9 )mod232
The g function in the F function consists of the key-dependent S-box and matrix multiplication.
Because the S-boxes of most algorithms are not key-dependent, they are commonly expressed as lookup
tables. However, the S-box step of Twofish in Figure 1 actually consists of a series of operations. The
input word of the S-box is first divided into four bytes. Each byte, x, is inputted into the permutation
functions as detailed in equation 2, where a and b are the first and last 4 bits of the input, t0 , t1 , t2 and
t3 are 4-bit lookup tables and y is the output. The output of the permutation function is XORed with
the S-box key S0 , the process is repeated again with S-box key S1 , then it goes through a last round of
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permutation.

a0 , b0 = bx/16c, xmod16
a1 = a0 ⊕ b0
b1 = a0 ⊕ ROR4 (b0 , 1) ⊕ 8a0 mod16
a2 , b2 = t0 ba1 c,t1 bb1 c
a3 = a2 ⊕ b2

(2)

b3 = a2 ⊕ ROR4 (b2 , 1) ⊕ 8a2 mod16
a4 , b4 = t2 ba3 c,t3 bb3 c
y = 16b4 + a4
After the four bytes of the state go through the S-box function, they are then combined and multiplied
with a matrix of constants for the MDS step. This completes the g function part of the F function for
each round [17].

Figure 2: The g function for each round of Twofish, and h function for the key scheduling.
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Key Scheduling

Key scheduling produces the two sets of keys used in the Twofish algorithm: the keys for the S-boxes,
denoted as S0 , S1 , and 40 keys for the input/output whitening and each round. To calculate the S-box
keys, the 128-bit master key is first separated into four words, M0 , M1 , M2 and M3 . The first two words
are multiplied with a matrix of constants, RS, to produce S0 and the last two words produce S1 as shown
in equation 3.


m8i
 m8i+1 




 m8i+2 
si,0


 si,1 



 = RS ·  m8i+3 
(3)
 m8i+4 
 si,2 


 m8i+5 
si,3


 m8i+6 
m8i+7
To produce the round keys K0 to K39 , the key scheduling uses h function, which is the same as the
g function for each round of Twofish, as illustrated in Figure 2. The only difference being that key
scheduling uses M0 , M1 , M2 and M3 from the master key for the S-boxes and the inputs to the h function
are 2i and 2i + 1 where the value of i goes from 0 to 19. This produces 40 round keys, where K0 to K7
are used for input/output whitening and K8 to K39 are used during each round of Twofish as illustrated in
Figure 1 [16].

3

Attack Model

The attack used in this paper is algebraic side-channel attack. Algebraic analysis is a mathematical
attack where the attacker expresses the cryptographic algorithm as a system of equations, then puts
it through a solver, along with known variables such as the plaintext or ciphertext, to solve for the key.
However, depending on the complexity of the algorithm, information from only the algorithm may not be
enough to solve for the key. Side-channel attacks (SCA) use information leaked during the encryption or
decryption of the algorithm and the knowledge of the algorithm to guess the key using brute force attack
and statistical analysis. One of the most popular SCAs is Differential Power Analysis [11]. It is based on
the idea that the power consumption and the intermediate variables of the algorithm are directly related.
For each key byte, we categorize the power consumption data based on Hamming weights calculated
from all possible key values. The key guess that produces the greatest difference in the categorized
power consumption is the correct key. The more advanced Correlation Power Analysis (CPA) uses the
same method, except we are looking for best correlation instead of maximum difference.
Algebraic Side-Channel Attack combines both algebraic and side-channel attacks. The Hamming
weights information acquired from SCA and equations of the cryptographic algorithm are both expressed
as a system of equations and put through a solver [15]. While ASCA has been done successfully on
smaller algorithms with 64-bit keys, it has never been done on larger or more complex algorithm with
128-bit keys like Twofish. Compare to other algorithms that ASCA has been used on, Twofish is also
more difficult to attack due to the key-dependent S-boxes as well as the complex key scheduling.

4

Technical Approach

To launch the attack, we first model the algorithm and the side-channel derived Hamming weights as a
set of conjunctive normal form (CNF) equations. The equations are then put through the CryptoMiniSAT
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SAT solver to solve for the key.

4.1

Twofish CNF Form

CryptoMiniSAT and most SAT solvers require the input to be in CNF, which is a conjunction (AND) of
clauses, with each clause being a disjunction (OR) of literals. The literals are boolean variables, with
positive variable representing 1 and negative variable representing 0. The version of CryptoMiniSAT
used also supports XOR operations.
The CNF equation literals represent the input and output bits as well as all intermediate variables in
Twofish. The round and F function of Twofish are based on the following key operations:
• XOR for byte and word
• SHIFT for byte and word
• ADD for word
• MULT used in RS and MDS matrix multiplication
• SBOX implemented as byte-wise lookup tables
While XOR and SHIFT are not difficult to represent in CNF, converting ADD, MULT, and SBOX to
binary equations in CNF proves to be quite challenging. ADD requires extra intermediate variables to
function as carryover during the operation.

Y

01

02

Table 1: MDS
EF

y0

x0

x1

x0 + x6 + x7

x0 + x6

y1

x1

x0 + x2

x0 + x1 + x7

x1 + x7

y2

x2

x0 + x3

x0 + x1 + x2 + x6 + x7

x0 + x2 + x6

y3

x3

x4

x1 + x2 + x3 + x6

x1 + x3 + x6 + x7

y4

x4

x0 + x5

x2 + x3 + x4 + x7

x2 + x4 + x7

y5

x5

x6

x3 + x4 + x5 + x6 + x7

x3 + x5 + x6

y6

x6

x7

x4 + x5 + x6 + x7

x4 + x6 + x7

y7

x7

x0

x5 + x6 + x7

x5 + x7

5B

MULT is byte-wise multiplication and used during matrix multiplication for the S-box key and Maximum Distance Separable (MDS) step of the round function. In order to multiply on a bit level, the two
bytes to be multiplied are expressed as polynomial equations in Galois Field where each bit is represented by a variable. The polynomial equations are multiplied and reduced, after which the coefficients
of the binary variables become the equation for the resulting byte of the multiplication [2]. Table 1 shows
the CNF equations for the MDS matrix multiplication when the input byte, represented by bit variables
x0 to x7 , is multiplied by MDS in equation 4 to produce the output byte, represented by bit variables y0 to
y7 . Once the equation set for byte multiplication is done, the matrix multiplication step of Twofish is just
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a matter of looping through the matrix, doing byte multiplication and adding up the appropriate bytes.

01 EF 5B 5B
 5B EF EF 01 

MDS = 
 EF 5B 01 EF 
EF 01 EF 5B


(4)

The equations are derived in a similar manner for the multiplication to get the S-box key.
The SBOX step of Twofish is the most complicated component to model because it is key-dependent.
Instead of just a lookup table used by most other algorithms, Twofish’s SBOX consists of XORing the
S-box key and the permutation functions q0 and q1 . Both permutation functions consist of the same
operations, shown in Figure 2, but use four different sets of S-boxes. In total, there are eight S-boxes,
which can be represented as lookup table consists of 4-bits. The equations of the lookup table are
produced using the S-box feature in SageMath, a mathematical software. Each bit of the output is an
equation of monomials that are input bits of the lookup table. The 4-bit lookup table of t0 in the function
q0 produces equation 5, where x0 to x3 are the 4-bit variables of the input and y0 to y3 are the 4-bit
variables of the output:
y0 =1 + x0 + x1 + x2 + x3 + x0 ∗ x2 + x1 ∗ x2 + x0 ∗ x1 ∗ x2 + x0 ∗ x1 ∗ x3 + x1 ∗ x2 ∗ x3
y1 =x1 + x2 + x0 ∗ x2 ∗ x3
y2 =x1 + x2 + x0 ∗ x2 + x0 ∗ x3 + x1 ∗ x2 + x2 ∗ x3 + x0 ∗ x1 ∗ x2 + x1 ∗ x2 ∗ x3

(5)

y3 =x2 + x3 + x2 ∗ x3 + x0 ∗ x1 ∗ x2 + x0 ∗ x1 ∗ x3 + x1 ∗ x2 ∗ x3
The same method is used to produce the lookup table for t1 , t2 , and t3 .
After all the basic operations have been converted to CNF form, we can then write the complete key
scheduling and the round function for the Twofish algorithm. After checking that it produces the correct
ciphertext, when given a plaintext and the key, we can then add SCA information into the system and
begin the attack.

4.2

Side-Channel Information

For ASCA attacks, the side-channel information used is usually deduced from template attacks. The sidechannel information, or the Hamming weight, counts the number of 1’s in the data set and are correlated
with the power consumption for the intermediate variables. In 2009, Renauld et al. showed that, with
error detection and likelihood rating, the Hamming weights of intermediate values can be obtained from
power traces with an error rate of at most 1% [15]. Thus, for our attack, we assume that the Hamming
weights are all correct and generated them from the encryption process. While we did not perform
side-channel attack to collect the Hamming weights, there are a number of approaches that have been
demonstrated that one could use to collect this information. Side-channel information can be acquired by
collecting power consumption data and observing the location of the power trace from template attacks.
Since the power consumption does not strictly correlate with the operation and data during every step
of the algorithm, where to extract Hamming weights is also important. The following operations are
cryptographic computational kernels that are commonly susceptible to power leakage [12, 5, 8]:
• Data access to/from registers.
• Rotations and shifts.
• Data-dependent offset.
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• Bitwise boolean operations.
In short, side-channel information such as Hamming weights can be leaked from almost every step
of the algorithm from addition to XORing the key to the S-boxes. However, it is a little different for
Twofish. Unlike most algorithms where every byte of the block goes through the same set of operations
at the same time, Twofish divides the block into four words, each of which goes through a different set of
operations and interacts with each other before being combined again for the next round. Because of this,
it would be impractical to assume we can get Hamming weights for every operation within the round.
Thus, for this attack only the Hamming weights of input/output whitening and between each round are
used [3].
Each block of Twofish is 128 bits, or 16 bytes. To calculate the Hamming weights, we count the
number of 1s in each of the 16 bytes for each round. The Hamming weight of each byte depends on the
value of the byte. To model it as CNF equations, each bit of the byte is represented by variables x0 , x1 ...x7 .
The Hamming weights are expressed as sets of equations. For each possible Hamming weight value, the
equation set consists of one equation that is the XOR of all bit variables and seven equations that are the
ORs of the bit variables ANDed together. Equation 6 shows the set of equations for Hamming weight of
1. This means only one bit variable of the byte has a value of 1, so the XOR of all the bit variables equal
to 1 while the rest of the equation equals to 0.
x0 ⊕ x1 ⊕ x2 ⊕ x3 ⊕ x4 ⊕ x5 ⊕ x6 ⊕ x7 = 1
x0 ∗ x1 + x0 ∗ x2 + x0 ∗ x3 + x0 ∗ x4 + x0 ∗ x5 + x0 ∗ x6 + x0 ∗ x7 + x1 ∗ x2 + .... + x6 ∗ x7 = 0
x0 ∗ x1 ∗ x2 + x0 ∗ x1 ∗ x3 + x0 ∗ x1 ∗ x4 + x0 ∗ x1 ∗ x5 + x0 ∗ x1 ∗ x6 + x0 ∗ x1 ∗ x7
+x0 ∗ x2 ∗ x3 + .... + x5 ∗ x6 ∗ x7 = 0

(6)

...
x0 ∗ x1 ∗ x2 ∗ x3 ∗ x4 ∗ x5 ∗ x6 ∗ x7 = 0
If the Hamming weight of the byte is 2, then the equation of the two variable monomials should equal
to 1 since one of the monomials should be the AND of the two bit variables with value of 1. The rest of
the equations equal to 0 and so on. For Hamming weight of 8, all bits of the byte have value of 1, so the
equation of XOR should equal 0 while all other equations should equal to 1.
While the accuracy of the side-channel information depends on the noise in the data collected and
may compromise the accuracy of the equations for ASCA, this problem can be reduced by using multiple
deductions-based algebraic side-channel attack [21]. For this attack, multiple sets of possible solutions
are produced, thus maximize the possibility of finding the correct key. The attack can be further optimized by exploiting the incomplete diffusion feature in one AES round, where it can exploit the sidechannel leaks in all AES rounds using a single power trace with less time complexity [7]. The noise can
also be taken into account by introducing an error variable or bit in the set of Hamming weights, such
attack is known as Tolerant ASCA[14].
Once the Hamming weights are acquired for each round, they are modeled as CNF equations and put
in the same set as the CNF equation of the Twofish algorithm. The set of equations is then inputted into
a SAT solver to solve for the key.

4.3

CryptoMiniSAT Solver

While there are many solvers available, we choose to use CryptoMiniSAT 5.0. CryptoMiniSAT has
better performance than the traditional MiniSAT solver. An ASCA attack on the algorithm PRESENT80 only need 9 rounds of leakages to obtain the full key with unknown plaintext/ciphertext instead of the
26 rounds of previous works [10].
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To check for correctness, the plaintext and key are used in the standard C implementation of Twofish
to generate the ciphertext. The same set of plaintext and ciphertext are given to the solver along with the
ASCA equations to solve for the key.

5

Results

The ciphertexts for 100 random input-key pairs are generated for the attack. The attack is done on a PC
with an Intel Haswell x64 processor. The first attempt uses algebraic attack only with no side-channel
information to solve for the 128-bit key of the full algorithm. In this case, we are unable to solve for any
part of the key even when the plaintext and ciphertext are given. When we attempt to solve for the full
128 bits key of the full algorithm, the solver is unable to find a solution within 7 days. However, when 32
bits of the 128 bits key are fixed, the solver is able to correctly solve for the other 96 bits under 2 hours.
Since the Twofish key is separated into four words when used in the algorithm, we decide to solve for
96, 64, 32 bits of the key and analyze the performance of the attack under two scenarios:
• Is plaintext and/or ciphertext needed for the ASCA on Twofish?
• How much Hamming weight is needed?
In all the experiments and scenarios, the partial keys being solved are correct as long as the solver is
able to give an output. Thus, the analysis of the paper focuses on the efficiency of the attack.
Table 2: Solving time using all Hamming weights (in seconds).
Key solved

Plaintext/Ciphertext

Plaintext

Ciphertext

1 word

51.08

31.03

35.84

2 word

959.72

-

-

3 word

3711.74

-

-

Table 3: Solving time based on Hamming weight (HW), given plaintext/ciphertext.
Key solved

All key HW

1 key HW

All Twofish HW

1 Twofish HW

All HW

1 word

184.96

75.78

89.46

20.38

51.08

2 word

-

-

-

-

959.71

3 word

-

-

-

-

3711.74

For the first case of ASCA, we analyze the importance of known plaintext or ciphertext when solving
for 1 word, 2 words or 3 words of the key. When given 96 bits of the key (3 words) and solving for 32 bits
of the key (1 word), the plaintext or ciphertext only scenario are actually faster than when both plaintext
and ciphertext are given. This may be due to the fact that, with more information to take into account,
the solver is overconstrained and thus takes longer to find the solution. However, when we attempt to
solve for more parts of the key, 2 words or 3 words, the plaintext or ciphertext only scenario is unable to
solve for it within 24 hours. We are also unable to solve for any part of the key when given Hamming
weights only, so plaintext and ciphertext do drastically decrease the time needed for a successful attack.
The details of the results are shown in Table 2.
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The second scenario considered is how much Hamming weights are needed since more Hamming
weights are not necessarily better. Not only can they overconstraint the solver, and thus cause it to
take longer to find a solution, inaccuracies in the Hamming weights may also cause the solver to output
wrong solutions. Since the Hamming weights used are from the beginning and end of each round, there
are a total of 20 Hamming weights calculated from key scheduling and 17 Hamming weights calculated
from Twofish. In Table 3, the average time needed to solve partial key is shown for when using all the
Hamming weights from the key, only one Hamming weight from the key, when using all the Hamming
weights from the Twofish rounds, when using only one Hamming weight from the Twofish round, and
when using all Hamming weights from both the key scheduling and Twofish round.
The scenarios are for when plaintext and ciphertext are given. As shown in Table 3, solving for
32 bit partial key (1 word) is much faster when only one Hamming weight is used. Overall, solving for
partial key is faster when using the Hamming weight for the Twofish round instead of the key scheduling.
When we attempt to solve for 64 bit and 96 bit partial key (2 word and 3 word respectively), the solver
is unable to output a solution within a reasonable amount of time. From this, we can conclude that even
if the key scheduling is precomputed, or even if we can only calculate one Hamming weight from the
Twofish algorithm, ASCA can still solve for 32 bit partial key. While less Hamming weights may allow
the solver to find a solution faster, as the amount of information that needs to be solved increases, more
Hamming weights may be needed.

6

Conclusion and Future Works

For algebraic side-channel attack on Twofish, we expresses the Hamming weights and the Twofish algorithm as a system of equations. The equations are then used as input for the CrytoMiniSAT solver to
solve for the key. While algebraic attack by itself is not sufficient to break the algorithm, with the help of
side-channel information such as Hamming weights, we are able to correctly solve for 96-bits of the 128
bits key in under 2 hours with known plaintext/ciphertext. While given both plaintext and ciphertext as
well as all the Hamming weights lead to overconstraints and cause a slower solving time when solving
for 32-bits of the key, more information is needed to correctly solve for more bits of the key. For this
attack, we assume the Hamming weights are known and correct, which may not always be the case due
to noise. However, we are able to deduce partial key with even one Hamming weight, so the attack is
achievable with real Hamming weight data even if we discard the ones with more noise. It is also possible
to introduce error variables for the Hamming weight equations to account for any inaccuracy.
While ASCA is unable to solve for the full 128-bits key in less than 7 days, it is able to solve for
at least 96-bits of the key in less than 2 hours. In the future, we can attempt to acquire the full 128
bits of the key by combining ASCA with other attacks such as differential attacks or fault injection.
Algebraic differential analysis has been used to break reduced round DES before, where the differential
analysis information comes from analyzing the different plaintext/ciphertext pairs that use the same key
[4]. Differential algebraic cryptanalysis is also used to break reduced round Serpent, which is another
finalist of the AES competition [9]. ASCA has also been combined with fault injection to recover the
key to LED block cipher [19]. The 64-bit key is recovered within one minute on a common PC with a
success rate of 79%. The ASCA fault injection attack is also successfully performed on GOST, a block
cipher where the S-boxes can be made known or unknown [20].
The ASCA attack proposed in this paper uses the CNF model and a SAT solver. However, the
model may be simplified when used with different solvers. SAT solvers are used in verification and have
NP complexity, so the functions are limited and the large set of equations is difficult to keep track of.
Other optimization techniques may prove to be more efficient when used as solvers. For example,linear
programming is polynomial time soluble with continuous variables. It would also be interesting to see
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what results the attack would produce with mixed integer programming, or constraint programming with
arbitrary constraints.
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