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Abstract
Privacy-preserving optimistic fair exchange (P2 OFE) is a kind of protocols which aim to solve the
fairness problem in the exchange of digital signatures between two parties and in the meanwhile
protect their privacy. In P2 OFE, no one else including the semi-trusted third party in charge of arbitration can confirm an exchange even after resolving a dispute. In this paper we present a black-box
construction of P2 OFE based on a tag-based public key encryption scheme and a standard digital
signature scheme. Our construction follows the ‘sign-then-encrypt’ paradigm, and is secure in the
standard model. Our construction is generic and admits more instantiations of P2 OFE.
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1

Introduction

Consider the scenario in which Alice and Bob want to sign a contract online, as shown in Figure 1.
Since they are not face-to-face and do not trust each other, neither of them wants to move first to send
their signature to the counterpart. It has been studied for decades in cryptography community that how

Figure 1: Contract Signing

Alice and Bob exchange their signatures so that either both of them has their counterpart’s signature on
the contract or none of them does. This is referred to as fair exchange. Asokan et al. introduced the
notion of optimistic fair exchange (OFE) [1, 2] to solve the problem of fair exchange. In this notion,
Alice and Bob semi-trust a third party, which is called the arbitrator and does nothing unless there is a
dispute between Alice and Bob. To exchange signatures, Alice and Bob moves in three steps. First, Alice
prepares an encapsulated version of her signature, called partial signature and denoted by σA , and sends
it to Bob. To respond, Bob checks the validity of σA , computes and returns his own full signature ζB if
it is valid. After confirming the validity of ζB , Alice gives her full signature ζA to Bob. If Bob accepts
ζA , the exchange ends. Figure 2 shows a normal run of OFE. In case Bob does not receive Alice’s full
signature due to various reasons, Bob can ask the arbitrator to converting Alice’s partial signature into a
full version. This process is known as the resolution. Figure 3 shows a run of the resolution process.
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Figure 2: A Run of OFE

Figure 3: Resolution Process of OFE

In Asiacrypt 2008 [14], Huang et al. pointed a fairness problem in OFE. That is, Alice’s partial
signature σA reveals her intention to do exchange with Bob. They proposed the notion of ambiguous
OFE (AOFE), in which Bob could simulate Alice’ partial signatures. Given a partial signature, no can
would believe that the signature was generated by Alice, since it may also be generated by Bob. They
then proposed a construction of AOFE [14, 16], which is secure in the standard model.
Since the introduction, there have been a bunch of works on AOFE, such as [7, 8, 9, 18, 17, 15, 10,
11]. For example, Wang et al. [20] pointed out that AOFE also leaks the information of the signer and the
verifier’s identities. Thus, they proposed the notion of Perfect AOFE (PAOFE). The new notion requires
that a partial signature should not leak any information about the identities of the two exchanging parties.
Furthermore, even the arbitrator can distinguish from a run of PAOFE what exchange has taken place.
Recently, based on [20], Huang et al. [11, 12] further studied to protect the privacy of involving
parties, and proposed the notion of privacy-preserving OFE (P2 OFE in short), in which anyone other than
Alice and Bob can confirm the exchange even after the resolution. This notion particularly applies to the
scenario where two parties sign a sensitive contract and both of them do not want anyone to confirm their
participant in the contract from the protocol transcript. The basic idea is to split the resolution process into
two algorithms, ResA and ResV . Briefly speaking, to resolve a partial signature σ of Alice, the arbitrator
runs ResA to convert it to an intermediate value θ which is given to Bob. Bob runs ResV to convert θ to a
full signature ζ of Alice. Huang et al. [11, 12] proposed a concrete and efficient construction of P2 OFE,
which is secure based on the Strong Diffie-Hellman assumption [4] and Decision Linear assumption [5]
in the standard model.
(Our Contribution.) To admit more constructions, in this paper we propose a generic construction of
P2 OFE protocol. Our construction makes use of a tag-based public key encryption [19], a standard signature and a one-time signature, and follows (a slight variant of) the sign-then-encrypt paradigm. Roughly
speaking, to produce a partial signature, Alice first generates a standard signature on the message, and
splits it into two halves. Then Alice uses the tag-based public key encryption scheme to encrypt each
half, with a freshly generated one-time verification key as the tag. Finally, it uses the one-time signature
to authenticate the two ciphertexts. We show that this generic construction is secure under the security
model given in [11, 12] without relying random oracle heuristic as well, assuming the underlying basic
tools are secure.
(Paper Organization.) In the next section we give the definition of P2 OFE and its security model. In
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Sec. 3 we introduce the basic knowledge needed for the generic construction. Then in Sec. 4 we propose
the generic construction, and prove its security in Sec. 5. Finally, we conclude the paper in Sec. 6.

2
2.1

Privacy-Preserving OFE
Definition

Below we describe the definition of P2 OFE, which is taken from [11].
Definition 2.1. A Privacy-Preserving Optimistic Fair Exchange protocol (P2 OFE) involves signers, verifiers and an arbitrator, and consists of the following probabilistic polynomial-time (PPT) algorithms/protocols:
PMG. Taking the security parameter 1k as input, the algorithm outputs the system parameter PM.
Akg. Taking as input PM, the algorithm outputs a key pair for the arbitrator (Apk, Ask).
UKg. Taking as input PM and the arbitrator’s public key Apk, the algorithm outputs a user key pair
(Pk, Sk).
PSig. Taking as input a message M, the signer’s secret key Ski and public key Pki , the verifier’s public
key Pk j and the arbitrator’s public key Apk, the algorithm outputs a partial signature σ .
PVer. The signer with secret key Ski and the verifier with secret key Sk j run the protocol on common
input (M, σ , Pki , Pk j , Apk) to verify a partial signature σ . The verifier’s output is a decision bit,
which is 1 for acceptance and 0 for rejection.
Sig. Taking as input (M, Ski , Pki , Pk j , Apk), the algorithm outputs a full signature ζ .
Ver. Taking as input (M, ζ , Pki , Pk j , Apk), the algorithm outputs a decision bit b, which is 1 for acceptance and 0 for rejection.
Res. The resolution protocol is splitted into two algorithms, ResA and ResV . The arbitrator runs the
former to convert a partial signature σ to an intermediate value θ . The verifier runs the latter to
convert θ to a full signature ζ .

2.2

Security Model

Briefly speaking, a secure P2 OFE protocol should satisfy resolution ambiguity, signer ambiguity, perfect
ambiguity, security against signers and security against the arbitrator [11, 12]. Definitions of these
properties given below are from [11, 12]. All the properties are defined in the certified-key model [3, 10],
in which every public key should be certified before being used. It is modeled as an oracle OKR . The
adversary queries OKR by submitting a key pair (Pk, Sk), and is returned 1 if (Pk, Sk) is a valid key pair,
and 0 otherwise. Below we omit OKR in the experiments and omit the generation of system parameters
PM, for the sake of simplicity.
Resolution Ambiguity. It requires that the full signatures output by the Sig algorithm should be indistinguishable from those output by the the resolution protocol Res.
Signer Ambiguity. It requires that the verifier could produce partial signatures which look similar with
those produced by the signer. Formally, let FPSig be a PPT algorithm that is run by the verifier to simulate
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the signer’s partial signatures. For any PPT signer A , it succeeds with at most negligible advantage in
the following experiment Expsa :
(Apk, Ask) ← Akg(PM)
(Pkγ , Skγ ) ← Ukg(PM, Apk), ∀γ ∈ {S,V }
(M ∗ , ϒ) ← A OResA ({(Pkγ , Skγ )}γ∈{S,V } , Apk)
b ← {0, 1}

PSig(M ∗ , SkS , PkS , PkV , Apk) if b = 0
∗
σ ←
FPSig(M ∗ , SkV , PkS , PkV , Apk) if b = 1
b0 ← A OResA (ϒ, σ ∗ )
Succ. of A := [b0 = b ∧ (M ∗ , σ ∗ , PkS , PkV ) 6∈ Q(A , OResA )
∧ (M ∗ , σ ∗ , PkV , PkS ) 6∈ Q(A , OResA )],
where OResA takes as input (M, σ , Pki , Pk j ) and outputs an intermediate value θ , and Q(A , OResA ) contains all the queries issued by A to OResA . The advantage of A in the experiment above is defined as
k
AdvA
sa (1 ) := |Pr[Succsa ] − 1/2|, where Succsa denotes the event that A succeeds in Expsa .
Definition 2.2 (Signer Ambiguity). A P2 OFE protocol is signer ambiguous if there is no PPT A , such
k
that AdvA
sa (1 ) is non-negligible.
Perfect Ambiguity. It requires that except the signer and the verifier, no one could distinguish whether
the given signature was generated honestly by signer S w.r.t. the verifier V , or randomly selected from
the signature space. Let Sim be a PPT algorithm run by anyone to simulate signatures w.r.t. S and V .
Formally, for any PPT adversary A , it succeeds in the following experiment Exppa with only negligible
advantage:
(Apk, Ask) ← Akg(PM)
(Pkγ , Skγ ) ← Ukg(PM, Apk), ∀γ ∈ {S,V }
(M ∗ , ϒ) ← A OPSigV ,OFPSig ,OResV (PkS , SkS , PkV , Apk, Ask)
b ← {0, 1}

PSig(M ∗ , SkS , PkS , PkV , Apk), if b = 0
∗
σ ←
Sim(Apk, PkS , PkV )
, if b = 1
b0 ← A OPSigV ,OFPSig ,OResV (ϒ, σ ∗ )
θ ∗ ← ResA (M ∗ , Ask, σ ∗ , PkS , PkV )
Succ. of A := [b0 = b ∧ (M ∗ , θ ∗ , PkS ) 6∈ Q(A , OResV )],
where OPSigV takes as input (M, Pk0 ), and outputs a partial signature σ ; OFPSig takes as input (M, Pk0 ),
and outputs a simulated partial signature; OResV takes as input (M, θ , Pk0 ), and outputs the full signature ζ ; and Q(A , OResV ) contains all the queries issued by A to OResV . The advantage of A in the
k
experiment above is defined as AdvA
pa (1 ) := |Pr[Succpa ] − 1/2|, where Succpa denotes the event that A
succeeds in the experiment Exppa .
Definition 2.3 (Perfect Ambiguity). A P2 OFE protocol is perfect ambiguous if there is no PPT adversary
k
A such that AdvA
pa (1 ) is non-negligible.
Security against Signers. it requires that the signer could not produce a partial signature which can
pass the partial verification, but cannot be resolved to a full one. Formally, we consider the following
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experiment Expsas :
(Apk, Ask) ← Akg(PM)
(PkV , SkV ) ← Ukg(PM, Apk)
(M ∗ , PkS , σ ∗ ) ← A OFPSig ,ORes (PkV , Apk)
θ ∗ ← ResA (M ∗ , Ask, σ ∗ , PkS , PkV )
ζ ∗ ← ResV (M ∗ , SkV , θ ∗ , PkS , PkV , Apk)
Succ. of A := [PVer(M ∗ , σ ∗ , PkS , PkV , Apk, SkV ) = 1
∧ Ver(M ∗ , ζ ∗ , PkS , PkV , Apk) = 0
∧ (M ∗ , PkS ) 6∈ Q(A , OFPSig )],
where ORes = hOResA , OResV i takes as (M, σ , Pk0 ), and outputs the corresponding full signature ζ or ⊥;
and Q(A , OFPSig ) contains all the queries issued by A to OFPSig . The advantage of A in the experiment
k
above is defined as AdvA
sas (1 ) := Pr[Succsas ], where Succsas denotes the event that A succeeds in the
experiment Expsas .
Definition 2.4 (Security against Signers). A P2 OFE protocol is secure against signers if there is no PPT
k
adversary A such that AdvA
pa (1 ) is non-negligible.
Security against the Arbitrator. It requires that no one could produce valid signatures on behalf of the
signer. Formally, we consider the following experiment Expsaa :
(Apk, Ask) ← Akg(PM)
(PkS , SkS ) ← Ukg(PM, Apk)
∗

(M , PkV , ζ ∗ ) ← A OPSig (PkS , Apk, Ask)
Succ. of A := [Ver(M ∗ , ζ ∗ , PkS , PkV , Apk) = 1
∧ (M ∗ , Pk1 ) 6∈ Q(A , OPSig )],
where OPSig takes as input a message M and a public key Pk0 and outputs a partial signature σ ; and
Q(A , OPSig ) contains all the queries issued by A to OPSig . The advantage of A in the experiment above
k
is defined as AdvA
saa (1 ) := Pr[Succsaa ], where Succsaa denotes the event that A succeeds in Expsaa .
Definition 2.5 (Security against the Arbitrator). A P2 OFE protocol is secure against the arbitrator if there
k
is no PPT adversary A such that AdvA
saa (1 ) is non-negligible.

3
3.1

Preliminaries
Tag-based Public Key Encryption

A tag-based public key encryption [19] consists of the following probabilistic polynomial-time algorithms.
Kg. On input a security parameter 1k , it outputs a public/private key pair (Pk, Sk) ← Kg(1k ).
Enc. On input a message M, a tag t ∈ {0, 1}∗ , and a public key Pk, it outputs a ciphertext C ←
Enc(M,t, Pk).
Dec. On input a ciphertext C, a tag t ∈ {0, 1}∗ and a secret key Sk, it outputs a message M ← Dec(C,t, Sk).
Notice that M could be a failure symbol if C is not well-formed.
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The security of tag-based public key encryption is defined via the following game.
Initialize Phase. The adversary A prepares a tag t ∗ , and submits it to the challenger C.
Setup Phase. The challenge C prepares a public key Pk and gives it to A .
Query Phase 1. The adversary issues polynomially many decryption queries. It submits a tag t and a
ciphertext C to the challenger, which then returns the corresponding decryption result.
Challenge Phase. A prepares two equal-length messages M0 , M1 and submits them to C, which then
choose a random bit b and computes C∗ ← Enc(Mb ,t ∗ , Pk) and returns C∗ to A .
Query Phase 2. The adversary continues to issuing decryption queries as in Query Phase 1, which the
only restriction that its decryption query (t,C) should be different from (t ∗ ,C∗ ).
Guess Phase. Finally, the adversary outputs a bit b0 and wins the game if b0 = b.
Denote the winning probability of A in the game above by Pr[b0 = b].
Definition 3.1 (Selective-tag CCA Security). A tag-based public key encryption scheme is said to be
selective-tag CCA-secure if for any PPT adversary A ,
|Pr[b0 = b] − 1/2| ≤ negl(1k ),
where negl(1k ) is a negligible function.

3.2

Signature

A digital signature scheme consists of the following probabilistic polynomial-time algorithms [13, 6].
Kg. On input a security parameter 1k , it outputs a public/private key pair (Pk, Sk) ← Kg(1k ).
Sign. On input a message M and a secret key Sk, it outputs a signature σ ← Sig(M, Sk).
Ver. On input a message M, a signature σ and a public key Pk, it outputs a bit b ← Ver(M, σ , Pk), which
is 1 if σ is a valid signature on M under Pk, and 0 otherwise.
For security of signature schemes, we consider the following game.
Setup Phase. The challenger C prepares a public key Pk and gives it to the adversary A .
Query Phase. The adversary issues polynomially many signing queries. It submits a message M to C,
which then computes a signature σ on M under Pk, and returns σ to A .
Forge Phase. Finally, the adversary outputs a message M ∗ and a forged signature σ ∗ . It wins the game
if Ver(M ∗ , σ ∗ , Pk) = 1 and it did not submit M ∗ to C for a signature in the Query Phase.
Definition 3.2 (EUF-CMA Security). A signature scheme is said to be existentially unforgeable under
chosen-message attacks (EUF-CMA secure) if for any PPT adversary A , its winning probability in the
game above is negligible.
One-time signature is a signature scheme in which the secret key Sk can only be used to sign one
message at most [13, 6]. We consider the following game.
Setup Phase. The challenger C prepares a public key Pk and gives it to the adversary A .
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Query Phase. The adversary submits a message M to C, which then computes a signature σ on M under
Pk, and returns σ to A .
Forge Phase. Finally, the adversary outputs a message M ∗ and a forged signature σ ∗ . It wins the game
if Ver(M ∗ , σ ∗ , Pk) = 1 and (M ∗ , σ ∗ ) 6= (M, σ ∗ ).
Definition 3.3 (Strong One-Time Signature). A signature scheme is said to be a strong one-time signature
if for any PPT adversary A , its winning probability in the game above is negligible.

4

A Generic Construction of P2 OFE

To capture more constructions of P2 OFE, a generic construction is necessary. Below we are going to
propose a generic construction of P2 OFE.
Let E = (Kg, Enc, Dec) be a tag-based public key encryption schemes with randomness space R
and tag space T , and S = (Kg, Sig, Ver) be a standard signature scheme. Let Sˆ = (Kg, Sig, Ver) be a
strong one-time signature scheme. The construction works as below.
Akg. The arbitrators generates its key pair by invoking (Apk, Ask) ← E .Kg(1k ).
Ukg. Each user runs (PkE , SkE ) ← E .Kg(1k ) and (PkS , SkS ) ← S .Kg(1k ), and sets its key pair to be
(Pk, Sk) := ((PkE , PkS ), (SkE , SkS )).
PSig. Given a message M to partially sign with respect to the verifier V with public key PkV = (PkVE , PkVS ),
the signer S (with public key PkS = (PkES , PkSS ) and secret key SkS = (SkES , SkSS )) does as follows.
1. Run S .Sig(SkSS , M) to get the signature ζ .
2. Randomly split ζ into two halves ζ 0 and ζ 00 so that ζ = ζ 0
over the group that ζ falls in.
ˆ sk).
ˆ
3. Run Sˆ.Kg(1k ) to get a one-time key pair (vk,
0
00
4. Randomly picks r , r ← R and computes

ζ 00 for some operation

defined

ˆ ζ 0 ; r0 ),
C0 ← E .Enc(Apk, vk,
ˆ ζ 00 ; r00 ),
C00 ← E .Enc(PkVE , vk,
ˆ 0 kC00 ).
δ ← Sˆ.Sig(sk,C
ˆ δ ). The signer sends σ to V .
Its partial signature on M is set to be σ := (C0 ,C00 , vk,
ˆ δ ), both S and V check the validity of the two ciphertexts
PVer. Given a partial signature σ = (C0 ,C00 , vk,
if ciphertexts of the encryption schemes are public verifiable and that of the one-time signature,
i.e. whether the following equation holds:
ˆ 0 kC00 , δ ) = 1.
Sˆ.Ver(vk,C

(1)

V outputs 0 if either fails. Otherwise, S and V proceed to carry out the following witnessindistinguishable proof, in which S acts as the prover:

ˆ ζ 0 ; r0 )
π := PoK (ζ 0 , ζ 00 , r0 , r00 )|C0 ← E .Enc(Apk, vk,
ˆ ζ 00 , r00 )
∧C00 ← E .Enc(PkVE , vk,
∧(S .Ver(PkSS , M, ζ 0

ζ 00 ) = 1

∨S .Ver(PkVS , M, ζ 0

ζ 00 ) = 1) .

V outputs 1 if it accepts the proof, and 0 otherwise.
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Sig. Given a message M, the signer S runs ζ ← S .Sig(SkSS , M), and returns ζ as its full signature on M.
Ver. Given a full signature ζ on message M from the signer S, the verifier V computes b ← S .Ver(PkSS , M, ζ ),
and outputs the bit b.
ˆ δ ) from the verifier V , the arbitrator performs the vaResA . Given a partial signature σ = (C0 ,C00 , vk,
lidity check on σ as V does in PVer algorithm, and returns ⊥ if any check fails. Otherwise,
ˆ 0 ) to get ζ 0 . If ζ 0 = ⊥, the arbitrator returns ⊥; otherwise, it returns
it runs E .Dec(Ask, vk,C
0
00
ˆ
θ := (ζ ,C , vk) to V .
ˆ the verifier V computes ζ 00 ← E .Dec(SkE , vk,C
ˆ 00 )
ResV . Given an intermediate signature θ = (ζ 0 ,C00 , vk),
V
0
00
S
and ζ ← ζ ζ . It outputs ζ if S .Ver(PkS , M, ζ ) returns 1, and ⊥ otherwise.
Correctness can be verified naturally and we omit it here.
Remark. By slightly modifying our generic construction of P2 OFE as below, we get a construction of
perfect ambiguous optimistic fair exchange protocol.
1. Change the order of resolution. Namely, the verifier does the first level resolution by running ResV
on the partial signature, and submits the output to the arbitrator, who then runs ResA to produce
the full signature.
2. Replace the encryption scheme E (used by the verifier) with another one which is CCA-secure and
has the property of key privacy.
It is not hard to show that after the modifications above, the resulting construction is a perfect ambiguous
optimistic fair exchange protocol. We omit the proof here.

5

Security Analysis

Below we show the security of our generic construction.
Theorem 5.1. Our generic construction of P2 OFE is secure if E is selective-tag CCA-secure, S is
existentially unforgeable under chosen-message attacks, and the proof π is a witness indistinguishable
proof.
Lemma 5.2. The generic construction is resolution ambiguous.
The proof is obvious and we omit it here.
Lemma 5.3. The generic construction is signer ambiguous if E is selective-tag CCA-secure, Sˆ is onetime strongly unforgeable.
The FPSig algorithm works as follows. The simulator (i.e. the verifier V ) uses its own secret signing
key SkVS to generate the signature ζ and then follows the rest of PSig algorithm to produce the (simulated)
partial signature σ .
Proof. Let A be an adversary that breaks the signer ambiguity with advantage ε. We construct another
efficient algorithm D that breaks the chosen-ciphertext security of E .
ˆ ∗ , sk
ˆ ∗ ), submits vk
ˆ ∗ to its challenger, and is
Algorithm D generates a fresh one-time key pair (vk
returned the challenge public key pk∗ . It sets Apk := pk∗ , runs Ukg twice to generate the target signer’s
key pair (PkS , SkS ) and the target verifier’s key pair (PkV , SkV ). It then invokes the adversary on input
((PkS , SkS ), (PkV , SkV ), Apk).
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ˆ δ ), if
After receiving a resolution query (M, σ , Pki , Pk j ) from the adversary, where σ = (C0 ,C00 , vk,
∗
ˆ
ˆ
vk contained in σ is equal to vk , D simply returns ⊥. Guaranteed by the strong one-time unforgeability
ˆ = vk
ˆ ∗ is negligible. It brings only a negligible effect to the adversary’s
of Sˆ, the probability that vk
advantage in the game. D then checks the validity of σ as in PVer algorithm and returns ⊥ if σ is
invalid; otherwise, it sends C0 to its own decryption oracle, and is returned the ‘plaintext’ ζ 0 . If ζ 0 = ⊥,
ˆ to the adversary.
D returns ⊥; otherwise, it returns θ = (ζ 0 ,C00 , vk)
At some time the adversary A submits a message M ∗ of its choice, D uses SkS and SkV to generate
signatures ζ0∗ and ζ1∗ , respectively, and splits them into random shares ζ00 , ζ10 , ζ 00 so that ζ0∗ = ζ00 ζ 00 and
ζ1∗ = ζ10 ζ 00 . It then sends messages m∗0 = ζ00 and m∗1 = ζ10 to its own challenger, and is returned a cipherˆ ∗ for an unknown bit b. It sets (C0 )∗ = C∗ and computes
text C∗ which is an encryption of m∗b with tag vk
ˆ ∗ , ζ 00 ) and δ ∗ ← Sˆ.Sig(sk
ˆ ∗ , (C0 )∗ k(C00 )∗ ). D sets σ ∗ := ((C0 )∗ , (C00 )∗ , vk
ˆ ∗ , δ ∗ ),
(C00 )∗ ← E 00 .Enc(Apk, vk
and returns it to A .
D then continues to answer the resolution queries submitted by A as before, except that it discards
the queries (M ∗ , σ ∗ , PkS , PkV ) and (M ∗ , σ ∗ , PkV , PkS ). Finally, the adversary outputs a bit b0 as its guess
of whether σ ∗ is generated by the signer or simulated by the verifier. D outputs b0 as its guess of b.
It is not hard to see that σ ∗ is correctly distributed and that if b = 0, σ ∗ is a real partial signature
generated by the target signer, and otherwise it is a simulated partial signature generated by the verifier. If
A ’s guess is correct, so is D’s query. Therefore, D’s advantage in breaking the selective-tag IND-CCA
security of E 0 is negligibly close to ε. If ε is non-negligible, so is D’s advantage.
Lemma 5.4. The generic construction is perfectly ambiguous if E is selective-tag IND-CCA secure and
the proof π is witness indistinguishable.
Before presenting the proof, we describe the public Sim algorithm. Given (Apk, PkS , PkV ), the simulation algorithm randomly selects ζ 0 , ζ 00 from the corresponding domain, and follows the PSig algorithm
ˆ δ ).
to generate a simulated signature σ = (C0 ,C00 , vk,
Proof. Let A be an adversary that breaks the perfect ambiguity with advantage ε. We use it to construct
another algorithm D to break the selective-tag IND-CCA security of the underlying encryption scheme
E.
ˆ ∗ , sk
ˆ ∗ ), submits vk
ˆ ∗ to its challenger, and is
Algorithm D generates a fresh one-time key pair (vk
returned the challenge public key pk∗ . It runs Akg to generate the arbitrator’s key pair (Apk, Ask), runs
S .Kg(1k ) to generate a signature key pair (PkVS , SkVS ) for V , and runs Ukg to generate the target signer’s
key pair (PkS , SkS ). It sets PkVE := pk∗ and invokes the adversary on input (PkS , SkS , PkV , Apk, Ask). D
then starts to simulate oracles for A as below.
• OPSigV : All queries to oracle OPSigV can be answered using the knowledge of SkVS and following
the PSig algorithm.
• OFPSig : All queries to oracle OPSigV can be answered by D using the knowledge of SkVS and
following the FPSig algorithm (presented before the proof of Lemma 5.3). D then runs the proof
π to show that the returned signature is valid with respect to PkS and PkV . Guaranteed by the
witness indistinguishability of π, the proof looks almost the same as that in PVer and brings only
negligible difference to the adversary’s advantage.
ˆ D forwards (C00 , vk)
ˆ to its own decryption
• OResV : Given a query (M, θ , Pk0 ) where θ = (ζ 0 ,C00 , vk),
00
00
oracle and obtains the decryption result ζ . If ζ = ⊥, D returns ⊥ to the adversary as well.
Otherwise, it computes ζ = ζ 0 ζ 00 and returns ζ to A if S .Ver(Pk0 , M, ζ ) = 1, and ⊥ otherwise.
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At some time the adversary submits a message M ∗ . D runs ζ ∗ ← S .Sig(SkSS , M ∗ ). It then selects
ˆ ∗ , sk
ˆ ∗) ←
random ζ 0 , ζ100 and computes ζ000 so that ζ ∗ = ζ 0 ζ000 . It generates a fresh one-time key pair (vk
Sˆ.Kg(1k ), sends two messages m0 = ζ000 and m1 = ζ100 to its challenger and is returned the challenge
ˆ ∗ ). D sets (C00 )∗ := C∗ , computes
ciphertext C∗ (with respect to the tag vk
∗

∗

ˆ , ζ 0 ), δ ∗ ← Sˆ.Sig(sk
ˆ , (C0 )∗ k(C00 )∗ ),
(C0 )∗ ← E .Enc(PkES , vk
ˆ ∗ , δ ∗ ) to A . If the bit b chosen by D’s
and returns the challenge partial signature σ ∗ := ((C0 )∗ , (C00 )∗ , vk
challenger is b = 0, the partial signature σ ∗ is a real signature output by the PSig algorithm. On the other
hand, if b = 1, σ ∗ is a possible output of Sim algorithm.
A continues to issuing queries except that it cannot issue a resolution query (M ∗ , θ ∗ , PkS ) to OResV ,
ˆ ∗ ), and D answers the queries as before.
where θ ∗ = (ζ 0 , (C00 )∗ , vk
Finally, A outputs a bit b0 as its guess of whether σ ∗ was output by PSig or Sim. D outputs b0
as its guess of b. If A ’s guess is correct, so is D’s query. Therefore, D’s advantage in breaking the
selective-tag IND-CCA security of E is negligibly close to ε, due to the (negligible) difference caused
by the zero-knowledge simulation of proof π. If ε is non-negligible, so is D’s advantage.
Lemma 5.5. The generic construction is secure against signers if S is EUF-CMA secure and the proof
π is sound and witness indistinguishable.
Proof. Let A be an efficient adversary that breaks the security against signers with advantage ε. We use
it to build another efficient algorithm F that breaks the EUF-CMA security of S .
Given a public key pk∗ , F runs Akg to generate the arbitrator’s key pair (Apk, Ask), and runs
E .Kg(1k ) to generate an encryption key pair (PkVE , SkVE ). It sets PkVS := pk∗ , and invokes the adversary
on input (PkV , Apk). Next F begins to simulate oracles for the adversary as below.
• OFPSig . Given (M, Pk0 ), F sends M to its signing oracle and is returned a signature ζ . It then
ˆ δ ), and returns
follows the rest of PSig algorithm to generate the partial signature σ = (C0 ,C00 , vk,
it to the adversary. Guaranteed by the witness indistinguishability of π, the proof looks almost the
same as that in PVer and brings only negligible difference to the adversary’s advantage.
ˆ δ ), F uses Ask to run
• ORes . Given (M, σ , Pk0 ) where Pk0 = ((PkE )0 , (PkS )0 ) and σ = (C0 ,C00 , vk,
A
Res algorithm to do the first level resolution. If the output is θ = ⊥, F returns ⊥ as well. Otherˆ If the decryption outputs
ˆ and uses SkE to decrypt C00 with tag vk.
wise, F parses θ as (ζ 0 ,C00 , vk),
V
00
0
00
ζ = ⊥, F returns ⊥ as well; otherwise, it computes ζ ← ζ ζ . If S .Ver((PkS )0 , M, ζ ) = 1,
F returns ζ ; otherwise, it returns ⊥.
At some time the adversary outputs (M ∗ , PkS , σ ∗ ). F extracts a full signature ζ ∗ from σ ∗ in the same
way as simulating the ORes oracle. Suppose that A wins the game. According to the winning conditions,
we know that A did not issue a query (M ∗ , PkS ) to the FPSig oracle, and that ζ ∗ is not a valid signature
with respect to PkSS under S but σ ∗ could pass the checks in PVer. It means that the adversary could
convince F to accept that σ ∗ is a partial signature valid with respect to PkS and PkV . Guaranteed by
the soundness of the proof π, we have that a signature valid (under S ) with respect to either PkS or PkV
is contained in σ ∗ . However, since ζ ∗ is not a valid signature with respect to PkS , it must be a valid
signature with respect to PkV . F outputs (M ∗ , ζ ∗ ) as its forgery against S for S .Ver(PkVS , M ∗ , ζ ∗ ) = 1.
It is easy to see that the simulation of the two oracles is almost perfect. Thus, if A wins the game
of security against signers with advantage at least (negligibly close to) ε, our algorithm F also wins the
unforgeability game of the signature scheme S with advantage negligibly close ε, where the negligible
difference is due to the soundness of the proof π provided by A to convince F the validity of σ ∗
and the witness indistinguishability of π in the simulation of OFPSig . If ε is non-negligible, so is F ’s
advantage.
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Lemma 5.6. The generic construction is secure against the arbitrator if S is EUF-CMA secure.
Proof. Let A be an efficient adversary that breaks the security against the arbitrator with advantage ε.
We use it to build another algorithm F that breaks the EUF-CMA security of S .
Given a public key pk∗ , F runs Akg to generate a key pair (Apk, Ask) for the arbitrator and runs
E .Kg(1k ) to generate a key pair (PkES , SkES ). It sets PkSS := pk∗ , and invokes the adversary on input
(PkS , Apk, Ask).
On input a partial signature query (M, Pk0 ), F sends M to its signing oracle, and obtains the correˆ sk)
ˆ as prescribed, and encrypts ζ 0 , ζ 00 with
sponding signature ζ . It then splits ζ to ζ 0 , ζ 00 , generates (vk,
0
ˆ
tag vk under Apk and Pk , respectively. Let the ciphertexts be C0 and C00 . F authenticates C0 kC00 using
ˆ and obtains the one-time signature δ . It returns σ := (C0 ,C00 , vk,
ˆ δ ) to A . Obviously, σ is properly
sk
distributed.
At last, the adversary outputs (M ∗ , PkV , ζ ∗ ). If S .Ver(PkSS , M ∗ , ζ ∗ ) = 1 and A did not issue a partial
signature query on input (M ∗ , PkV ), F outputs (M ∗ , ζ ∗ ) as its forgery of S . It is not hard to see that
if A wins in the game of security against the arbitrator, so does F in its unforgettability game. And
F ’s advantage in breaking the EUF-CMA security of S is at least the advantage of A in breaking the
security against the arbitrator.

6

Conclusion

In this paper we proposed a generic construction of P2 OFE, which makes use of a tag-based encryption, a
standard signature, a strong one-time signature and a witness-indistinguishable proof system. We proved
that the construction is secure if the underlying primitives are secure without using the random oracle
heuristic. Our work enriches the construction of P2 OFE protocols.
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