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Abstract

In Ciphertext Policy Attribute-Based Encryption (CP-ABE) system, a set of attributes is associated
with the private keys of each user. Also, the ciphertext is attached with a policy which is defined over
that set of attributes. A user can decrypt the ciphertext if the ciphertext’s policy is satisfied by the
attributes associated hith her private key. Traditional CP-ABE schemes, based on number theoretic
problems, rely on a trustworthy central authority. But in many distributed applications it is expected
that such authorities should be decentralized to avoid the risks of single-point failure. While the num-
ber theory-based hardness problems are prone to quantum attacks, lattice-based hardness problems
can resist such attacks. In this paper, we construct a Decentralized Ciphertext-Policy Attribute-Based
Encryption (DCP-ABE) scheme. Under this scheme, any participating entity can act as an authority
by creating a public key. The athority utilizes the users’ attributes to generate the private keys for
them. Any user can encrypt data in terms of any monotone access structure over attributes issued
from any chosen set of authorities. Hence the protocol does not depend on any central authority.
We utilize Learning With Errors over Rings (R-LWE) as the underlying hardness assumption for te
protocol. The proposed post-quantum protocol achieves security under selective-set model whereby
adversaries are allowed to corrupt any authority only statically through adaptive key queries.
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1 Introduction

The concept of Attribute-Based Encryption (ABE) system was first proposed by Sahai and Waters [30].
In this system, access to the data is expressed as a boolean formula over a defined universe of attributes
and a data encryptor can specify such access. Each user is issued with a private key from an authority in
such a way that the private key is related to the attributes. A user is only able to decrypt a ciphertext if
the she holds the private key associated with the attributes satisfying the boolean formula assigned to the
ciphertext. By using ABE, it is easy for someone to share data according to well-defined encryption pol-
icy without having any prior knowledge of the data recipient. For example, an system administrator may
need to encrypt a contractual employee’s performance evaluation report for all permanent employees of
the cyber security department or anyone in the human resource (HR) department. The administrator will
prefer the access policy (“Cyber Security” AND “Permanent”) OR“HR” to be encrypted with the report.
Under this scenario, only employees with attributes matching the defined policy are able to decrypt the
report. However, achieving security against colluding users is one of the crucial challenges for designing
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such systems. A pair of unauthorized users, where one has the two attributes of “Permanent” and “Ac-
counts” and the other one has the attribute of “Cyber Security” should not be able to access the encrypted
report. Note that neither of them is actually a permanent employee of the Cyber Security Department, as
it was required by the access policy for decrypting the report . An ABE scheme is required to be resistant
against such collusion attacks.

ABE schemes have mainly two variants: Key Policy Attribute-Based Encryption (KP-ABE) and Ci-
phertext Policy Attribute-Based Encryption (CP-ABE). In KP-ABE scheme, the ciphertext is associated
with a set of descriptive attributes. The access policy is defined over a set of attributes and the private
key os a user is associated with that policy. This policy specifies which type of ciphertexts the can be
decrypted by the key. On the other hand, in CP-ABE scheme, the private keys are associated with a set
of attributes, and the ciphertext is attached with a policy defined over that set of attributes. Any user can
decrypt the ciphertext if the ciphertext’s policy is satisfied by the attributes associated with her private
key. Given that both of schemes support the same type access policies, a CP-ABE scheme is more flexi-
ble than a KP-ABE. This is because the users can set access policies when encrypting messages instead
of the authority setting policies when extracting users’ secret keys. In practice, in many applications, we
just care about what attributes a user has when extracting her secret key, rather than how a user will use
her attributes. In our running example, for CP-ABE, there is a central Key Generation Center (KGC) that
generates a Master Secret Key (MSK) for the users in order to get them thir secret keys (SKSA or SKSB).
The administrator encryots a message M with publick key PK under the policy P. Since SA satisfies the
policy, Alice can decrypt the ciphertect C. On the other hand, Bob fails to decrypt as his credentials do
not satisfy the policy P. The running example of CP-ABE is illustrated in Figure 1.
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Figure 1: Ciphertext Policy - Attribute Based Encryption (CP-ABE)
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1.1 Single and Multi-Authority CP-ABE

Variants of Attribute-Based Encryption and its applications are proposed in several works [5, 15, 25, 14,
32, 9, 8, 17, 31, 24].One central authority is used to issue the private keys in almost all the schemes
of ABE and its variants. It is required that the central authority would need to be in a position to ver-
ify all the attributes issued by it for each user in the system. By utilizing such systems, one can share
information according to a policy over some attributes which are issued within a domain or organiza-
tion. However, there are many applications where it is expected that data is shared according to a policy
written over attributes or credentials issued by different trust domains and organizations. For instance,
a party might want to share medical data only with a user who has the attribute of “Doctor” issued by a
medical organization and the attribute “Researcher” issued by the administrators of a clinical trial. On
a commercial application, two organizations such as Amazon and Google might both issue attributes as
part of a joint project. It can be troublesome to use single authority CP-ABE systems for such applica-
tions as it is required that a single (or, central) authority should be able to verify attributes across different
organizations and issue private keys to every user in the system. This designated central authority must
be globally trustworthy, and thus becomes a major bottleneck since its failure will compromise the entire
system.

The first Multi Authority-ABE (MA-ABE) scheme [8] was proposed by Chase to overcome the
above mentioned problems. The concept of MA-ABE is to combine a global identifier with the private
key of user in order to ensure correct decryption. The scheme relies on a trusted centralized authority
who knows all secret keys of any attribute authority for combining the attribute private keys that belong
to the same user. Moreover, the scheme is limited to expressing a strict “AND” policy over a pre-
determined set of authorities. In [23], a protocol supporting any monotone access structure (where both
“AND” and “OR” access policies are supported) under a centralized authority was proposed. The proof
of this scheme could handle only non-adaptive queries even though it allows one to obtain attributes from
other authorities without revisiting the central authority. The idea of replacing the central authority by a
distributed pseudo random function was proposed in [9]. However, the proposed scheme supported only
“AND” policy with a pre-determined set of authorities. The authors in [19] proposed a threshold scheme,
which was shown to be secure withstanding collusion of upto m users with m being a system parameter.
The scheme is semi-decentralized in a sense that the authorities must interact during the system setup.
Lewko et al. proposed a fully decentralized scheme in [18], whereby any party could simply act as an
authority by creating a public key and issuing private keys to different users, and different authorities do
not need to be aware of each other. The scheme also supports any monotone access structure.

1.2 Lattice-based Cryptography

All the schemes discussed in the previous section are based on traditional number theory-based hard
problems which were proved to have polynomial-time solutions. In contrast, lattice-based hardness
problems can resist quantum cryptanalysis and have strong worst-case/average-case security guarantees.
Furthermore, the mathematical properties of lattices make them both relatively efficient and flexible to
enable the construction of powerful cryptosystems. So lattices have recently emerged as a powerful
mathematical platform on which to build a rich variety of cryptographic primitives. Since the work [3],
there were many schemes proposed: one-way function and collision-resistant hash function [22], public-
key encryption scheme [29], identity-based encryption schemes [12, 7, 1], fully homomorphic encryption
schemes [11].
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1.3 Related Work

As discussed earlier, Lewko et al. [18] proposed the idea of decentralizing ABE and presented a concrete
instantiation of CP-ABE. However, the construction is under the traditional number theoretic assumption
which is not post-quantum. In [2], authors proposed fuzzy identity based encryption from lattices and
discussed the difficulties to derive ABE from the scheme. A KP-ABE scheme for monotone access
structures was proposed in [6], and its security was reduced from Learning With Errors (LWE) problem.
However, the proposed scheme does not handle the decentralization of attribute authorities. In [34], a CP-
ABE has been proposed, and its security is proved under the Ring-LWE (R-LWE) hardness assumption.
But the protocol relies on trusted authority and is not decentralized. Also, it supports ‘AND’ policy
only. A multi-authority CP-ABE scheme was proposed in [33], which utilizes LWE as the underlying
hardness assumption. The protocol relies on a trusted central authority and does not support monotone
access structure. However, to the best of our knowledge, no fully decentralized CP-ABE protocol without
a trusted authority has been proposed that achieves quantum safety under R-LWE assumption supporting
any monotone access structure.

1.4 Our Contribution

In this paper 1, we propose a decentralized ciphertext-policy attribute-based encryption (DCP-ABE)
scheme which achieves the following features:

• It is the first DCP-ABE scheme constructed under Ring-LWE assumption (R-LWE), which is
quantum-safe in selectve-ID model. It is also more efficient than the LWE-based schemes due
to the algebraic structure of R-LWE.

• The protocol supports any monotone access policy (both AND and OR) that can be expressed
as a Linear Secret Sharing Scheme (LSSS). We have shown that the proposed protocol achieves
correctness. Through Theorem 2, we have demonstrated that the protocol is secure.

1.5 Roadmap

The preliminaries and security definition are introduced in Section 2. Our proposed DCP-ABE scheme
is proposed in Section 3. Section 4 includes the security and efficiency analyses. Finally, the conclusion
is drawn in Section 5.

2 Preliminaries

2.1 Lattices

A lattice is a set of points in m-dimensional space with a periodic structure, which can be described
formally as follows.

Definition 1. Given n linearly independent vectors b1, · · · ,bn ∈ Rm, the lattice generated by them is
defined as

L (b1 · · ·bn) =

{ n

∑
i=1

xibi | xi ∈ Z,1≤ i≤ n
}

where b1, · · · ,bn is the basis of the lattice.

1A preliminary version of this paper was published at IEEE TrustCom 2016. This is the full version. System Model, Figure 1
and 2, Decryption Correctness and Proof of Theorem 2 are newly added.
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An m-dimensional lattice L is both:

1. an additive subgroup: 0 ∈L , and x,x+y ∈L for every x,y ∈L ; and

2. discrete: every x ∈L has a neighborhood in Rm in which x is the only lattice point.

The minimum distance of a lattice L is the length of a shortest nonzero lattice vector: λ1(L :=
minv∈L \{0} ‖v‖ (where, ‖ ·‖ denotes the Euclidean norm). More generally, the i-th successive minimum
λi(L ) is the smallest r such that L has i linearly independent vectors of norm at most r.

2.2 Computational Problems

We now define some of the computational problems on lattices that have been most useful in cryptogra-
phy.

Definition 2 (Shortest Vector Problem (SVP)[27]). Given an arbitrary basis B of some lattice L =
L (B), find a shortest nonzero lattice vector, i.e., a v ∈L for which ‖v‖= λ1(L ).

Approximation problems are important for cryptographic primitives, which are parameterized by
an approximation factor γ ≥ 1 that is typically taken to be a function of the lattice dimension m, i.e.,
γ = γ(m). The approximation version of SV P is as follows:

Definition 3 (Approximate SVP (SV Pγ )[27]). Given a basis B of an m-dimensional lattice L = L (B),
find a nonzero vector v ∈L for which ‖v‖ ≤ γ(m) ·λ1(L ).

The standard worst-case approximation problem GapSVPγ is the decision version of SV Pγ , which is
defined as follows.

Definition 4 (GapSVPγ [13]). An input to GapSVPγ is a pair (B,d) where B is an m-dimensional lattice
basis and d > 0. It is a Yes instance if λ1(L (B))≤ d, and a No instance if λ1(L (B))> γ(m) ·d, where
λ1(L (B)) is the minimum distance of a lattice L (B), and γ(m) is the approximation factor.

The Learning With Errors (LWE) problem is parameterized by positive integers n and q, and an error
distribution χ over Z, where χ is usually taken to be a discrete Gaussian of width αq for some α < 1,
which is often called the relative “error rate”.

Definition 5 (LWE distribution[27]). For a vector s ∈ Zn
q called the secret, the LWE distribution As,χ

over Zn
q×Zq is sampled by choosing a ∈ Zn

q uniformly at random, choosing e← χ , and outputting
(a,b = 〈s,a〉+ e mod q).

It was shown in [26] that for certain q and error distributions, LWE is at least as hard as solving
GapSV Pγ in the worst case.

Now, we move on to define R-LWE problem. Let f (x)= xn+1∈Z[x], where the security parameter n
is a power of 2, making f (x) irreducible over the rationals, and let R =Z[x]/〈 f (x)〉 be the ring of integer
polynomials modulo f (x). Let q = 1 mod 2n be a sufficiently large public prime modulus (bounded by a
polynomial in n), and Rq = R/qR = Zq[x]/ 〈 f (x)〉 be the ring of integer polynomials modulo both f (x)
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and q. Elements of Rq may be represented by polynomials of degree less than n, whose coefficients are
in Zq.

In [20], R-LWE problem has been informally described as follows. Let s∈ Rq be a uniformly random
ring element (secret). Define two distributions over Rq×Rq as follows. (1) (a,b = a · s+ e) ∈ Rq×
Rq, where a← Rq is uniformly random, and e is some small random error term chosen from a certain
distribution over R. (2) (a,c), where a,c← Rq is uniformly random. Then the two distributions described
above are indistinguishable. A more formal definition of the decisional version of R-LWE problem can
be obtained as follows.

Definition 6 (Decision R-LWE (Adapted from [20, 21])). Given a distribution χ over Rq that depends
on security parameter n, the Decision R-LWE problem instance consists of access to an unspecified
challenge oracle O , either a noisy pseudo-random sampler Os for random secret key s ∈ Rq; or, a truly
random sampler O$. The Decision R-LWE problem is to distinguish the sampling between Os and O$,
which perform respectively as follows:

Os : outputs noisy pseudo-random samples of the form (a,b) = (a,a · s+e) ∈ Rq×Rq. The element s is
drawn uniformly random from Rq, where s← Rq and it is fixed for all samples. For each sample,
the element a is drawn uniformly random from Rq, where a← Rq and the element e is a small error
term generated with a distribution χ , where e← χ .

O$ : outputs truly random samples (a,b) ∈ Rq×Rq, drawn independently and uniformly random in the
entire domain Rq×Rq.

The Decision R-LWE problem allows repeated queries to be sent to the challenge oracle O . The algo-
rithm adversary A decides the Decision R-LWE problem if

| Pr[A Os = 1]−Pr[A O$ = 1] |

is non-negligible for a random s ∈ Rq .

Authors in [20] discussed the hardness of the R-LWE problem under the worst case assumptions on
ideal lattices in the rings of integer polynomials, where an ideal lattice is simply a lattice corresponding
to an ideal in R under some fixed choice of geometric embedding. Their R-LWE definition requires the
secret s and noisy product b to be in R∨q := R∨/qR∨, where R∨ is a certain fractional ideal that is dual to
R, and is related by a certain “tweak” factor t, where tR∨ = R. However, the author in [27] argued that
these two forms of the problem are entirely equivalent in terms of computation, applications and analysis

Theorem 1 ([20]). Suppose that it is hard for polynomialtime quantum algorithms to approximate the
shortest vector problem in the worst case on ideal lattices in R to within a fixed poly(n) factor. Then any
poly(n) number of samples drawn from the R-LWE distribution are pseudorandom to any polynomial
time (even quantum) attacker.

In [10], authors show some of the weak instances of R-LWE and construct an explicit family of
number fields for which their attacks are efficient. Later, it was shown in [28] how one should instantiate
R-LWE to avoid the attacks on R-LWE. We assume that the parameters in our protocol are chosen
accordingly.
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2.3 Access Structure and Linear Secret Sharing (LSSS)

Definition 7 (Access Structure [4]). Let {P1, . . . ,Pn} be a set of parties. A collection A ⊆ 2{P1,...,Pn} is
monotone if ∀B,C: if B ∈ A and B⊆C, then C ∈ A. An access structure (respectively, monotone access
structure) is a collection (respectively, monotone collection) A of non-empty subsets of {P1, . . . ,Pn}, i.e.,
A ⊆ 2{P1,...,Pn} \ {}. The sets in A are called the authorized sets, and the sets not in A are called the
unauthorized sets.

In our setting, attributes will play the role of parties and we will only consider monotone access
structures.

Definition 8 (LSSS [6]). An LSSS Π over a set of parties {P1, . . . ,Pn} consists of an index map ρ and a
share generating matrix L ∈ Zl×θ

q with l rows and θ columns, where l is the number of shares specified
by Π, and θ depends on the structure of Π. For all h = 1, . . . , l, the function ρ maps the h-th row of L
to its corresponding party. The matrix L maps an input θ -vector v = (s,r2, . . . ,rθ ), where s ∈ Zq is the
secret to be shared, and r2, . . . ,rθ ∈ Zq are random, into an output l-vector Lv = (s1, . . . ,sl) containing
the shares of the secret s according to Π. The share sh = (Lv)h is assigned to party ρ(h).

Given that Π is an LSSS for access structure A, then the following holds as the linear reconstruction
property. Let S ∈A be any authorized set, and let I ⊂ {1,2, . . . , l} be defined as I = {h : ρ(h)∈ S}. Then,
there exists constants {ωh ∈ Zq} for h ∈ I, such that, if the {δh = (Lv)h} are valid shares of any secret
s according to Π, then ∑h∈I δhωh = s. Furthermore, these constants ωh can be found in polynomial time
in the size of share-generating matrix L [4]. For any unauthorized set, no such constants exists. In this
paper, the LSSS matrix (L,ρ) will be used to express an access structure associated to a ciphertext.

2.4 Decentralized CP-ABE

A decentralized Ciphertext-Policy Attribute-Based Encryption [18] system is comprised of the following
five algorithms:

Global Setup(n)→ GP: The global setup algorithm takes in the security parameter n and outputs
global parameters GP for the system.

Authority Setup(GP)→ (SK,PK): Each authority runs the authority setup algorithm with GP as input
to produce its own secret key and public key pair, (SK,PK).

Encrypt(M,(L,ρ),GP,{PK})→CT : The encryption algorithm takes in a message M, an access matrix
(L,ρ), the set of public keys for relevant authorities, and the global parameters. It outputs a
ciphertext CT .

KeyGen(GID,GP, i,SK)→ Ki,GID: The key generation algorithm takes in an identity GID, the global
parameters, an attribute i belonging to some authority, and the secret key SK for this authority. It
produces a key Ki,GID for this attribute, identity pair.

Decrypt(CT,GP,{Ki,GID})→M: The decryption algorithm takes in the global parameters, the cipher-
text, and a collection of keys corresponding to attribute, identity pairs all with the same fixed
identity GID. It outputs either the message M when the collection of attributes i satisfies the
access matrix corresponding to the ciphertext. Otherwise, decryption fails.
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2.5 Security Definition

Our definition of security for decentralized CP-ABE systems uses the following chosen-plaintext selective-
set game between a challenger and an attacker adapted from [15]. We assume that adversaries can corrupt
authorities only statically, but key queries are made adaptively as used in [9, 18, 30]. We assume each
attribute is assigned to one authority (though each authority may control multiple attributes). If multiple
authorities choose the same string attribute, these will still correspond to distinct attributes in the system.

Setup: The global setup algorithm is run. The adversary A declares a set of attributes η , one for each
authority, that he wishes to be challenged upon. He must also provide a list of corrupt authorities.
The challenger runs the authority setup algorithm for the non-corrupt and gives the public keys to
A .

Phase 1: A is allowed to make key queries by submitting pairs (i,GID) to the challenger, where i is
an attribute belonging to a non-corrupt authority and GID is an identity. The challenger responds
by giving the attacker the corresponding key, {Ki,GID}.

Challenge: A submits two equal length message M0, M1, and an access matrix (L,ρ). The access
matrix must satisfy the following constraint. We let V denote the subset of rows of A labeled by
attributes controlled by corrupt authorities. For each identity GID, we let VGID denote the subset
of rows of L labeled by attributes i for which the attacker has queried (i,GID). For each GID, we
require that the subspace spanned by V ∪VGID must not include (1,0, . . . ,0). (In other words, the
attacker cannot ask for a set of keys that allow decryption, in combination with any keys that can
obtained from corrupt authorities.) The challenger flips a random coin b, and encrypts Mb with η .
The ciphertext is passed to A .

Phase 2: Phase 1 is repeated.

Guess: A outputs a guess b′ of b.

The advantage of an adversary A in this game is defined as Adv(A ) =| Pr(b = b′)−1/2 |.

Definition 9. A DCP-ABE system under decision R-LWE assumption (DCP-ABER−LWE) is secure against
static corruption of authorities if attackers have at most a negligible advantage in the above security
game.

Remark: To construct a DCP-ABE system from R-LWE, two major requirements are needed to
be satisfied. First, the system should be collusion resistant, whereby collusion of multiple users whose
individual attributes are insufficient to satisfy the access policy should not be able to pool their attributes
to form a valid secret key allowing to recover the original message. To make our scheme collusion
resistant, we use the private key randomization technique as discussed in [32]. Each user’s private key,
associated with a set of attributes, will be blinded with a random element (t ·GID) during the KeyGen
algorithm. This random value, (t ·GID) will be wiped out if they are from the same user during the
Decrypt algorithm. The global identity ties together the various attributes belonging to a specific user so
that they cannot be successfully combined with another user’s attributes in decryption. If two users with
different identities GID and GID′ attempt to collude and combine their keys, then there will be some
terms with different random values involving t and t ′, and these will not cancel with each other, thereby
preventing the recovery of the blinding term that includes the shared secret s. However, encryption
does not utilize the unique GID, and the ability to decrypt is the same with traditional ABE scheme

8
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independent of the GID. Second, the scheme must be able to support the scalability of users [16]. The
increasing numbers of authorized users should not affect the performance of the systems. In the proposed
scheme, the access policy is embedded into the ciphertext, and the user’s private key is associated with
a set of attributes. This subsequently allows to encrypt the message without knowing the actual number
of users. The new users can access the encrypted data if and only if their private key satisfies the access
policy in the encrypted data.

3 Our Decentralized CP-ABE System

In this Section, we first give an overview of the proposed DCP-ABE system model and then construct
our proposed scheme.

3.1 System model

We assume there is a system for medical data. We consider four parties in our system: N number of At-
tribute Authorities, Data Storage server, Data Owner, and Data User. An attribute authority is an entity
responsible for supervising medical data storage and access mechanism. It could be any health infor-
mation entity or other national-level organization. The server stores encrypted medical data designed to
support CP-ABE scheme. A data owner could be a patient who owns the medical data. A data owner
should be able to manage, control, and share her medical data with a variety of legitimate data users. A
data user could be any person or entity who has access rights to patient’s medical data. Data users, such
as medical practitioners and researchers, can access data owner’s medical data for professional purposes.
The system is illustrated in Figure 2.

Data Owner Data User Data 
Storage 

……………. 

Attribute Authorities 

Store encrypted 
data 

Access data 

Figure 2: System Model
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3.2 Protocol Contruction

Global Setup(n)→ GP: Given a security parameter n (where n is a power of 2), a sufficiently large
prime modulus q= 1 mod 2n and a small positive integer p is chosen. Let f (x)= xn+1∈Z[x],R=
Z[x]/〈 f (x)〉 and Rq = Zq[x]/〈 f (x)〉. Let χ ⊂ Rq be an error distribution. A uniformly random
a ∈ Rq is also chosen. The global public parameters, GP, are a, p,Rq,χ .

Authority Setup(GP)→ (SK,PK): For each attribute i belonging to the authority, the authority does
the following. Randomly selects βi ← Rq, chooses a small noise term e← χ , computes zi =
aβi+ pe ∈ Rq. Then, for each attribute select a pair of uniformly random (yi,y−1

i ) ∈ Rq, where y−1
i

is the inverse of yi in Rq, and a small noise term ei ∈ χ . Compute αi = yi + pei ∈ Rq. Finally, it
publishes PK = {zi,αi} as its publis key. It keeps SK = {βi,yi} as its secret key.

Encrypt(M,(L,ρ),GP,{PK})→CT : The encryption algorithm takes in a message M, an l×θ access
matrix L with ρ mapping its rows to attributes, the set of public keys for relevant authorities, and
the global parameters. It generates a vector v = (s,r2, . . . ,rθ ), where s ∈ Rq is the secret to be
shared and r2, . . . ,rθ ← Rq are randomly chosen. Then, Lv is the vector of l shares of the secret
according to secret sharing scheme Π over a set of attributes. For each h, it calculates the secret
share δh = Lh× v ∈ Rq, where Lh is the vector corresponding to h-th row of L. Next, it selects a
uniformly random r← Rq and noise terms e′,e′′← χ . The ciphertext, CT , is computed as:

C′h = zρ(h) · r · s+M+ pe′ ∈ Rq

Ch = a ·αρ(h) · r ·δh + pe′′ ∈ Rq

KeyGen(GID,GP, i,SK)→ Ki,GID: The key generation algorithm takes in an identity GID for an at-
tribute i belonging to an authority, the global parameters, and the secret key SK for this authority. It
produces a key Ki,GID for this attribute, identity pair as follows. It selects a pair of freshly random
element and it’s inverse (t, t−1) ∈ Rq, uniformly random noise terms ẽ′, ẽ′′← χ . A user’s private
key Ki,GID is computed as:

K′i = βi · t−1 ·GID−1 + pẽ′ ∈ Rq

Ki = y−1
i · t ·GID+ pẽ′′ ∈ Rq

Decrypt(CT,GP,{Ki,GID})→M: Given the global parameters, the ciphertext, and a collection of keys,
it outputs either the message M when the collection of attributes i satisfies the access matrix cor-
responding to the ciphertext. Let S ∈ A be any authorized set, and let I ⊂ {1,2, . . . , l} be de-
fined as I = {h : ρ(h) ∈ S}. Then, there exists constants {ωh ∈ Zq} for h ∈ I, such that, if the
{δh = (Lv)h} are valid shares of any secret s according to Π, then ∑h∈I δhωh = s. Now, it calcu-
lates M′ =C′h−K′

ρ(h) ∑h∈I Ch ·ωh ·Kρ(h), and outputs M = M′. Otherwise, the decryption fails.
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Correctness: The correctness of the proposed DCP-ABE protocol can be checked as follows.

M′ =C′h−K′
ρ(h) ∑

h∈I
Ch ·ωh ·Kρ(h)

=C′h−K′
ρ(h) ∑

h∈I
(aαρ(h)rδh + pe′′) ·ωh ·Kρ(h)

=C′h−K′
ρ(h) ∑

h∈I
(aαρ(h)rδh ·ωh ·Kρ(h))

− pK′
ρ(h) ∑

h∈I
e′′ ·ωh ·Kρ(h)

=C′h−K′
ρ(h) ∑

h∈I
(arsαρ(h) ·Kρ(h))

− pK′
ρ(h) ∑

h∈I
e′′ ·ωx ·Kρ(h)

=C′h−K′
ρ(h) ∑

h∈I
ars(yρ(h)+ pe) · (y−1

ρ(h) · t ·GID+ pẽ′′)

− pK′
ρ(h) ∑

h∈I
e′′ ·ωx ·Kρ(h)

=C′h−arsKρ(h) ∑
h∈I

tGID+ yρ(h)pẽ′′+ ty−1
ρ(h)GIDpe

+ peẽ′′− pKρ(h) ∑
h∈I

e′′ ·ωh ·Kρ(h)

=C′h−arstGIDKρ(h)−arspKρ(h) ∑
h∈I

(yρ(h)ẽ
′′+ y−1

ρ(h)

GIDe+ eẽ′′)− pKρ(h) ∑
h∈I

e′′ ·ωh ·Kρ(h)

=(zρ(h)rs+M+ pe′)−arstGID(βρ(h)t
−1GID−1 + pẽ′)

−arspKρ(h) ∑
h∈I

(yρ(h)ẽ
′′+ y−1

ρ(h)GIDe+ eẽ′′)

− pKρ(h) ∑
h∈I

e′′ ·ωh ·Kρ(h)

=(aβρ(h)+ pe0)rs+M+ pe′−arsβρ(h)−arstGIDpẽ′

−arspKρ(h) ∑
h∈I

(yρ(h)ẽ
′′+ y−1

ρ(h)GIDe+ eẽ′′)

− pK0 ∑
x∈I

e′′ ·ωx ·Kρ(h)

=pe0rs+M+ pe′−arstGIDpẽ′−arspKρ(h) ∑
h∈I

(yρ(h)ẽ
′′

+ y−1
ρ(h)GIDe+ eẽ′′)− pKρ(h) ∑

h∈I
e′′ ·ωx ·Kρ(h)

=M+ p(e0rs+ e′)− pars(tGIDẽ′+Kρ(h) ∑
h∈I

(yρ(h)ẽ
′′

+ y−1
ρ(h)GIDe+ eẽ′′)− pKρ(h)

′′

∑
h∈I
·ωx ·Kρ(h)

As in lattice-based encryption schemes, the proposed scheme adds noise terms into ciphertext. To ensure
the correctness of the decryption, the overall noise terms (e0,e,e′,e′′, ẽ′, ẽ′′) in the ciphertext must be
small enough compared to the ratio of q to p such that after involving these values with other terms the
resultant values remain small enough during a Fast Fourier Transform (FFT). Under the suitably chosen
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parameter values, the decryptor can compute M′ mod p = M. We leave it to the programmers to measure
the exact values of the parameters while deploying the protocol.

4 Analysis

4.1 Security

The security of the proposed scheme is constructed based on the hardness of the Decision R-LWE prob-
lem. This section shows that the DCP-ABER−LWE scheme is secure under a selective-set model with the
hardness of Decision R-LWE problem as in Definition 6.

Theorem 2. If there exists a Probabilistic Polynomial Time (PPT) algorithm adversary A with an ad-
vantage ε in selective-set model for the DCP-ABER−LWE scheme, then there exists a PPT algorithm
simulator B, that decides the Decision R-LWE problem with advantage ε/2.

Proof: As described in Definition 6, the Decision R-LWE problem instance is conditioned as sample
oracle O , that can be either a noisy pseudo-random sampelr Os for some secret s ∈ Rq or a truly random
sampler O$. Then, the simulator B will simulate an attack environment and exploit the adversary A to
decide which oracle it is given. Firstly, B queries O for (d + 1) times and receives fresh R-LWE pairs
(w f ,v f ) ∈ Rq×Rq, where f ∈ {0,1, . . . ,d}. Then, proceeds as follows.

• Initialization The adversary A declares a set of atrributes u from a universe of attribute U , an
access structure A∗ that he wishes to be challenged upon, and announces these to B.

• Setup B runs the Global Setup and Authority Setup algorithms to construct the global parameters
GP and authority public key as follows:

– For each i ∈U , define zi = pw0 ∈ Rq

– Define αi = pwi ∈ Rq if i ∈ A∗; otherwise, define αi = yi + pe ∈ Rq as defined in Section 3.

B returns the public parameters a,{zi,αi}u
i=1 to A .

• Phase 1 A sends private key queries for an attribute paired with GID for all i, where i is an
attribute belonging to a non-corrupt authority and GID is an identity. B runs KeyGen algorithm
of the DCP-ABER−LWE scheme to construct private key Ki,GID as follows.

K′i = βi · t−1 ·GID−1 + pẽ′ ∈ Rq

Ki = y−1
i · t ·GID+ pẽ′′ ∈ Rq

• Challenge A signals that he is ready to accept challenges and sends a challenge message bit,
M ∈ {0,1} to B. B flips a fair binary coin σ and generates challenge ciphertext Mσ encrypted
under the access structure A∗ for u as follows.

– If σ = 0, B randomly chooses (g0,gi) ∈ Rq and sets C′i = pg0 ∈ Rq and Ci = pgi ∈ Rq

– If σ = 1, B defines C′i = pv0 +M ∈ Rq and Ci = pvi ∈ Rq

12
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• Phase 2 The adversary A and the simulator B act exactly as they did in Phase 1.

• Guess The adversary outputs a guess σ ′. The simulator B uses the guess to determine an answer
O ′ to the R-LWE challenge. If (σ ′ = σ), output O ′ = Os. Otherwise, output O ′ = O$.

From the definition of selective-set model, the advantage ε of adversary A is defined as | Pr[σ ′ =
σ ]−1/2 |. Therefore, when the decisional R-LWE oracle O is:

• A noisy pseudo-random Os : A has an advantage ε , then Pr[σ ′ = σ | O = Os] = 1/2+ ε and
Pr[O ′ = O | O = Os] = 1/2+ ε .

• A truly random O$: A has no advantage ε and has no idea regarding the σ , then Pr[σ ′ 6= σ |O =
O$] = 1/2 and Pr[O ′ = O | O = O$] = 1/2

Then, the advantage of simulator B in this selective game model under the decision R-LWE problem
thereby is as follows.

1
2

Pr[O ′ = O | O = Os]+
1
2

Pr[O ′ = O | O = O$]−
1
2

=
1
2
(
1
2
+ ε)+

1
2
(
1
2
)− 1

2

=
ε

2

This concludes the security reduction proving that there exists a PPT algorithm simulator B that
decides the decision R-LWE problem with advantage ε

2 . 2

4.2 Efficiency

The proposed DCP-ABE scheme is constructed based on the hardness of R-LWE problem. The n samples
(a,b) ∈ Zn

q×Zq from the standard LWE distribution is replaced with the single sample (a,b) ∈ Rq×
Rq from the R-LWE distribution, thus reducing the generated public key size by a factor of n. This
subsequently reduces computation time and resulting a smaller ciphertext size.

4.3 Comparison With Previous Work

We compare our proposed protocol with some of the related works. Our work is fully decentralized
where any party can act as an authority by creating a public key and issuing private keys to different
users without requiring to contact with other authorities. Also, it is post-quantum and supports any
monotone access structure without relying on central trusted authority. Although the scheme in [18]
achieves similar properties as our scheme, it is not quantum-safe. Schemes in [34] and [33] are secure
against quantum cryptanalysis. But they rely on trusted central authority and do not support monotone
access structure. We summarize the comparison in Table 1.

5 Conclusion

In this paper, we have proposed a post-quantum decentralized CP-ABE protocol. The protocol is chosen-
plaintext secure in selective-set model under decisional learning with errors over rings (R-LWE) assump-
tion and it supports any monotone access structure. We have shown that the scheme allows any party to
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[18] [33] [34] Our Work
Post-Quantum No Yes Yes Yes

Trusted Authority No Yes Yes No
Hardness Bilinear Group LWE R-LWE R-LWE

Decentralized Yes Yes No Yes
Access Policy ‘AND’, ‘OR’ ‘AND’ ‘AND’ ‘AND’, ‘OR’

Table 1. Comparison with related schemes

become an authority, thus removing any dependency on a trusted centralized authority. As for the future
work, we plan to extend our protocol to an IND-CCA secure post-quantum decentralized CP-ABE that
supports any non-monotone access structure.
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