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Abstract

Lattice-based cryptography is evolving rapidly and is often employed to design cryptographic prim-
itives that hold a great promise to be post-quantum resistant and can be employed in multiple appli-
cation settings such as: e-cash, unique digital signatures, non-interactive lottery and others. In such
application scenarios, a user is often required to prove non-interactively the correct computation of
a pseudo-random function Fk(x) without revealing the secret key k used. Commitment schemes are
also useful in application settings requiring to commit to a chosen but secret value that could be re-
vealed later. In this short paper, we provide our insights on constructing a lattice-based simulatable
verifiable random function (sVRF) using non interactive zero knowledge arguments and dual-mode
commitment schemes and we point out the main challenges that need to be addressed in order to
achieve it.

Keywords: Dual-Mode Commitment Scheme, Lattice-based Cryptography, Non Interactive Zero
Knowledge Arguments, Pseudo Random Functions, Verifiable Random Functions

1 Introduction

Zero-knowledge (ZK) proofs [15] are employed to prove the knowledge of secret information while pre-
serving the provers’ privacy with respect to an NP language. Depending on whether the zero-knowledge
proof is performed interactively or not, we may have interactive or non-interactive protocols; while the
latter are more efficient regarding communication costs.

Pseudo-random functions (PRFs) [11] are a very useful cryptographic primitive that is often em-
ployed in combination with zero-knowledge proofs in multiple application scenarios. Let us consider a
general scenario: a prover P wants to prove to a verifier V the knowledge of a secret ~w and the correct
computation of a PRF F~w on the input x, i.e., F~w(x). A rather important question is:

How may P prove to V the correct evaluation of the PRF F~w(x) without leaking any information
about ~w, just by providing a proof π?

We consider the case where the communication between P and V should be non-interactive, i.e.,
P needs to provide V all the necessary information to verify the correct computations in a single step.

The above stated question can be solved by employing a verifiable random function (VRF) [18]. A
VRF is a PRF with two additional algorithms; one algorithm that is able to generate a proof π of the
correct computation of the PRF F~w(x) as well as a verification algorithm.

Verifiable random functions have a broad range of applications where the verification of a pseudo-
random value is required. For instance, VRFs are employed in non-interactive lottery systems used in
micropayments [19], domain name security extensions (DNSSEC) [10, 22] as well as proof-of-stake
blockchain protocols [13, 8]. For instance, recent papers [13, 8] use VRFs in blockchain consensus pro-
tocols i.e., in order to either define a fair and verifiable lottery in which the winner will publish the next
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block, or as a way to generate a “common and shared random string” which can be seen as an equivalent
of the CRS model.

Although algebraic pseudo-random functions and ZK proofs are well studied primitives, they have
received limited attention in lattice settings; furthermore, to the best of our knowledge, building lattice-
based VRFs is an open problem.

Lattice-based cryptographic primitives [1, 23], mainly rely on the learning with errors (LWE)[24]
and the short integer solution (SIS)[20] problems; they are quite promising for providing post-quantum
resistance guarantees, while also offering simpler arithmetic operations and thus, important efficiency
guarantees.

Designing a lattice-based VRF is a challenging and currently open problem since it requires a non-
interactive proof in the standard model. As a step towards this direction, in this short paper, we provide
our insights on designing a lattice-based simulatable VRF (sVRF), originally introduced by Chase and
Lysyanskaya [6]. Informally, an sVRF is a VRF defined in a public parameter model, such as the com-
mon random string (CRS) model, which implies the existence of honest common parameters on the top
of the standard VRF system. More precisely, besides the usual algorithms in a VRF there is an addi-
tional parameter generation algorithm which takes as input the security parameters and output the public
parametrs pp. Both the input domain and the output range of the sVRF depend on pp. Meanwhile, pp
is included in the inputs for all the algorithms KeyGen, Eval, Prove and Verify. Moreover, except of
the uniqueness and pseudorandomness properties, sVRFs should also satisfy simulatability which is a
novel property making them different from VRFs. Simulatability states that there exists a simulator that
is able to simulate the common parameters such that, corresponding to a verification key, for any x,y, it
is possible to produce a proof π that F(sk,x) = y. The simulated transcription is required to be indis-
tinguishable from the values computed from the parameters that are generated honestly. In this paper,
we describe our insights on constructing an sVRF when relying on Libert et al.’s [15] method to prove
zero-knowledge arguments for lattice-based PRFs. Furthermore, we describe the main challenges that
need to be addressed in order to construct a lattice-based sVRF using this method.

1.1 A Roadmap to Lattice-based sVRFs

Chase and Lysyanskaya [6] provided a general construction of sVRFs from a perfectly binding computa-
tional hiding non-interactive commitment scheme and an unconditionally-sound multi-theorem NIZK for
NP. Their main idea is to use a multi-theorem NIZK to generate the proof for a statement that the public
verification key is a commitment of the secret key and the function value is the correct result on the input
applied to the secret-keyed PRF, i.e., pk= Com(sk;r)∧y = F(sk,x). However, such solution is based on
a general assumption; in order to propose a lattice-based sVRF, we should specify a lattice-based PRF
scheme.

Fortunately, thanks to the very recent significant results of Boneh et al. [4] who proposed a LWE-
based key homomorphic PRFs as well as Libert et al.’s [15] three round zero-knowledge arguments of
correct evaluation for the LWE-based PRF Boneh et al. [4] w.r.t. committed keys and inputs, it is possible
to obtain a non-interactive solution of y = F(sk,x) as the correct evaluation of a PRF for a secret input x
and a committed key sk. These results could be potentially employed in order to construct a lattice-based
sVRF as we explore in this paper.

Libert et al. have significant contributions [15, 14, 16] in the area of designing efficient zero-
knowledge proofs for lattice-related language. For instance, Libert et al. [14] considered how to construct
zero-knowledge arguments of knowledge of a secret matrix X and vectors~s,~e such that for a public vec-
tor~b it holds~b = ~X ·~s+~e mod q. Libert et al. [16] also investigated in the lattice setting how to design
zero-knowledge arguments for the statement that cx, cy and cz are the commitments to the polynomial-
size bit-strings x,y and z which are the binary representations of large integers X ,Y,Z satisfying certain
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Figure 1: A roadmap to lattice-based sVRF. In bold, this paper’s main research focus.

algebraic relations such as Z = X +Y and Z = X ·Y .
In order to obtain zero-knowledge arguments for the correct evaluation of the key-homomorphic PRF

1 proposed by Boneh et al. [4] , Libert et al. [15] presented a useful abstraction of Stern’s protocol [25]
and they modified Boneh et al.’s lattice PRF [4] in order to efficiently prove the correct computation of
the PRF value interactively, while providing zero-knowledge guarantees.

As stated in their paper [15], it is possible to obtain the first non-interactive lattice-based zero-
knowledge protocol by directly applying the Fiat-Shamir transformation [9]. The main issue with this
choice is that the Fiat-Shamir transformation is secure in the Random Oracle Model (ROM) which is
against the original sVRF definition [6].

Thus, our main research objective is to find an appropriate transformation from ZK to NIZK, defined
over lattices, not relying on the ROM. In Figure 1, we depict two different strategies in order to obtain
a lattice-based sVRF: either by directly transforming Libert et al.’s ZK argument or by providing a
different lattice-based ZK PRF proof system and applying a ZK to the NIZK transformation and then the
Chase-Lysyanskaya’s transformation from NIZK to sVRF.

2 Applying Lindell’s Tranformation

In this section, we provide our findings on defining an sVRF based on Libert’s ZK argument [15] and
Lindell’s transformation [17].

The latter [17] can be applied to any sigma-protocol and transform it into a corresponding NIZK
protocol. In contrast to Fiat-Shamir’s transformation [9], Lindell’s transformation does not require the
random oracle model. More precisely, in Lindell’s transformation the zero-knowledge property holds in
the common reference string (CRS) model, while in order to achieve soundness, the used hash function
is modeled as a non-programmable random oracle [21]. In order to adopt Lindell’s transformation an
important requirement is that of a dual-mode commitment scheme.

The main concept of a commitment scheme is that it is possible to secretly fix some message m
that is used in a protocol and in a second phase, open the commitment and therefore prove the correct
knowledge or possession of the specific message m. Designing lattice-based commitment schemes has
already received some attention in the literature [3, 2].

The dual-mode commitment represents the possibility to sample a statement in a language L via a bit
b and use the commitment scheme in a binding way, i.e., a commitment c can be decommitted in a unique
message m, or in a “trapdoor” way, i.e., that with some secret witness ~w, it is possible to decommit c to
any message m′.

Thus, the main property required for a dual-mode commitment scheme is that it is impossible to
distinguish how the bit b is selected and therefore impossible to know if we are decommitting to the
original message or we are using the trapdoor to decommit to an arbitrary message.

A dual-mode commitment scheme represents a specific type of commitment schemes that are equiv-
alently defined by Catalano and Visconti as hybrid commitment schemes [5].

1Namely demonstrating knowledge of a committed secret key~k, a secret input ~J and an output~y satisfying~y = F~k(
~J)
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Figure 2: A roadmap to Lindell’s transformation.

As described in [17], in order to define a dual-mode commitment scheme, Lindell requires a membership-
hard efficient-sampling language defined as follows:

Definition 1 (Membership-hard with Efficient Sampling [17]). Let L be a language. L is membership-
hard with efficient sampling (MHES) if there exists a probabilistic polynomial-time sampler SL such that
for every probabilistic polynomial-time distinguisher D there exists a negligible function µ(·) such that:

|Pr(D(Sx
L(0,1

n),1n) = 1)−Pr(D(SL(1,1n),1n) = 1)| ≤ µ(n)

where SL(b, ·) is a sampler that returns an instance in the language L if b = 0 and an instance not in the
language L if b = 1. Sx

L denotes only the instance without the witness.

In a nutshell, the MHES language L is a language in which it is hard to distinguish if an efficient sam-
pling algorithm SL sampled the statement x in the language L or not: it is hard to decide the membership
of x ∈ L but it is easy to sample x in the language (or not).

In summary, in order to build an sVRF while employing the Lindell’s transformation, the main
building blocks required are depicted in Figure 2.

By assuming the hardness of the inhomogeneous short integer solution (ISIS) problem, if we follow
the idea and structure of the DDH language construction proposed by Lindell [17] in order to define the
language LIS of Eq. (1), the result is unfortunately not MHES for common lattice security parameters.

LIS := {(~A,~B,~u,~v) | ~A,~B ∈ Zp
n×m, ~̃w ∈ {0,1}m,~u = ~A~̃w,~v = ~B~̃w}. (1)

This is the case since whenever we provide a statement not in the language (~A,~B,~u,~v) /∈ LIS, it exists
in fact a statement (~A,~B,~A~̃w′,~A~̃w′) ∈ LIS in the language for some ~̃w′. Thus it cannot be used to define a
dual-mode commitment scheme mainly because the commitment scheme will not be perfectly binding,
which is a necessary condition in order to use Lindell’s transformation.

If we do assume that there exists a hard problem in the format that given ~A ∈ Dom and~y ∈ Rang, it
is hard to find~z ∈ PreD such that ~A~z =~y, then, on the ground of such an assumption, we can define our
language as:

L := {(~A,~B,~A~̃w,~B~̃w) | ~A,~B ∈ Dom, ~̃w ∈ PreD}. (2)

The sampler SL can be defined as: when SL(0,1n) outputs a random tuple (~A,~B,~A~̃w,~B~̃w), and SL(1,1n)
outputs a random tuple (~A,~B,~A~̃w,~B~̃w′) of which ~A~̃w 6= ~A~̃w′ and ~B~̃w 6= ~B~̃w′. It is obvious to conclude that
the language L defined as in Equation 2 is efficient sampling and membership-hard.

2.1 Dual-mode Commitment

In this section, we provide the formal definition of a dual-mode commitment scheme which is introduced
by Lindell [17] and present a dual-mode commitment scheme based on the language L.

Definition 2 (Dual-mode commitment scheme [17]). A dual-mode commitment scheme is a tuple of
probabilistic polynomial-time algorithms (GenCRS, Com, Scom) such that:

• GenCRS(1λ ) : outputs a common reference string, denoted crs,
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• (GenCRS,Com,Decom,ReceiverDecom) : When crs← GenCRS(1λ ) and m ∈ {0,1}λ , the algo-
rithm Comcrs(m;r) with a random r is a non-interactive perfectly-binding commitment scheme
with decommitment algorithm Decom and decommitment verification algorithm ReceiverDe-
com. (We require that ReceiverDecomcrs(Comcrs(m;r),Decomcrs(m;r)) = m except with negligi-
ble probability.)

• (Com,Scom) : For every probabilistic polynomial-time adversary A and every polynomial p(·),
the output of the following two experiments is computationally indistinguishable.

RealCom,A (1λ ) :

1. crs← GenCRS(1λ );~c, ~d← /0

2. For i = 1, . . . , p(λ ) :

(a) mi←A (crs,~c, ~d)

(b) ci =Comcrs(mi;ri) for ri ∈ {0,1}poly(λ )

(c) di = Decomcrs(mi;ri)

(d) Set~c = c1, . . . ,ci and ~d = d1, . . . ,di

3. Output A (crs,m1, . . . ,mp(λ ),~c, ~d)

SimulationScom(1
λ ) :

1. crs←Scom(1λ );~c, ~d← /0

2. For i = 1, . . . , p(λ ) :

(a) ci←Scom

(b) mi←A (crs,~c, ~d)

(c) di←Scom(mi)

(d) Set~c = c1, . . . ,ci and ~d = d1, . . . ,di

3. Output A (crs,m1, . . . ,mp(λ ),~c, ~d)

Below we describe an instantiation of a dual-mode commitment scheme.

Protocol 1 (Instantiation of Dual-Mode Commitment).

• Regular CRS generation: ~A,~B←Dom, ~̃w1, ~̃w2←R PreD, and compute ~w1 =~A~̃w1 and ~w2 =~B~̃w2.
The CRS is (~A,~B,~w1,~w2).

• Alternative CRS generation (equivocal): As above, except of the fact that we also choose a
single ~̃w←R PreD and compute ~w1 = ~A~̃w and ~w2 = ~B~̃w.

• Commitment: To commit to a bit e ∈ {0,1}, choose a random ~z←R PreD and compute ~y1 =
~A~z− e~w1,~y2 = ~B~z− e~w2. The commitment is c = (~y1,~y2).

• Decommitment: To decommit to c = (~y1,~y2), provide (e,~z).

• Receiver decommitment: The receiver outputs e if ~A~z =~y1+e~w1 and ~B~z =~y2+e~w2. Otherwise,
it outputs ⊥.

• Simulator Scom:

1. Run the sampler SL for the language L as equation (2) with input (0,1λ ): i.e.,

(~A,~B,~A~̃w,~B~̃w, ~̃w)← SL(0,1λ )

and set the CRS as (~A,~B,~A~̃w,~B~̃w). Then, Scom randomly samples ~̃y←R PreD and computes
~y1 = ~A~̃y and~y2 = ~B~̃y. Set c = (~y1,~y2).

2. For a bit e ∈ {0,1}, Scom computes~z = ~̃y+ e~̃w, and outputs the decommitment (e,~z).
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2.2 A Non-Interactive Zero-Knowledge Argument for a Lattice-Based PRF

In this subsection, we provide a non-interactive zero-knowledge argument for the correct evaluation
of the lattice-based PRF proposed by Boneh et al. [4]. We construct non-interactive zero-knowledge
arguments of knowledge of a committed seed~k, a secret input ~J and an output ~y satisfying ~y = F~k(~J).
We describe such arguments for the key-homomorphic PRF of Boneh et al. [4] and the PRF obtained by
applying the Goldreich-Goldwasser-Micali (GGM) [11] paradigm.

Recently, Libert et al. [15] have proposed zero-knowledge arguments for statements for which the
given value ~y = b∏L

i=1
~P~J[L+1−i] ·~kcp ∈ Zm

p is the correct evaluation for a committed seed~k ∈ Zm
p and a

secret input ~J[1] . . . ~J[L]∈ {0,1}L, where ~P0,~P1 ∈ {0,1}m×m are public binary matrices, without revealing
neither ~k nor ~J[1] . . . ~J[L]. More precisely, they have used Stern’s protocol [25], which is adapted to
handle correlated witnesses across relations modulo distinct integers.

An added ingredient to our recipe is Lindell’s transformation [17]: a Fiat-Shamir type transforma-
tion from sigma protocols to non-interactive zero knowledge argument; which employs a commitment
scheme in the CRS model with the property that it is perfectly binding given the correctly constructed
CRS, but it is equivocal to a simulator who generates the CRS in an alternative but indistinguishable way.
In other words, the simulator can generate the CRS so that it looks like a real one, but a commitment
can be decommitted to any value. In order to use Lindell’s transformation in our context, a lattice based
dual-mode commitment scheme is necessary.

In our Protocol 1, we show a concrete instantiation of a dual-mode commitment scheme. Following
this, we can apply Lindell’s transformation [17] on Libert’s abstract sigma-protocol [15]. In Libert’s
paper [15], there is the precise translation from the Boneh’s PRF [4] to the abstract protocol’s hypoth-
esis which are extracted and summarized in Section 3. To avoid heavy notation, we will use just the
general and abstract construction since the specific instantiation for the PRF is proved to be correct and
implementable by Libert et al. [15].

Definition 3 (The abstract statement [15]). Let ni,di ≥ ni be positive integers. Let d = ∑
N
i=1 di. Sup-

pose VALID ⊆ {−1,0,1}d and S a finite set such that for any φ ∈S it is possible to associate to a
permutation Γφ of d elements such that:{

~w ∈ VALID ⇐⇒ Γφ (~w) ∈ VALID
If ~w ∈ VALID ∧φ uniform in S =⇒ Γφ (~w) uniform in VALID

Let us consider public matrices ~M := {~Mi ∈ Zqi
n×di}i∈[1..N] and vectors ~u := ~ui ∈ Zni

qi
, the prover argues

in zero-knowledge the possession of integer vectors ~w := {~w ∈ {−1,0,1}di}i∈[1..N] such that:{
~w = (~w1‖~w2‖ . . .‖ ~wN) ∈ VALID
∀ i ∈ [1..N] . ~Mi · ~wi = ~ui (mod qi)

The described tuple (~M,~u) defines a statement of which ~w is the witness.

The protocol makes use of a statistically hiding and computationally binding string commitment
scheme such as the SIS-based commitment of [12]. Libert et al. have also shown that by assuming
the commitment scheme (Com,Decom) to be a statistically hiding and computationally binding string
commitment, then their protocol is a zero-knowledge argument of knowledge for the given statement
with perfect completeness and soundness error 2/3. Based on the three round interaction protocol in [15]
and Lindell’s transformation [17], by employing our lattice-based dual commitment scheme instantiated
in Protocol 1, a non-interactive zero-knowledge argument for the correct evaluation of Boneh et al.’s
lattice-based pseudo-random function [4] is yielded as follows:
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Protocol 2. Let Com be a statistically hiding and computationally binding string commitment scheme,
for example the SIS-based commitment defined in [12]. Let (DRegularCRS,DCom,DReceiverDecom,DDecom)
be our lattice-based dual-mode commitment scheme of Protocol 1 and let Hk : {0,1}∗→{1,2,3} a keyed
hash function.

Our NIZK argument protocol (GenCRS,Prove,Verify) for the correct evaluation of Boneh et al.’s
lattice-based PRF [4] is defined as the following three algorithms:

• Inputs: Let ~M = {~Mi ∈ Zqi
ni×di}i∈[N] be a set of matrices, for all i ∈ [1, . . . ,N], let ~wi ∈ {−1,0,1}di

and ~w = ‖N
i=1~wi ∈ VALID.

Let ~ui := ~Mi · ~wi (mod qi) and define~u = ‖N
i=1~ui.

The common input consists of ~M = {~Mi}i∈[N] and ~u = {~ui}i∈[N], while the prover’s secret input
(witness) is ~w = ~w1‖· · ·‖ ~wN .

• GenCRS: The CRS consists of the regular CRS ρ of our dual-mode commitment scheme, Proto-
col 1, and a key s for the hash function H.

• Prove: Takes as input the statement (~M,~u), the witness ~w and the CRS ρ . The algorithm computes
three different commitments C1,C2,C3 using the standard commitment scheme.
Afterwards, these commitments are then committed using the dual-mode commitment scheme and
the commitment c is computed and the decommit (a,τ) used for the decommitment. As a final step,
depending on the hash of the statement and the commit c, we provide b.

The algorithm outputs the statement (~M,~u), the commit c, the decommit information (a,τ) and b.
We can see (c,a,τ,b) as the proof for (~M,~u).

Algorithm 1 describe it in details.

• Verify: Takes as input the statement (~M,~u), the commit c, the decommit information a,τ and b.
Initially, the algorithm decommits c of the dual-mode commitment using (a,τ) in order to obtain
a = (C1,C2,C3). Depending on the digest of the hash of the statement and c, a different check is
made on Ci and b.

The output is 1 if all the checks hold, 0 otherwise.

Algorithm 2 describes the Verify algorithm in details.

3 Translation of Boneh’s PRF

For completeness of the paper, we provide the specific instantiation of Boneh’s lattice-based PRF [4]
used in our Protocol 2, which is described and explained in details in Libert et al. [15].

For any t positive integer, define the following:

• St : the set of all t-elements permutations.

• B2
t : the set of vectors in {0,1}2t with Hamming weight t.

• B3
t : the set of vectors in {−1,0,1}3t with exactly t elements equal to−1, t elements equal to 0 and

t elements equal to 1.

Let Expand be the function that for every bit c and for all vectors~v ∈ Zt , it is defined as:

Expand(c,~v) :=
(
(1− c) ·~v

c ·~v

)
∈ Z2t
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Algorithm 1 Prover P: Prove((~M,~u),~w,ρ)

1. – Sample ~φ←RS, for i ∈ 1, . . . ,N sample~ri←RZdi
qi

and define~r = ‖N
i=1~ri as the concatenation of

~ris and~v = ~w�~r as vi = wi + ri (mod qi) for all i ∈ {1, . . . ,N}.
– Sample ρ1,ρ2,ρ3 and compute

C1 = Com(~φ ,
{
~M ·~ri (mod qi)

}N

i=1
;ρ1) C2 = Com(~Γφ (~r);ρ2)

C3 = Com(~Γφ (~v);ρ3)

2. Define a = (C1,C2,C3)

3. Compute c = DComρ(a;τ) and DDecomρ(a;τ) = (a,τ), where DComρ(a;τ) is our dual-mode
commitment to a using randomness τ and CRS ρ , and (a,τ) is its corresponding decommitment;

4. Compute e = Hs((~M,~u),c)

5. Define b to be

b =


(~Γφ (~w), ~Γφ (~r),ρ2,ρ3) when e = 1
(~φ ,~v,ρ1,ρ3) when e = 2
(~φ ,~r,ρ1,ρ2) when e = 3

Output: π = ((~M,~u),c,a,τ,b)

Algorithm 2 Verifier V : Verify((~M,~u),c,d,b)

1. Compute a = DReceiverDecom(c,(a,τ)). If a =⊥, output 0.

2. Compute e = Hs((~M,~u),c)

3. Compute and verify

(a) If e = 1, let b = (~t,~s,ρ2,ρ3). Check that t ∈ VALID, C2 = Com(s;ρ2) and
C3 = Com(t � s;ρ3).

(b) If e = 2, let b = (~π,~x,ρ1,ρ3), parse~x = (~x1‖· · ·‖~xN),~xi ∈ Zdi
qi

, check that
C2 = Com(~π,{~Mi ·~xi−~ui (mod qi)}N

i=1;ρ1) and C3 = Com(~Γπ(~x);ρ3).
(c) If e = 3, let b = (~ψ,~y,ρ1,ρ2). parse~y = (~y1‖· · ·‖~yN),~yi ∈ Zdi

qi
and check that

C1 = Com(~ψ,{~Mi ·~yi (mod qi)}N
i=1;ρ1) and C2 = Com( ~Γψ(~y);ρ2).

4. If the verification fails, output 0. Otherwise output 1.

Let Tc,π be defined for every bit c, for all vectors ~v :=
(
~v0
~v1

)
∈ Z2t where ~v0,~v1 ∈ Zt and for all

permutation π ∈ St , as

Tc,π(~v) :=
(

π(~vc)
π(~v1−c)

)
For any B ∈ Z,B > 0, let us consider a specific way to represent integers, similar to the binary

representation of B: define δB := blog2 Bc+ 1 and the sequence {B j} j∈[1..δB] with B j :=
⌊

B+2 j−1

2 j

⌋
for
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every j ∈ [1..δB]. For every integer v ∈ [0..B], define idecB(v) := (v(1),v(2), . . . ,v(δB)) ∈ {0,1}
δB such that

∑ j∈[1..δB] B jv( j) = v.
Let σ(x) be the standard sign function and define

vdec′t,B : [−B,B]t →{−1,0,1}tδB

(w1, . . . ,wt) 7→ (σ(w1) · idecB(w1), . . . ,σ(wt) · idecB(wt))

and vdect,B : [0,B]t →{0,1}tδB as vdec′ on the smaller domain [0,B]t .
In order to close the change-representation function, let us define the matrix:

Ht,B =


B1 . . . BδB

B1 . . . BδB
. . .

B1 . . . BδB

 ∈ Zt×tδB

while, for all~v ∈ [−B,B]t , it holds Ht,B ·vdec′t,B(~v) =~v
Next, let us consider specific maps that map a vector inside either B2

t or B3
t : for all ~v ∈ {0,1}t ,

define TwoExt(~v) := (~v‖~0t−n0‖~1t−n1) ∈ B2
t where n j is the number of coordinates in ~v equal to j. For

all ~v ∈ {−1,0,1}t , define ThreeExt(~v) := (~v‖~0t−n0‖~1t−n1‖( ~−1)t−n−1) ∈ B3
t where n j is the number of

coordinates in~v equal to j.
Similarly, for any B ∈ Z,B > 0, let us consider the matrices:

Ĥt,B :=
[

Ht,B 0t×tδB
]

H̃t,B :=
[

Ht,B 0t×2tδB
]

that just extend the specific identity property of Ht,B with respect to the image of TwoExt and ThreeExt
respectively.

The next step is to transform Boneh’s PRF [4]. Let us consider public binary matrices P0,P1 ∈
{0,1}m×m, a committed seed~k ∈ Zm

q and a secret bitstring (J1, . . . ,JL) ∈ {0,1}L and define the matrix

P :=
[

P0 · Ĥm,q−1 P1 · Ĥm,q−1
]
∈ Zm×4m

q

Let us consider public matrices D0 ∈ Zn×m0
q1

,D1 ∈ Zn×m
q1

for some modulus q1, for some integer m0
and m = mδq−1. Let~r ∈ [−β ,β ]m0 be a discrete Gaussian vector with small β and define the vector

~̃r := ThreeExt(vdec′m0,β
(r)) ∈ B3

m0δβ

Define ~x0 =~k, for each i ∈ [1,L], compute ~xi = PJi ~xi−1 (mod q) and ~y = b~xLcp. For all i ∈ [1,L],

define the vectors ~̂xi := TwoExt(vdecm,q−1(~xi)) ∈ B2
m and ~si−1 := Expand(Ji, ~̂xi−1) ∈ B2

2m.

Let ẑ ∈ B2
m. Let ~w1 := (~̃r‖~̂x0), ~M1 = [ D0 · H̃m0,β D1 ~0n×m ] and ~u1 = ~M1 · ~w1 (mod q1).

Let ~w2 := (~s0‖~̂x1‖~s1‖~̂x2‖. . .‖ ~sL−1‖~̂xL), ~u2 =~0 and

~M2 =

P −Ĥm,q−1
. . . . . .

P −Ĥm,q−1


Let ~w3 := (~̂xL‖~z), ~M3 := [ (p · Ĥm,q−1) Ĥm,q−1 ] and ~u3 := q ·~y.
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Let us define d1 = 3m0δβ + 2m, d2 = 6Lm and d3 = 4m as the dimensions of ~w1, ~w2 and ~w3. Let
q2 = q, q3 = pq and d = d1 +d2 +d3.

It holds ~Mi · ~wi = ~ui (mod qi) for i ∈ {1,2,3} and ~w = (~w1‖~w2‖~w3) ∈ {−1,0,1}d of the form

~w = (~̃r‖~̂x0‖~s0‖~̂x1‖~s1‖~̂x2‖. . .‖ ~sL−1‖~̂xL‖~̂xL‖~z)

Let us define the set VALID as the set of ~w such that:

• ~̃r ∈ B3
m0δβ

and ~̂x0, . . . , ~̂xL,~z ∈ B2
m

• for all i ∈ [1,L], ~si−1 = Expand(Ji, ~̂xi−1) for some Ji ∈ {0,1}

Let us define S := S3m0δβ
×(S2m)

L+2×{0,1}L.
For every element π = (πr,π0,π1, . . . ,πL,πz,b1, . . . ,bL) ∈ S, let Γπ be the permutation of the vector
~w ∈ Zd defined as

Γπ(~w) := (πr(~̃r)‖π0(~̂x0)‖Tb1,π0(~s0)‖π1(~̂x1)‖Tb2,π1(~s1)‖

‖π2(~̂x2)‖. . .‖TbL,πL−1( ~sL−1)‖πL(~̂xL)‖πL(~̂xL)‖πL(~z))

4 Challenges and Future Directions

In this section we will briefly discuss and collect our conjectures and/or our future research directions by
dividing them into into two major classes: a first class of questions related to transformations from ZK
to NIZK and a second class of challenges regarding lattice languages.

4.1 ZK Transformations

Choosing Lindell’s transformation is not optimal for the final goal of constructing an sVRF since the
transformation is defined in the non-programmable ROM.

Ciampi et al. [7] modified and improved Lindell’s transformation: the transformation does not require
the non-programmable random oracle nor a perfectly binding commitment scheme at the cost of a more
specific language. By using Ciampi et al.’s transformation, it might be possible to obtain a ZK to NIZK
transformation not based on the ROM.

Challenge 1. Is it possible to use Ciampi et al. transformation in our sVRF construction-idea? The main
challenge of this approach is to check if any lattice-based language can be defined in order to fulfil the
transformation hypothesis and requirement.

With the same spirit, we find an additional challenge of more general interest: a ZK to NIZK trans-
formation that is not defined in the random oracle model (or any similar ones). Therefore, we state as a
general challenge for future investigation:

Challenge 2. Are there any other transformations in the literature that can be used for our construction-
idea? Are they efficient? How do they compare among themselves or with respect to the Fiat-Shamir’s
transformation?
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4.2 Lattice Languages

When considering the Lindell’s transformation, the language LIS is ill-defined and therefore cannot be
used in order to build a dual-mode commitment scheme. Furthermore, the language challenge of defining
a membership-hard language can be seen as of perpendicular interest.

Challenge 3. Is there a way to define a lattice-based membership-hard efficient sampling language L
that can be used to define a dual-mode commitment scheme?

Generally speaking and quite informally, the main obstacle is finding “good”-languages that have a
“unique-witness”. This means that it would be incredibly useful to find a lattice-language L in which the
witness of a statement x ∈ L is unique. Solving this problem will open new directions in lattice-based
cryptography.

Challenge 4. Find a lattice-based language L in which every statement x ∈ L has a unique witness w.

As a different but related problem, if we consider a different ZK PRF proof system, the ZK lan-
guage used for our construction-idea requires an additional property in order to be used by the Chase-
Lysyanskaya’s transformation. The ZK system has to be able to prove the correct computation of the PRF
and the correctness of an additional commitment. It has to be defined over lattices and, after transform-
ing it with the best ZK to NIZK transformation possible, the obtained NIZK has to be multi-theorem.

Challenge 5. Given the best ZK transformation, find a ZK PRF argument/proof system that can be used
for the Chase-Lysyanskaya’s transformation.
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