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Abstract

The Internet of Things (IoT) refers to a network concept that extends its clients to any item for in-
formation exchange and communication. Blockchain is a new application paradigm of distributed
data storage, point-to-point transmission, consensus mechanism, asymmetric encryption, intelligent
contract and other computer technologies. Blockchain technology for IoT has been a hot topic in
academia and industry. This paper mainly summarizes the main existing research results of the
challenges faced by IoT, the technical characteristics of blockchain, the advantages of applying
blockchain technology in IoT, security challenges (key management, intrusion detection, access con-
trol, privacy protection) and the technology to deal with them. Finally, the prospect of this industry
would be summarized and discussed. On the basis of this study, we hope to put forward suggestions
and provide references for future research orientation.
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1 Introduction

The IoT realizes the digitization of the real world. And it has a wide range of applications, mainly in-
cluding the following fields: transportation and logistics, industrial manufacturing, health and healthcare,
intelligent environment (home, office and factory), personal and social fields, etc. IoT, with a very broad
market and application prospect, also has attracted a lot of attention from the academic circle [24,33,77].
In particular, the rapid development of the IoT will promote the progress of smart cities [95]. Blockchain
is the underlying technology behind the cryptocurrency such as bitcoin, since the advent of blockchain
technology [71] has attracted worldwide academic attention and research due to its unique technical
characteristics. However, to this day, blockchain technology is primarily used for the transaction of the
bitcoin in the world, and there are few other application fields except for that [1]. Most scholars only
focus on theoretical research of blockchain technology. In the development plan of our country, we also
attach great importance to the research on blockchain technology. In particular, the famous “Beihang
chain”, established by the team led by professor Cai from Beihang University, is the world leading-edge
research in relevant fields.

However, the accumulation of data from IoT devices poses significant challenges for abundant data
storage [61], network latency [99], user query, the finding of appropriate services [63], etc. Blockchain
technology, with its functions of authentication, auditability and accountability, is a very promising net-
work integration technology. Blockchain technology has the key characteristics of decentralization,
traceability, anonymity and auditability [119]. One of the technological advantages of blockchain is
that it can work in a distributed environment, which is attributable to the combination of three theories
(Byzantine fault tolerance, free money theory, and information asymmetry theory) and five technologies
(P2P network technology, timestamp, asymmetric encryption, intelligent contracts, and database tech-
nology). Many scholars began to study the advantages of blockchain technology to solve the challenges
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in IoT, and have made many achievements. For example, the researchers proposed a variety of new IoT
architectures combined with the technical characteristics of the blockchain [23,56,62,81,82], mainly in-
cluding the application of the intelligent contract [81], distributed technology [82] and the data integrity
of blockchain [62]. This paper [28] holds the view that blockchain is a kind of state that can establish
mutual trust without third-party supervision. As the basis of the second-generation Internet ”value Inter-
net” protocol, its status is comparable to that of the present the HTTP protocol. In the era of the IoT, we
firmly believe that blockchain technology will also play a more important role in our daily life.

The advantages of blockchain are consolidating the IoT. However, there are many security problems
in IoT that need to be solved urgently [57, 59, 91]. Firstly, authentication is a very important part of
the IoT. For example, authentication becomes a necessary factor when applications can control building
access and environmental control, or provide access to audio and video devices that may monitor users.
But in some cases, even the most basic authentication was also omitted. Authentication key management
in IoT is a key link in the encryption process. The introduction of blockchain technology provides a new
idea for key management in IoT. Secondly, because of the massive heterogeneous devices in IoT, there
are many weak nodes in the network. Intruders can easily invade these weak nodes to achieve illegal pur-
poses. Blockchain-based intrusion detection technology can effectively identify intrusions in IoT, which
is an important security measure in IoT. Thirdly, the number of users in IoT is large, especially when
combined with edge computing, the network level is relatively complex, and the management of access
rights to the system is a problem to be solved in IoT. Traditional access control has the characteristics
of poor real-time dynamic and vulnerable to damage. The combination of blockchain and access control
enhances the anonymity and operability of access control in IoT, which is an important research direction
in IoT [29]. Finally, privacy disclosure has always been an important security risk in IoT. Whether in the
perception layer, transmission layer and processing layer of the IoT, users’ privacy leakage exists. The
combination of blockchains and privacy protection provides a more anonymous and real-time security
service for the privacy protection of the IoT.

The structure of this paper is as follows, shown in Fig. 1 and Table 1. In the next section, we intro-
duce the basic characteristics and core technologies of blockchain, including the cryptographic technol-
ogy and consensus mechanism used in the existing blockchain platform. The application of blockchain
technology in IoT will addressing related problems in IoT. In Section 3, the research results in this aspect
are summarized. In Section 4, we mainly review the security threats faced by blockchain for IoT and
the existing research result at present. Brief summary and prospect of the future research direction are
reported in Section 5.

2 Blockchain technology

In 2008, Nakamoto [71] offered the conception of Bitcoin. After the official release of the Bitcoin in
2009, blockchain technology, as its underlying technology with digital cryptocurrency, has step into
peoples life. At present, there is no exact definition about the blockchain. The blockchain is built on the
Internet. Based on the blockchain technology, a distributed peer-to-peer decentralized shared ledger is
formed, and the formation of a data structure is connected in chronological order with a series of data
blocks. It guarantees the intruder cant distort the transaction data protected by cryptography.

According to participants, the blockchain is partitioned into three types: public blockchains, pri-
vate blockchains and consortium blockchains. The public chain was also called the permissionless
blockchain, and it runs decentralized and distributed completely on the Internet. Peters et al. [75] pointed
that the public chain is for publication, and any user node has access to the network at will without any
authorization, and the node can send transactions or even participate in a consensus process for account-
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Table 1: Summary advantages and security challenges of Blockchain in IoT

Content References Characteristic description
Blockchain tech-
nology

[6, 12, 14,
46, 50, 51,
69, 71, 73,
75,80,102]

[71] put forward the concept of bitcoin and made the
blockchain step into peoples horizons; [75] introduced the
workflow of blockchain; [73, 102] introduced the character-
istics of decentralization and tamper resistance of blockchain

Blockchain-based
new architecture

[13,15,22,
25, 36, 44,
55, 78, 96,
109, 110]

[78] presented three possible architectures of blockchain ap-
plications for the IoT front-end; [110] proposed a blockchain-
based framework for updating IoT firmware devices; [36] pro-
posed a traceability system architecture

Blockchain-
based resource
management

[4, 17, 21,
38, 43, 64,
86, 88, 93,
104, 108]

[108] convenient, [86,93] the limited resource and lower com-
putation of mobile devices, [104] profit maximize

Blockchain-based
data management

[37,42,45,
74]

[37, 74] Using the decentralization of blockchain technology
to solve the problem of data sharing in IoT; [42, 45] the data
in the blockchain technology cannot be easily tampered with,
and the data Time-sensitive features enable traceability and
auditability of data.

Blockchain-based
key management

[7, 18, 32,
34, 54, 65,
94, 111,
116, 117,
120]

[34, 54, 111, 120] proposed a blockchain-based key manage-
ment scheme in ITS, IoT device, healthcare and NDN; [18]
proposed a blockchain-based key management system using
anti-quantum cryptosystem

Blockchain-
based intrusion
detection

[2,5,9–11,
20, 35, 67,
68, 79, 97,
103]

[68] elaborated the possibility of combing blockchain tech-
nology and IDS; [79] and [11] focused on the trust computing
and vulnerability scanning of blockchain-based IDS, respec-
tively

Blockchain-based
access control

[16,19,25,
40, 70, 72,
85, 92, 98,
101, 114,
122, 123]

[19, 25, 70, 72, 85, 92, 122, 123] use blockchain technology to
construct a new access control model or system; [16, 40, 98,
101, 114] use blockchain technology combined with existing
access control models to form blocks with IoT access control
model featuring chain technology.

Blockchain-
based Privacy-
Preserving

[3, 26, 27,
30, 31, 41,
47–49, 52,
60, 83, 89,
90, 100,
105–107,
112, 113,
118, 121]

[100] information safety; [90] user’s sensitive information;
[31] data maintenance; [105] remote attestation security; [83]
personal monitoring
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Fig. 1: Schematic map of the paper

ing. The mutual trust between two nodes is not required, because the network verifies the information
through the principle of cryptography and the incentive mechanism of economics to ensure that the infor-
mation cannot be tamper and reach a consensus at last. At present, the most representative of the public
blockchain is Bitcoin and Ethereum. The consortium chain is also called the permission blockchain,
which is a public ledger system initiated by multiple related organizations. Compared with the public
blockchain, it has a clear access mechanism. Users need to register and be authorized when they enter
into the network, and the reading and writing permissions of the data on the chain need to be carried
out in accordance with the rules established by the alliance. The private chain is only used within the
organization. It is the privatization of the public blockchain. The reading and writing of the data on the
chain and the permission of charging to an account need to be carried out according to the rules of the
organization.

Wang et al. [102] suggested that each new transaction is broadcasted to the entire network. The
node that wants to participate in the accounting will verify the transaction information according to the
signature attached to the transaction, and then package the data according to certain encryption rules. In
the block, a node will obtain the permission of charging to an account by solving the consensus problem,
and new block will be broadcasted in the network and added to the main chain. In the following the
features of the blockchain and key technologies will be further explained.

2.1 Characteristics of blockchain

• Decentralization: Panarello et al. [73] believed that in the blockchain, the generation, verification,
storage and transmission of data do not depend on any centralized organization, and each node has
the same rights and obligations in the whole network and has the same status. Decentralization
can also be understood, on the other hand, multi-centered. In the distributed system of blockchain,
each node is highly autonomous, and each node can be regarded as a small center. Its outstanding
advantage is when some nodes break down or even become infected and worsen, the blockchain
can still keep working. This feature makes the blockchain extremely suitable for the distribution of
IoT, because the number of connected devices in IoT keeps growing in recent years, which means
that the amount of data processed at the same time can be significant. And Wang et al. [102]
indicated that decentralized processing is very important and can reduce the risk of a single point
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of failure.

• Tamper-proof: After data block formed, the node will broadcast it to the whole network system.
All other nodes will verify, if the results of verification are right, the contents of the ledger would
get updated correspondingly, so that the local ledger is consistent with the consensus version on the
network. Any change of data in block within a certain rule and period is not achievable. A large
number of terminal devices are deployed in IoT, and Alsaadi et al. [6] pointed that an intruder
can acquire data within a node through a physical capture and further uses the information to
masquerade as a legitimate node to modify the transmitted data content or to attack other nodes.
The tamper-proof feature of the blockchain can overcome this shortcoming of IoT and reinforce
the protection for data.

• Self-trust: Each node of the blockchain can exchange information without mutual trust. Because
each node has a same content of ledger which is open and transparent in the blockchain network,
this decentralized deployment is complemented by cryptography and an open consensus mecha-
nism to ensure the data on blockchain has a strong credibility, and any behavior of the node is
expected.

• Anonymity:In the blockchain, transaction information is on-limits and diaphanous, the identity
messages of users are anonymous. Each user has a couple of keys (public key and private key).
The user applies the private key to sign the message, other users verify the information by sender’s
public key, and no one can infer the private key via public key, which guarantees the safety of the
data and the privacy of the user and is extremely attractive for applications and service in IoT that
require assure the confidentiality and privacy.

2.2 Key technology

The integrity, tamper resistance and traceability of data in the blockchain are realized by cryptography
technology. The confidence between different nodes and the consistency of the ledger content of each
node are achieved by the consensus mechanism.

2.2.1 Cryptography technology

There are three common techniques in cryptography are mainly used in the blockchain: asymmetric
encryption, hash algorithms, and Merkle tree.

• Asymmetric encryption: The general encryption algorithm has two types: symmetric encryption
and asymmetric encryption. The main application in the blockchain is the asymmetric encryption
algorithm, which usually refers to that when the information is encrypted and decoded, users make
use of two asymmetric ciphers, owner can publish the public key, and the other is kept out of the
secret. While sending a message, you can apply one key to encrypt the messages. To unlock it,
users must use the other one. The encryption technology in the blockchain is mainly used for the
following aspect, such as information encryption, login authentication, and digital signature and
so on. In information encryption, when the sender (A) sends the information to the accepter (B), it
applies B’s public key to encrypt the information; when B receives the information, it decrypts the
data with its own private key. Apply own private key to encrypt the message for sender, and use
senders public key to decrypt the information to confirm that the message was indeed sent by the
sender for receiver in digital signature.
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• Hash algorithms: The hash algorithm converts an arbitrary length binary numeral into a binary
digit of a fixed length which is referred to hash number. It represents a significant change in the
hash number when there is a slight difference in the input, and it is almost impossible to find a
different input for the same hash value.

In the blockchain, the block includes block header and block body. The previous blocks hash
number and a hash number obtained by the Merkle tree of all transaction data of the current block
are covered in the block header, so that after the block is connected by chronological order, each
block is associated with the two blocks, before and after. If the intruder wants to tamper with a
transaction, it will cause the hash value of this block to change. In order to admit that the tampering
transaction is valid by other nodes, it needs to calculate all the block from the tampering block to
current block and acknowledged by other nodes, which is almost impossible to achieve.

• Merkle tree: Merkle [69] proposed that the Merkle tree is a data structure with tree-shaped, and
its nodes are usually called Merkle Hash Tree because they are all composed of hash values. Each
transaction in the blockchain is converted to a hash value, and these hash values are hashed from
the bottom to the top according to a binary tree or a multi-fork tree, resulting in a unique Merkle
root value.

Wang et al. [102] proposed that IoT can communicate with Ad Hoc protocol, and the message will
be transmitted to the destination hop by hop which gives the intruder opportunity to tamper with the
data. IoT could use blockchain technology to solve some problems. The data about blockchain validates
it according to the previous blocks and through these cryptographic techniques, and the blockchain can
ensure that the data is irreversible and tamper-resistant in IoT without a central server.

2.2.2 Consensus mechanism

A core notion of the blockchain mentioned above is decentralization, the nodes are equal to each other,
which requires a mechanism to ensure that all nodes can cooperate effectively. Such a mechanism in
the blockchain is called a consensus mechanism whose essence is an algorithm for establishing trust
between each nodes. The consensus mechanism first appeared in distributed systems which exists before
the emergence of blockchain technology. At present, the common consensus mechanism in blockchain
covers PoW (Proof of work) [71], PoS (proof of stake) [46], Casper [12] DPoS (Delegated proof of
stake) [51] and PBFT (Practical Byzantine Fault Tolerance) [14].

The main feature of the PoW is that the node completes a certain difficult work to get a result, and the
verifier can easily check the result to verify if the node has completed the corresponding work, because
monitoring the overall process of the work is far less directly than verifying the result which is more
efficient. PoS is mainly about that the difficulty of generating a block that is related to the size of the
shares the nodes own in the whole network; DPoS is an effective supplement to the PoS, and the node
can become a shareholder with a certain amount of money in this algorithm. The amount of money also
determines the owners influence. Each shareholder can give his voting rights to a representative. Rifi et
al. [80] presented that the result will be irreversible if votes are more than 51

2.2.3 The technological challenges of blockchain

Based on the existing research conclusions, there are two technical bottlenecks in the current blockchain
technology, which seriously limit its wide application. One is the regulatory security problem. In spite
of the decentralization of the blockchain that makes it possible to avoid many problems in the tradi-
tional centralized system structure, it also causes trouble about the lack of effective management and
monitoring of the blockchain network. This is also the main reason why government departments and
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Table 2: Performance comparison of blockchain consensus mechanism

Mechanism
Property

P1 P2 P3 P4 P5 P6

PoW
√

( 1
2 ) Lowest All nodes Highest Highest slow(minutes)

PoS
√
(1

3) Low All nodes High Low slow(minutes)
Casper

√
(1

3 ) High Partical nodes High Low fast(second)
DPoS

√
High Partical nodes Low Low fast (second)

PBFT
√
(1

3) High Partical nodes Low Low fast(second)

Remark: where P1, P2, P3, P4 and P5 represent fault tolerance, consensus efficiency, which node
can participate in the consensus, degree of decentralization, energy dissipation and time to generate
a block, respectively.

some enterprises hold a negative attitude towards blockchain technology. The other one is the transac-
tion with time delay. The block chain packages transaction data into the block and obtains Merkle tree
through multi-level hash operation to ensure data integrity and non-tampering characteristics. It leads
to extremely decrease the transactions velocity. For example, it takes 10 minutes to initially complete a
transaction in PoW mechanism, about an hour for six blocks to be generated and confirmed [109].

In addition, because blockchain has realized the distributed storage, which has great advantages
when encounters an application scenario with massive data, such as IoT. In order to enable blockchain
technology to play an important role in IoT, we must solve regulatory security problem and transaction
time delay problem of blockchain at first. This is the focus of our further research. Any technology
will go through many twists and turns from being proposed to being widely used. In conclusion, we are
optimistic about the improvement of blockchain technology and its prospects for widespread use in IoT.

3 The advantages of blockchain technology in IoT

Many scholars have applied the technical characteristics of blockchain to solve the corresponding prob-
lems in IoT, and made many significant achievements. In this section, we mainly present the latest
research results in three aspects: new architecture, data management and resource management in IoT
based on blockchain technology.

3.1 Blockchain-based new architecture

In recent years, the IoT has drawn wide attention from the industry and scholars, and has developed
rapidly due to the proliferation of smart devices. At present, IoT devices have been widely used in
smart home, automobile, aerospace and other fields [44]. The IoT is the bridge that integrates the real
world with the Internet, thus facilitating data sharing among smart devices [25]. At the same time, in the
practical application scenarios of the IoT, there are many challenges in hardware devices, data storage,
network monitoring and other aspects. For example, IoT networks generate large amounts of data, as
a result, the monitoring of networks and the transmission of data packets from the IoT user end to the
server face great challenges [13]. Li et al. [55] emphasized that the existing identity authentication of
IoT devices mainly relies on the CA server as an intermediary, which is prone to machine failure and
service failure.

Blockchain as a decentralized way of trading, which has aroused the intense interest and the widespread
attention of the scholars. Blockchain has the core attributes of anonymity, security, data integrity and
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distributed storage [109]. Therefore, many scholars have proposed that these advantages of blockchain
technology will be used to solve the existing problems in IoT. In the next section, we mainly reviews the
latest research results by using blockchain to propose a new architecture to solve the problem of IoT.

Pustišek et al. [78] presented three possible architectures of blockchain applications for the IoT front-
end and proprietary communication architecture between IoT devices and remote blockchain clients. The
aim is further reduce network traffic, and also hoped that blockchain can improve the development of
mobile technologies with low-power, low-bitrate. At present, this assumption is only limited to exper-
imental simulation and has not been realized in the industrial IoT. Özyılma et al. [22] established a
universal IoT gateway based on blockchain technology for better management of a large number of IoT
devices. Taking full advantage of the technological advantages of blockchain, the blockchain-based a
new IoT back end platform-has built that is resistant to distributed denial of service (DDOS) that attacks
a distributed storage data. Yohan et al. [110] proposed a blockchain-based framework for updating IoT
firmware devices. This framework not only provides security verification for firmware issued by device
manufacturers, but also maintains the integrity of distributed firmware to terminal devices.

The combination of the IoT and the blockchain technology will generate huge application prospects
and provide solutions to many existing challenges in IoT. Teslya et al. [96] developed a new architecture
that combines Smart-M3 information sharing platform and blockchain platform. The main advantage of
this architecture is to use the smart contract of blockchain to complete the information exchange among
smart space components. Profit is the driving force of economic prosperity and incentive mechanism is
the core of blockchain technology. Cebe et al. [15] builted a new internet-oriented incentive platform
to motivate and attract detectors to participate in backtracking intrusion detection and contributed their
detection results by using the incentive mechanism of blockchain technology. Consumers on the platform
are able to proactively maintain the normal operation of the platform, because the mechanism can give
them benefits, similar to mining in Bitcoin. Using blockchain technology for traceability, Hong et al. [36]
proposed a traceable system architecture to solve the quality problems of agricultural products on the
market, which can trace a series of information such as the origin and distributor of a certain commodity
in real time.

3.2 Blockchain-based resource management

With the progress of science and the development of society, in many scenarios (such as Smart City,
Smart Factory, Smart Manufacturing, Smart Retail, and so on), edge computing is mainly used in IoT,
which is used to provides the computing power, which is near the data source [88]. Therefore, the
solutions of resource management in edge computing can also solve the problem of resource management
in IoT to some extent.

Due to the limited resource and lower computation of the mobile devices which is used to store
resource [86], in order to achieve the resource management in the mining process by blockchain, Xiong
et al. [104] proposed one way that offloads some of the mining process to a third party, which is known
as edge computing service provider. As for this, through a two-stage Stackelberg game it maximizes the
profit between the edge computing service provider and the individual utilities of the miners. Luong et al.
[17], after deep learning, developed an optimal auction for the edge resource management. Furthermore,
it constructed a multi-layer neural network architecture, which is based on an analytical solution of the
optimal auction.

The management of resources has relatively high requirements for equipment carrying resources. For
this reason, it is convenient to manage resources, and many lectures are devoted to study the equipment
on the basis of that characteristic, in which the scholars improved resource management by solving
equipment problems. With an amount of data produced exponentially by the IoT devices due to the
growth of the technologies, it needs a security infrastructure to store and process data. But the limited
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resource of the low-power [108] IoT devices cant bear them. To solve the forementioned problem,
Özyılma et al. [22], using the decentralized and trustless architecture properties of blockchain, proposed
an IoT gateway which can be seen as a blockchain node and an event-based messaging mechanism to the
end-to-end IoT devices. Moreover, when the extensive devices were connected together, it may results
the limitation for current model of server. Based on this, Hun et al. [38] built an IoT system using
blockchain, by which the server-client [21] can control and configure IoT devices.

In addition, to defend against the hackers intrusion through the leakage of the IoT devices, the soft-
ware and hardware located on the equipment should be updated for a temporary period. To achieve an
benefitting effects, Yohan et al. [110] proposed a firmware update framework in the light of blockchain
technology for IoT devices [93]. The firmware produced by the manufacturer will have a secure verifi-
cation through the framework. Alblooshi et al. [4] offered a trusted ownership management for medical
IoT (MIoT) devices on the basis of Ethereum blockchain.

For some specific application domains, smart grid [43] for instance, Lombardi et al. [64], in order to
resolve the phenomenon that security threads may occur by introducing transactive energy into the smart
grid, introduced an infrastructure that based on blockchain and smart contracts to support reliable and
cost-effective transactive energy.

3.3 Blockchain-based data management

With the continuous development of the IoT technology, more and more IoT terminal devices with dif-
ferent shapes and functions are connected to the IoT network, and these devices also keep collecting data
all the time, thus generating Massive Data. The phenomenon shows that the supervision of the entire IoT
state and the transmission of IoT terminal data to the server center will greatly increase the communica-
tion overhead; at the same time, the massive data will bring some economic benefits for people, and it
is dedicated to connecting various distributed. The IoT data sharing on exchange platform emerged as
the times require, which puts higher requirements on IoT data exchange - decentralized interaction and
fidelity of data sources. The emergence of blockchain technology has made it possible to solve the above
problems. For the consensus mechanism in the blockchain, the data can not be tampered, and the timing
features effectively solve the problems of data sharing in IoT [37, 74] and data traceability [36, 42].

However, due to the excessive amount of data stored in IoT network database, if you want to ob-
tain high-efficiency IoT status monitoring performance, you are required to possess a powerful server,
which undoubtedly increases the cost of network service providers. Casado-Vara et al. [13] proposed a
novel closed-loop control system with adaptive and accelerated search model to promote the monitoring
performance of the IoT, especially the IoT network based on blockchain. The nonlinear control model
proposed by them adopts the idea of queuing theory and forms a new method for calculating the optimum
value of blocks in the mining sequence. At the same time, they designed an accelerated search system
that uses hash-maps to make the regulatory process more faster, more adaptable and more robust.

In order to deal with the problem of excessive concentration of data on the IoT, blockchain is grad-
ually used as a decentralized storage solution. However, due to the low storage capacity of IoT devices,
traditional lightweight IoT devices cannot store all blockchains. To this end, Kim et al. [45] proposed
the Storage Compression Consistency (SCC) algorithm. The core idea of the algorithm is to compress
a blockchain in every device to ensure storage capacity. When the IoT device does not have enough
storage space, it is convenient to use the SCC algorithm to compress the blockchain, which reduces the
storage space by 63% compared with the existing solution.

In addressing IoT data sharing, Papadodimas et al. [74] proposed a distributed data application(Dapp)
which shares date by using blockchain characteristics and exchanges date with IoT sensors. The appli-
cations they proposed combine the characteristics of blockchain and the IoT environment. The above
applications interoperate through the smart contract on Ethereum, a platform for sharing (purchasing and

9



Blockchain for IoT

Hongwen Hui, Xingshuo An, Haoyu Wang, Weijia Ju,
Huixuan Yang, Hongjie Gao, Fuhong Lin

peddling) IoT air sensor quality measurement and control. Huang et al. [37] proposed a distributed solu-
tion by using blockchain for trusted exchange of IoT data. The program was designed and implemented
on the basis of Ethereum and smart contract prototype system by analyzing the three main demand indi-
cators in IoT data exchange.

In terms of IoT data traceability, Lin et al. [42] proposed a credible, self-organizing and open eco-
food traceability system based on blockchain and IoT technologies. The system can involve all parties
involved in an intelligent agro-ecosystem, even if there is no trust relationship among them. At the same
time, they use smart contract technology to help law enforcement find problems and handle them in a
timely manner. Hong et al. [36] proposed a traceability system for agricultural products proposed, which
utilizes batch technology and blockchain characteristics. The system is reliable, credible and scalable by
using the consortium blockchain as the underlying network and the IoT terminal as the recorder.

Many research results show that the blockchain technology will have a huge application market. In
particular, the blockchain technology combined with the IoT has brought new impetus to the development
of the IoT and will bring about great social and industrial changes. Meanwhile, blockchain oriented to
the IoT will also face some new technical challenges, especially security issues. In the next section, we
will review the latest research achievements of scholars related to safety issues.

4 The security challenges of blockchain technology in IoT

The development of technology has led to the emergence of many security issues in IoT, such as key
management, intrusion detection, access control, and privacy protection. The blockchain is considered
to be the possible method for solving the above security problems because of its anonymization, distri-
bution, and other characteristics. The current research of these security problems are summarized in this
section as follows.

4.1 Blockchain-based key management

The rapid development of IoT and the valuable data generated by IoT devices lead to a higher demand for
data security especially for the key management. However, the current key management strategies cannot
be applied to the IoT devices with limited resource. Therefore, it is essential to study key management
with respect to security problems in IoT to ensure the safety of users’ data.

4.1.1 Blockchain-based key management case

With the rapid development of mobile technology, the number of IoT devices has proliferated. The
distributed network adopted by IoT devices has the characteristics of topological dynamics, centerless
distribution, and high dynamics of node membership status, which makes the key management more
complicated. Key management mainly provides services such as key generation, key distribution and
key update for all legal members of the group. Currently, sub-key management mainly provides services
for all legal members of the group, the main process architecture as shown in Fig. 2. In addition, there
are two complementary classes of key management schemes in distributed networks: centralized key
management technology and distributed key management technology. The centralized key management
scheme, highly dependent on the key management center, is subject to significantly delay in cross-domain
key transmission and single point of failure. Hence, the key management is difficult to adapt to the highly
dynamic distributed network environment [32]. As for distributed key management protocols, many re-
lated researches in recent years. Among them, common distributed key agreement protocols include
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Fig. 2: Blockchain-based key management framework

BD (burmester-desmedt) protocol [120], STR protocol, TGDH (Tree-based group diffie-Hellman) pro-
tocol [116] and so on. The BD protocol communication is large while the computational is small. The
calculation of the extended and the traffic of the TGDH protocol is relatively small, and the key storage
is large.

Yu et al. [111] proposed a wireless network multicast establishment protocol with anonymous mem-
bers, in which the key transmission is constructed without leakage the information of the receiver. How-
ever, this protocol scheme lacks the authentication and key confirmation mechanism and cannot provide
a forward direction. He et al. [34] designed an efficient key exchange handshake protocol in the mo-
bile environment, in which the management mechanism is complex and not suitable for dynamic group
networks. The application of the above protocol scheme in dynamic group communication with dy-
namic changes of group members is not effective. Therefore, it is necessary to design a centerless key
management scheme in a dynamic distributed network environment.

In recent years, blockchain has been gradually applied to IoT to protect users’ data. Lei et al. [54]
presented a key management framework in heterogeneous networks. Intelligent Transportation Systems
(ITS) is composed of two parts. The first part is a new network topology based on a decentralized
blockchain structure; the second part aims to reduce the key transmission time during the handover of
the vehicle based on a dynamic transaction collection period. Since bitcoin is an open source payment
system, there are several key management techniques, such as stealth address technology proposed to
enhance bitcoin in these years. The major trend in blockchain systems is the use of stealth address
technology to make different payments for the same payee. The common feature of the techniques is that
it allows the public key to be derived independently of the private key. Courtois et al. [18] summarized
the specification of these technologies and compared all the major variants used in the actual systems.
These techniques can be designed based on two different ECC arithmetic attributes and the way they
are combined. Then, they proposed a new stealth address method to improve the robustness for different
attacks. In IoT environment, it is preferable that the cryptographic material has good freshness. However,
an efficient scheme using a ”short” public key is not yet available. Tedeschi et al. [94] solves this problem
by considering a new key-negotiation method integrating with the Blockchain technology.

Besides, healthcare is another important application of blockchains. Since the healthcare system
involves a large amount of private information, certain security scheme must be established to protect
the private data in the healthcare blockchain. It is well known that the core of the security mechanism
is key management scheme. Hence, the appropriate key management scheme must be designed. Zhao
et al. [117] designed a lightweight backup and recovery scheme by using the body sensor networks for
key management of the healthy blockchains. The analysis shows that the proposed scheme has higher

11



Blockchain for IoT

Hongwen Hui, Xingshuo An, Haoyu Wang, Weijia Ju,
Huixuan Yang, Hongjie Gao, Fuhong Lin

security and performance. Lou et al. [65] proposed a blockchain-based key management method in
Named Data Networking (NDN) to solve the problem of the lack of the mutual trust among different
sites. In this research, all site nodes form a chain of licensed blocks for storing the public key hashes to
guarantee the authenticity. Meanwhile, the aims of the proxy gateway in authentication is to reduce the
frequent communication between routers and blockchains. The results show that the proposed scheme
can support fewer verification numbers and higher verification efficiency.

Classic digital signature algorithm has been applied to the cryptocurrency, such as Bitcoin and
Ethereum. An et al. [7] proposed a blockchain-based key management scheme using anti-quantum cryp-
tosystem, which can resist the attacks of quantum adversaries and ensure long-term security.

Ma et al. [66] presented a blockchain-based distributed key management architecture, which not
only complicated computing functions but also reduced the latency and multi-blockchains running in
the cloud. The proposed architecture uses the blockchain technology to protect the decentralized, fine-
grained auditability, high scalability, scalability requirements and the privacy protection principles for the
hierarchical access control in IoT. The results reveals that the multi-block chain structure improves the
system performance. As the size of the network increases, the scalability also improved correspondingly.

4.1.2 Future work

The blockchain was first proposed as a basic supporting technology of Bitcoin, which built the block-
chained data structures and realized data sharing, auditing, management, and collective maintenance for
all members in the distributed network. The data to be transmitted is encapsulated into a block and is
broadcasted to the network for the collective mining process of all members to realize the synchronization
of the block data throughout the network. If the message is authenticated, the new block is appended
to the local ledger. The data to be delivered can be directly sent to the destination member instead of
passing the data through the central manager to maintain the block data backup, which can facilitate the
spread of cross-domain information and ensure the integrity and the reliability of the transmitted data.
The distributed structure based on blockchain network has better robustness in dealing with the single
point of failure. Therefore, the blockchain can be considered as a solution to key management problems.
At present, the research of blockchain-based key management in IoT is still in its infancy. In the future,
we will design or consider the efficient hash function to promote the persistence of the blockchain-
based key management in IoT. Besides, to overcome the difficulty of implementing key management
and excessive communication overhead while keeping the same level of anonymity for the IoT devices
with limited computation resource, we will design a new blockchain-based key management and the
transmission process. Furthermore, since the current research achieves the balance among the energy
consumption, bandwidth usage and communication latency, future research in this area aims to study the
security analysis of the current works and design an evaluating system to analysis the performances of
bandwidth, energy and latency requirements. Meanwhile, we will consider the efficient storage of key
data schemes and retrieval of blockchain.

4.2 Blockchain-based intrusion detection

In 1980, Anderson [9] proposed the concept of intrusion detection for the first time. In 1990, Heberlein
et al. [35] introduced it into the network system. Intrusion detection system (IDS) is a kind of security
mechanism for dynamic monitoring and prevention of system intrusion [8, 58]. It mainly detects the
present intrusion of system users and attempts of intruders outside the system to make use of the system’s
security defects to invade the system by monitoring the network, system state, behavior and system usage.
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Fig. 3: Application of blockchain-based intrusion detection in IoT

4.2.1 Research status of blockchain-based IDS

Blockchain technology has a positive impact on handling privacy issues caused by data exchange and
inhibiting internal intrusion. With blockchain technology, the use of trusted third party can be avoided.
The use of trusted third party is inevitable in traditional collaborative IDS. The distributed nature of
blockchain allows the system to be immune to single point of failure. Many blockchain-based intrusion
detection techniques have been proposed for many aspects of the IoT, as shown in Fig. 3.

Modern IDS must be based on the collaborative communication among distributed IDS, requiring
extensive data sharing and trust computing among entities [20]. Meng et al. [68] elaborated the possibility
of combining blockchain and IDS, and discussed the applicability of blockchain technology in solving
data sharing and trust computing problems in the collaborative detection, and pointed out the direction
of future work. Papadodimas et al. [74] proposed a distributed application based on blockchain. It
combines blockchain with the IoT to share IoT sensor data. This application operated by smart contracts
was used on Ethereum. Qu et al. [79] focused on the credibility verification method. In order to establish
the relationship between the IoT and the blockchain with respect to device credibility verification, a
framework with layers, intersect and self-organization blockchain structure was proposed. Agrawal et
al. [2] studied the single point of failure in intrusion detection system and proposed a blockchain-based
IoT security solution. This solution builds trust by using the immutability and decentralization of the
blockchain. The authors also proposed a mechanism for establishing a system of continuous security
without users intervention by continuously evaluating the legal existence of users in valid IoT-Zone.

The construction of the IoT requires the deployment of a large number of network connection objects.
Although anti-virus software can be used to identify security problems before the installation of IoT de-
vices, unidentified vulnerabilities and emerging vulnerabilities will still be exploited to launch malicious
attacks. Blockchain technology provides an idea for solving these problems. Boudguiga et al. [11] stud-
ied the possibility of using blockchain to update software, patch vulnerabilities and prevent malicious
attacks for IoT objects. They proposed a peer-to-peer mechanism that use blockchain infrastructure to
facilitate updates between objects with limited access in IoT. Wu et al. [103] proposed SmartRetro, a
blockchain-based incentive platform, to address the issue of exploiting new vulnerabilities in IoT sys-
tems to launch malicious attacks. It can motivate and attract more distributed detectors to participate
in tracing back vulnerability detection and provide feedback. Through smart contract, consumers in the
platform can obtain automatic security feedback of their IoT system. Kim et al. [44] studied the hacker
risk of IoT devices and proposed a model to solve the security vulnerability of sensor multi-platform by
using blockchain technology. This model is based on the blockchain core algorithm and uses blockchain
technology to overcome the weaknesses of sensor devices such as automobiles, airplanes and closed-
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circuit television.
There is still a lot of work to do to study the application of blockchain-based intrusion detection

in other aspects. Tselios et al. [97] studied the elevated vulnerability of software-defined networks to
specify the type of attacks, when it is used to support IoT-related networking elements, described the
design principles of introducing blockchain paradigms, and proposed the reason for taking blockchain
as an important security factor for solutions involving SDN and IoT. Alexopoulos et al. [5] studied the
use of blockchain technology as a mechanism to improve collaborative intrusion detection system. It is
believed that some characteristics of blockchain have a positive effect on the trust calculation of intrusion
detection system. They introduced the way to use blockchain technology to protect the alarms generated
by each node while ensuring that only trusted alarms are exchanged between the collaboration nodes,
with the goal of improving the collaborative IDS. Banerjee et al. [10] proposed a security abstraction
layer for IoT systems based on blockchain. This security layer can provide us with a logical view of
the system containing trusted devices. The purpose of this security layer is to detect untrusted devices
and isolate them, and to provide authorization, authentication and auditing services by blockchain and
smart contract. Mendez et al. [67] introduced the application of blockchain in protecting the home
edge network, and proposed the idea of using blockchain technology power by Ethereum to protect
consumerhome-based IoT devices and their surrounding networks.

4.2.2 Challenge and future research

Research work on blockchain-based intrusion detection is limited. There are still many problems un-
solved with intrusion detection, such as massive false alerts and overhead package with limited han-
dling [68]. In an intrusion detection system, it is important to generate accurate alerts to inform admin-
istrators of anomalies in the network. How to ensure the exchange of trusted alarms between nodes is
an important challenge. False alarms can reduce the detection performance and increase the burden of
IDS. Overhead package will greatly reduce the detection performance of IDS. Overhead package that ex-
ceeds the IDS processing power can only be discarded. There are also some problems in the blockchain
such as energy and cost, latency and complexity. These problems are hinderance to the development of
blockchain-based intrusion detection technology, but they also provide the direction for future research.

The focus of future research efforts is to combine the advantages of blockchain and intrusion de-
tection to solve the above problems and achieve a better performance and balance benefits and costs.
The main applications of blockchain-based intrusion detection in the future will be in data sharing, trust
computing, and alert exchange.

4.3 Blockchain-based access control

The IoT will generate a huge amount of data, which has a large amount of personal privacy. Once this
private information is leaked, it will bring huge losses to users. As one of the cornerstone technologies
of data protection, access control can ensure that data can only be accessed with the users permission.
Therefore, research on the access control mechanism under the IoT has become one of the important part
of the IoT security and privacy protection.

4.3.1 Access control architecture

When combining blockchain technology with the IoT, access control, as one of the key technologies for
IoT data protection, has become a major combination. This section describes a new research method in
the current research, namely, a novel distributed access control model architecture utilizing the charac-
teristics of blockchain technology. By taking advantage of the features of blockchain, an access control
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method based on transaction or smart contract is designed. The current related work is mainly stated
as follows. Ma et al. [66] proposed a novel distributed key management architecture (BDKMA) based
on blockchain which can solve the problem that centralized cloud center is not suitable for user privacy.
Their scheme utilizes blockchain technology to meet the requirements of high audit accuracy and high
applicability due to the wide distribution of devices in IoT, meanwhile ensure the privacy protection
principle of layered access control. The author also designs the system operation method, and introduces
different authorization allocation patterns and group access patterns to enhance the scalability. Le et
al. [53] proposed CapChain a blockchain-based access control framework. The proposed architecture
allows users to easily share and authorize their access rights meanwhile maintain maximum privacy in
public places. In order to protect users’ personal privacy information, they use the anonymous feature
of blockchain technology to reduce the sensitivity of sensitive information, including user identity and
related information. They also built a test platform as a proof of concept.

IoT devices are spread across all aspects of our daily lives, and the level of data privacy security of
IoT devices determines whether they are widely used or not. Base on this, Pinno et al. [76] proposed
a blockchain-based IoT access authorization architecture. Following the trend of the IoT, the architec-
ture proposed by them is transparent to users, easy to operate and has very high scalability and fault
tolerance. At the same time, due to the distributed characteristics, the model architecture also has high
compatibility. Finally, they designed a way to establish security relationships among users, the devices,
and the two, assigning attributes to those security relationships and authorizing them in access control.
Z Zhang et al. [115] proposed a contract-based intelligent framework, which includes multiple access
control contracts (ACCs), a judge contract (JC) and a registration contract (RC), thus enabling decentral-
ized secure access control of IoT systems. ACC provides access control methods to achieve static and
dynamic access verification based on preset policy methods by detecting the behavior of things. ACC,
JC and RC implement access control based on Ethereum smart contract blockchain platform. By putting
forward the dynamic access control scheme, Hwang et al. [39] solved the problem of the existing direct
data communication access control method among devices, and solveed the dynamic environment prob-
lem of the IoT. They are trying to use blockchain to change the over-centralized access control method
of the Internet of things into a semi-centralized or even decentralized method.

Through the research and analysis of the above documents, the framework idea formed by extracting
the commonalities in their articles is the decentralized blockchain access control framework. The main
idea of the design is that the resource owner first publishes the resource access control strategy. In
the blockchain, when the resource requester wants to access the resource, the access control policy of
the blockchain is directly directed, and the access control policy running in the blockchain determines
whether to grant access. We have adjusted the process summarized in references [87] as shown in Fig. 4.
The advantage is that it takes full advantage of the blockchain’s computing and storage capabilities, and
the control strategy is chained up to curb the ultra-authority behavior for auditing, but the shortcomings
are also obvious. It is easy to record the policy and authority grants on the nodes of the blockchain.
Attacker attack.

4.3.2 Access control system and model

Another major combination is to combine the current access control models such as RBAC, ABAC, etc.
with blockchain technology, to make the blockchain a trusted entity of the access control model, and
to design access control by using the characteristics of the blockchain. System or model would be pre-
sented in this section. The relevant work of the current research is stated as follows. Zyskind et al. [124]
addressed the privacy concerns of using third-party application services and proposed a decentralized per-
sonal data management system making users effectively control and manage their personal information.
Sedgewick et al. [85] demonstrated the way decentralized control mode of adaptive systems integrating
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Fig. 4: Decentralized blockchain access control model

with adaptive systems can protect network nodes from attacks by constantly changing user permissions
in access control policies. They also showed that licensed blockchains are better at keeping networks of
IoT devices consistent even in the presence of malicious nodes. Sukhodolskiy et al. [92] provided the
distributed ledger, on the basis of the blockchain, for storage in the cloud environment of untrusted data
sets of the multi-user system prototype of access control. The system provides all meaningful security
immutable log of events, such as key generation, access strategy allocation, change or cancel, access re-
quest. The author proposes a set of encryption protocols to ensure the privacy of encryption operations,
which require a key or private key, and only the ciphertexts of hash codes can be transmitted through the
blockchain ledger.

Due to the complexity and heterogeneity of the current IoT structure, it brings new security risks
and challenges to its own system. Traditional access control technologies are no longer able to meet
these emerging new risks and challenges, and are too central to be reliable. Therefore, the new access
control model based on blockchain technology in the Internet of Things environment emerges at the
historic moment. Ding et al. [25] proposed a new attribute-based IoT system access control scheme,
which records the distribution of attributes to avoid single point of failure and data tampering by using
blockchain technology. Mora et al. [70] proposed a case in which Blockchain promises to mediate
security and privacy to overcome failures and Cyberinfrastructure hacking. They discussed how to start
implementing an integrated blockchain control access system. Cruz et al. [19] proposed an RBAC by
using smart contract (RBAC-SC), which uses Ethereum’s intelligent contract technology to implement
role-based access control across domains. RBAC-SC uses smart contracts and blockchain technology
as a multifunctional infrastructure to build the trust and approval relationships that are essential in the
RBAC model, to implement authentication protocols and to verify users’ access to roles. Zhu et al.
[123] proposed a novel transaction-based access control (TBAC) platform, which integrates the existing
standard attribute based on access control (ABAC) model with the block chain technology, and constructs
a standard attribute access control model based on the block chain technology. The proposed platform has
four types of transactions and describes the TBAC access control process of subject registration, object
hosting and publishing, access request and authorization with cryptocurrency cryptoscripts. Zhu et al.
[122] presented a new digital asset management platform named dam-chain. The platform integrates the
ABAC model and blockchain technology, emerging alongside transaction-based access control (TBAC).
In the proposed platform, ABAC could provide an authorization mechanism that meets a variety of
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requirements and could host digital assets into the blockchain, where transactions act as verifiable and
traceable intermediaries for access requesters. The authors also proposed four types of transactions to
describe TBAC access control procedures. Novo [72] proposed a new architecture for coordinating and
balancing roles and permissions in IoT. The new architecture takes advantage of the distributed nature
of blockchain technology to build a decentralized IoT access control system and evaluate it in real IoT
cases.

In the field of intelligent medical care of the IoT, Zhang et al. [114] proposed an access control
solution proposal for sharing electronic medical records (EMR) based on blockchain, which is called
BBACS (block-based access control scheme). Unlike existing blockchain-oriented EMR access schemes,
their access control models can cross the proxy layer (gateway) in order to quickly grant access and
control rights to users, meanwhile maintain consistency with the underlying blockchain data structure.

By studying the data storage and sharing scheme of distributed storage system, Wang et al. [101]
proposed a scheme that combines the interplanetary file system of distributed storage system, Ethereum
blockchain and attribute-based encryption (ABE) technology. The proposed scheme enables data own-
ers to distribute secret keys and encrypt shared data for data users by specifying access policies, and it
implements fine-grained access control over data. Jemel et al. [40] proposed a new access control model
called Timely CP-ABE. The model has two main features. First, the author introduces a blockchain dis-
tributed access control mechanism based on user legality verification. Second, as the name implies, they
add a time dimension for CP-ABE-based file security sharing. Ulybyshev et al. [98] gave a blockchain-
based solution that relies on role-based(RBAC) and attributor-based access control ABAC and prevents
unauthorized data access, ensuring the integrity of the software modules updated and original data. In
addition, their solution detects data leaks by authorized blockchain network participants behind the scene
in the face of unauthorized entities. Their methods are used for data forensics/origination when determin-
ing the identity of entities accessing/updating/transferring sensitive network data or sensitive software.
In addition, Cha et al. [16] proposed the design of the blockchain access control gateway which dynam-
ically maintains the personal privacy information of device users in the blockchain Internet of Things
system. Because the gateway can filter or hide the sensitive information of user devices, and add permis-
sion control to access sensitive information. It can effectively prevent the disclosure of personal privacy
information. To validate and securely manage privacy preferences, the authors proposed a robust digi-
tal signature mechanism. In addition, they used blockchain networks as the infrastructure for resolving
disputes over privacy data processing and maintenance.

As mentioned above, the model formed by the common features of the above model is a semi-
central blockchain access control model. The design idea is that there is still a centralized authorization
server, and the resource requester first sends an access to the authorization server. The request, if the
policy agrees, sends a transaction granting access rights to the blockchain, and the blockchain records
the access right and notifies the resource requester, then the resource request to access the resource first
needs to tell the blockchain to use the access right. The key point is to use the blockchain as a trusted
storage platform in a non-trusted IoT environment, and we have adjusted the process summarized [87]
as shown in Fig5. The advantage is that the granting and use of permissions are recorded on the chain,
which cannot be forged and traced, and coud facilitate audition. However, the disadvantage is that it
cannot be guaranteed. The third-party authorization server is fair and secure.

4.3.3 Future work

In summary, the emergence of blockchain technology provides new ideas and research directions for
IoT access control solutions under high-speed development. From the above research, we can see that
the combination of blockchain and IoT access control can effectively solve the problem of massive IoT
data security and privacy issues, the reliability of access control over-centralization, and the dynamic
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Fig. 5: Semi-central blockchain access control model

changes of access control strategies. However, the current research is still in the exploratory stage, and
the application of technology is still not mature. In the future work, it is necessary to solve the following
problems.

• Making plan and combination of new models

From the current research, the combination of blockchain and traditional access control are nothing
more than the above two ways. Although it can overcome, in a certain degree, the shortcomings
of the traditional access control model in the Internet of Things environment. However, due to the
distributed nature of the blockchain, important access control strategies are stored in the widely
distributed lightweight IoT device block nodes. It is easy to cause block nodes to be attacked
and infiltrated, which would cause the system failure. Therefore, how to design a new blockchain
access control model and architecture and how to find a new combination of ideas, safe and rea-
sonable distribution of IoT tasks and access control permissions are topics worth studying.

• Cross-domain access to the Internet of Everything

Cross-domain access has always been a research hotspot in the field of access control. However,
in today’s IoT environment, IoT systems are often independent and single, such as smart trans-
portation, smart medical care, smart security, etc. Due to the lack of mutual trust mechanism, it is
difficult to reach a consensus, so cross-domain access cannot be achieved, which is obviously in-
consistent with the ultimate goal of the Internet of things. Therefore, how to use the blockchain’s
trust mechanism that can reach consensus in a non-trusted environment to realize cross-domain
access in IoT environment is a problem worth studying in the future.

• System performance optimization and throughput efficiency

Since the blockchain technology is introduced in IoT access control, the shortcomings such as
long transaction time, low system throughput and poor storage query performance caused by the
consensus of the blockchain itself are inevitable. How to design a consensus mechanism in IoT
environment and improve system throughput are topics worth studying in the future.
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Fig. 6: Application of blockchain-based privacy-preserving in IoT

4.4 Blockchain-based Privacy-Preserving

Benefiting from the development of big data technology, communication technology and wireless sensing
technology occurred and developed. In many fields, IoT has been achieved growth development such as
Healthcare [113], Mobile Crowdsensing [41], Intelligent vehicles [89], Smart home [49], as shown in
Fig 6. It is still plagued with privacy and security vulnerabilities [47]. The blockchain technology,
underpinning Bitcoin, the first cyptocurrency system [71], has been thought as the potential tools to
settle the privacy-preserving issues for its distributed, secure, and private characteristics [26]. Based on
this, the rest of this subsection will have an overview of the privacy-preserving [112] issues existing in
multiple domains under IoT, and the solutions by using the blockchain technologies.

4.4.1 Mobile Crowdsensing

The emerging mobile crowdsensing paradigm is a novel class of mobile IoT applications [30], which is a
promising sensing paradigm that leverages the sensing capability of the pervasive mobile devices to per-
form various sensing tasks (i.e., healthcare, Traffic monitoring etc.) [106]. To motivate the skilled users
to participate in finishing the sensing tasks, Wang et al. [100] proposed a privacy-perserving blockchain
incentive mechanism in crowdsensing applications. As the transaction information may disclose user
information, a k-anonymity privacy protection has been proposed by using a node cooperation verifica-
tion approach. Furthermore, during the process, that is, transmitting messages to and from the platform,
the workers location privacy [48] may get revealed. In order to solve this privacy problem, Yang. et
al. [107] proposed a blockchain privacy-preservation crowdsensing system, which can protects the pri-
vacy of worker locations and increases the success rate of the assigned work.

4.4.2 Intelligent vehicles

As one of the key members of IoT—vehicular network [3], there also are some security issues in the
vehicle-to-grid(V2G) networks. Since electric vehicles(EVs) received electricity from two parts that
include both the grid and other EVs, the above pattern will generate an extensive payment records of
electricity usage [90]. Gao et al. [31] designed a blockchain-based privacy preserving payment mech-
anism for V2G networks, because the mechanism that is based on a blockchain technique introduces a
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registration and data maintenance process and enables data to be shared meanwhile secures user’s sensi-
tive attributes. Furthermore, some real-time and effective integration of all the involved messages (roads,
vehicles, environments) should be treated more cautiously with the strong privacy protect requirement.
And the privacy protection model shouldn’t be focused only on the centralized network. To solve the
above problem, Xu et al. [105] proposed a remote attestation security model dependent on a privacy-
preserving blockchain, which divides the model into two parts. In the first step, a credible identity and
integrity of the vehicle must be submitted to the network; in the second step, the vehicles in the network
calculate the nodes and summarize the sub-conclusions, then write them into the blockchain blocks.

4.4.3 Healthcare

With the rapid growth of information technology, the quality, efficiency, and cost of healthcare have
increased greatly. Some IoT-based wearable technology has been adopted to record the diagnosis and
treatment process for patients outside of the conventional clinical environment. Despite these advantages,
privacy is an essential trouble for any personal monitoring technology [83]. Dwivedi et al. [27] proposed
that a blockchain could provide sucurity management and analysis of the big data about healthcare. Due
to the leakages of the blockchain, a novel framework of modified blockchain models has been designed
for IoT devices, which uses the distributed nature of the devices and other properties of the network.

4.4.4 IoT ecosystem and IoT devices update

In IoT environment, data needs to be collected and exchanged from many devices for different require-
ments, the process which can be described as publishing/subscribing models. The models should meet
the basic needs of protecting the users sensitive information, but it may face the problem of single
point failure, due to the existing IoT ecosystem mostly dependent on a centralized server [121]. To
solve the problem, Lü et al. [52] proposed a privacy-preserving publishing/subscribing model by using
blockchains, and used a public key encryption with equality test technologies to guarantee the iden-
tity authorization to protect the privacy-preserving data. Moreover, in the wake of burgeon in science
and technology, it is essential to have the IoT devices upgraded to resist the different attacks at each
levels [30]. Followed by the update of the IoT devices, users privacy may be revealed in a certain de-
gree. Motivated by dealing with the leakage of sensitive information, Zhao et al. [118] proposed a novel
privacy-preserving software updating protocol based on a blockchain. It requires the vendor delivers the
updates, therefore, so as to provide financial incentive to the transmission nodes who deliver the updates
to the IoT devices, it would make a commitment by using a smart contract.

4.4.5 Smart home

IoT is now considered as a promising technology for the consumer electronics market, and correspond-
ingly, smart home [60] has been considered as one of the market segments with very high potential for
IoT deployment, such as to enable home automation and energy management [84]. As smart home con-
sists of amount of sensors devices that can generate, process, and exchange vast data that may contain
sensitive information of users in the network, it may cause the privacy and security issues. Since the
blockchain technologies are used to provide security safeguard in IoT, there may be lots of other new
problems due to the high bandwidth and delays [47]. To solve the above mentioned problems, Dorri et
al. [47] proposed a new secure, private, and lightweight method for IoT, which not only can eliminate
the overhead delays etc., but also maintain its security and privacy. The author uses the method in smart
home field by proposing an architecture which consists of three layers(smart homes, overlay and cloud
storages). Furthermore, in the lecture [26], Ali Dorri made a deeper and detailed elaboration for various
components and functions of the smart home framework.
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4.4.6 Future work

As mentioned above, the current use of the characteristics of blockchain technology has become a good
solution to the privacy protection in IoT. However, due to the characteristics of blockchain technology,
privacy protection and controllable regulation are contradictory in the Internet of Things architecture that
introduces blockchain technology. Therefore, future research work may focus on:

• encryption scheme with privacy protection

Cryptography is called the art of solving coding problems, and the privacy protection of IoT, on
account of blockchain, cannot be separated from the support of cryptography. Therefore, the
design of encryption schemes with privacy protection and transaction concealment is an important
issue worth studying in future privacy protection field of the IoT.

• Secure multi-party computing

Secure multi-party computing is to settle the collaborative computing matter of protecting pri-
vacy for groups that lack of mutual trust, and at the same time not to disclose the input of each
participant. Therefore, the multi-party computing technology for the privacy protection of user
identity information is also a problem worth studying in the privacy protection field of the Internet
of Things.

• Seek balance

The transparency, traceability, auditability and other characteristics of the blockchain technology
lead to the fact that in the blockchain system, controllable supervision and privacy protection
become the opposite sides of each other. In the future research work, how to proportion privacy
protection and controllable regulation is a crucial task. How to find a balance among preventing,
detecting and tracing the illegal data and protecting users’ privacy information is an important
issue in future research.

5 Conclusion

The interconnection of all things is the trend of the future, and we are stepping into such an era of
the IoT. The combination of block chains and the IoT has led to the further development of many new
technologies. In the environment of the IoT, the number of heterogeneous terminal connections and the
amount of data transmission are very large. The entry of blockchain can solve the existing problems of
the IoT. The decentralized architecture of blockchain reduces the pressure of the old central computing
of the IoT, and provides more possibilities for the innovation of the organizational structure of the IoT.
However, the issue of privacy and security has always plagued the IoT. In the data transmission side or in
the process of data transmission, there will be security risks. The accuracy and unauthorized modification
of blockchain records make the data available. Data is no longer controlled solely by the center, and all
transmitted data is strictly encrypted, so the user’s data and privacy will be safer.

We mainly summarize the latest research results of applying blockchain in IoT, including the promi-
nent advantages of blockchain technology in IoT and the security challenges. We introduce the char-
acteristics and essential attributes of blockchain technology, and also point out the technical bottleneck
faced by blockchain technology. This is the focus of future research work and the obstacles to be re-
moved. Combined with the technological advantages of blockchain, there are many applications in IoT,
especially in the security of the IoT. As blockchain technology itself needs to be researched and devel-
oped, blockchain technology for the IoT has many aspects that need to be made a further breakthrough
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and improvement. The review of the current work on the existing technical challenges and research gaps
is mentioned and the future research focuses are suggested.
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