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Abstract

Digital Signature is a basic cryptographic primitive. Security of signature scheme has been studied
for decades. How to build an efficient signature scheme based on simple and standard assumptions
without relying on random oracle heuristic has been an interesting problem. In this paper we provide
a solution to this problem from another angle. We present a generic construction of digital signature
schemes existentially unforgeable under chosen message attacks from adaptive trapdoor function,
which has shown its power in building other important cryptographic primitives. Furthermore, we
extend the generic construction and present a construction of secure digital signature schemes from
tag-based adaptive trapdoor function. Since there are many instantiations of (tag-based) adaptive
trapdoor function, our constructions could be instantiated based on simple assumptions like CDH
and RSA in the standard model.
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1 Introduction

As the analogy of handwritting signatures in the digital world, digital signatures are a basic public-key
cryptographic primitive which ensure the integrity of an electronic document. The party who generates
signatures, usually named the signer, could not deny the source of a signature if it passes the prescribed
verification algorithm. This is called non-repudiation, and is usually achieved by requiring that no one
is able to forge a signature w.r.t. the signer’s public key if it is not given the corresponding secret key.

How to build a secure signature scheme has been a hot research topic in the community. There are
two ingredients to consider. The first is to define the security of signature schemes. Goldwasser et al
[6] clarified the security of signature schemes into several levels. The de facto security definition is
existentially unforgeable under adaptive chosen message attacks (EUF-CMA), in which the adversary is
required to forge signatures on a new message after seeing many signatures on messages of its choice
adaptively. The other ingredient is how to construct a scheme with EUF-CMA security. The community
has put great efforts on the construction of secure signature schemes. To name a few, a well-known and
efficient signature scheme is modified from Schnorr’s identification scheme [15], which was proved by
Pointcheval et al. [12] to be secure based on the discrete logarithm (DL) assumption in the random oracle
model [1]. Boneh et al. [2] proposed another signature scheme with short signature representation, which
is based on bilinear pairing and is EUF-CMA secure based on Computational Diffie-Hellman (CDH)
assumption in the random oracle model. Although powerful and admitting many efficient constructions,
random oracle model does not necessarily guarantee security when the random oracles are replaced with
real-life hash functions [4]. Researchers have been devoted to the construction of signature schemes
secure without random oracles. Remarkably, Cramer and Shoup proposed a practically efficient signature
scheme based on Strong RSA assumption with EUF-CMA security in the standard model [5]. Waters
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proposed the first signature scheme secure based on CDH assumption without random oracles [16],
which works in groups equipped with a bilinear pairing. The scheme has been widely studied and used
to build other primitives, for example verifiably encrypted signature [10], multi-signature [10], aggregate
signature [10] and etc. Hohenberger and Waters proposed to associate each signature with an index
representing the number of signatures that the signer has issued [7], and gave two new signature schemes
based on RSA assumption and CDH assumption in bilinear groups. However, the signer is stateful so
that it has to remember the signature index. Soon after that, the same authors enhanced their results [8],
and proposed a new method of constructing stateless signature schemes with security based on RSA and
CDH assumptions in the standard model. Brakerski and Kalai described in [3] an approach to building
EUF-CMA secure signature scheme from AMU-SCMA secure (cf. Def. 2.4) one, which abstracts the
construction of Hohenberger and Waters [8].

(Trapdoor Functions). Trapdoor functions (TDF) are a special class of one-way functions, which allow
the inversion of images with the knowledge of a trapdoor. A trapdoor function consists of three prob-
abilistic polynomial-time algorithms. The key generation algorithm outputs a key pair of the function,
an evaluation key ek and a trapdoor td. Given ek, the evaluation algorithm outputs the image y of an
input x. Without td, it is infeasible to find the correct pre-image of a given y; however, it is easy to do
so if given the knowledge of td. The first trapdoor in the literature was due to Rivest et al. [13]. Trap-
door functions are an important cryptographic tool, and have played a central role in the construction
of cryptographic primitives, especially for secure public key cryptosystems. For example, Peikert and
Waters introduced a variant of trapdoor functions, called lossy trapdoor functions (lossy TDF) [11], and
showed its power in the construction of chosen-ciphertext secure (CCA secure) public key encryption
schemes. Their construction, different from the non-interactive zero-knowledge (NIZK) proof approach,
is very efficient and its security is solely based on that of the underlying lossy TDF and all-but-one TDF
(ABO-TDF, a variant of lossy TDF) [11]. It has been shown that lossy TDF can be constructed based
on various number-theoretic assumptions, for example, Decisional Diffie-Hellman assumption (DDH),
Decisional Composite Residuosity assumption (DCR), Learning With Error assumption (LWE) and etc.
Rosen and Segev weakened the requirement on trapdoor functions, and proposed a black-box construc-
tion of public key encryption from a new notion called correlated product TDF (CP-TDF). They also
showed that CP-TDF is a potentially weaker primitive than lossy TDF.

1.1 Our Work

In this paper we provide a new construction of digital signature schemes. We show how to build a
EUF-CMA secure signature scheme from adaptive trapdoor function by presenting generic transforms
step by step. First we give a construction of AMU-CMA secure (Def. 2.4) signature from adaptive one-
way TDF (Def. 2.5). Then we show how to transform AMU-CMA security to SMU-CMA security. We
complete the construction of EUF-CMA secure signature by giving a transform from SMU-CMA security
to EUF-CMA security, which makes use of a one-time signature. As an extension of our transform, we
show how to build a EUF-CMA secure signature scheme from tag-based trapdoor functions.

Since adaptive trapdoor functions could be instantiated based on various number-theoretic assump-
tions, as well as the underlying one-time signature, in turn we can obtain EUF-CMA secure signatures
based on these assumptions as well by applying our transform.

1.2 Paper Organization

In Sec. 2 we review some basic notions of digital signature and trapdoor functions. We provide the
generic constructions of EUF-CMA secure signature schemes from adaptive trapdoor functions and tag-
based adaptive trapdoor functions in Sec. 3 and Sec. 4, respectively. Finally we conclude the paper in
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Sec. 6.

2 Backgrounds

2.1 Digital Signature

Definition 2.1 (Signature). A digital signature scheme consists of the following (probabilistic) polynomial-
time algorithms.

• Kg: On input 1k, output a public/private key pair (Pk,Sk).

• Sig: On input Sk and a message m ∈M to be signed, output a signature σ .

• Ver: On input Pk, m∈M and σ , output 1 if σ is a valid signature on m under Pk, and 0 otherwise.

Security of Signature Scheme: The de facto security requirement of a signature scheme is existential
unforgeability under chosen-message attacks (EUF-CMA for short). For any probabilistic polynomial-
time algorithm A , consider its advantage defined as below:

Adveuf-cma
A (k) def

= Pr[Ver(Pk,m∗,σ∗) = 1∧m∗ 6∈Q | (Pk,Sk)← Kg(1k);(m∗,σ∗)←A O(Sk)(Pk)],

where O(Sk) is the signing oracle which takes as input a message m and outputs σ ← Sig(Sk,m), and Q
is the set of messages that A issued to O(Sk).

Definition 2.2 (EUF-CMA Security). A signature scheme is EUF-CMA secure if for any probabilistic
polynomial-time adversary A , Adveuf-cma

A (k) is negligible.

A weak variant of EUF-CMA security is called selective-message unforgeability under chosen-
message attacks (SMU-CMA for short). For any probabilistic polynomial-time algorithm A = (A1,A2),
consider its advantage defined as below:

Advsmu-cma
A (k) def

= Pr[Ver(Pk,m∗,σ∗) = 1∧m∗ 6∈Q |

(m∗,st)←A1(1k);(Pk,Sk)← Kg(1k);σ
∗←A

O(Sk)
2 (Pk,st)],

where st is the state of A .

Definition 2.3 (SMU-CMA Security). A signature scheme is SMU-CMA secure if for any probabilistic
polynomial-time adversary A , Advsmu-cma

A (k) is negligible.

Another even weaker but still useful security definition is a-priori-message unforgeability under
chosen-message attacks (AMU-CMA for short). For any probabilistic polynomial-time algorithm A ,
consider its advantage defined as below:

Advamu-cma
A (k) def

= Pr[Ver(Pk,m∗,σ∗) = 1∧m∗ 6∈Q |
m∗←M ;(Pk,Sk)← Kg(1k);σ

∗←A O(Sk)(Pk,m∗)].

Definition 2.4 (AMU-CMA Security). A signature scheme is AMU-CMA secure if for any probabilistic
polynomial-time adversary A , Advamu-cma

A (k) is negligible.
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2.2 Adaptive Trapdoor Functions

Recall that a trapdoor function (TDF) is a triple of (probabilistic) polynomial-time algorithms, where
Tdg takes as input 1k and generates an evaluation/trapdoor key pair (ek, td)← Tdg(1k), F(ek, ·) imple-
ments a function fek(·) over {0,1}k and F−1(td, ·) implements its inverse f−1

ek (·). We require TDFs to
be injective. Briefly, a TDF is adaptive if it remains one-way after revealing the pre-images of points
chosen by the adversary adaptively. Let A be any probabilistic polynomial-time inverter. Consider its
advantage defined as below:

AdvaowA (k) def
= Pr[x′ = x | (ek, td)← Tdg(1k);x←{0,1}k;y← F(ek,x);x′←A F−1(td,·)(ek,y)],

where A is prohibited from querying y to F−1(td, ·).

Definition 2.5 (Adaptive One-wayness [9]). A TDF is adaptive one-way if for any probabilistic polynomial-
time adversary A , AdvaowA (k) is negligible.

A TDF with adaptive one-wayness is called Adaptive Trapdoor Function (ATDF).

We also consider tag-based trapdoor function. Let TDFtag = (Tdgtag,Ftag,F
−1
tag) be a tag-based TDF

with associated tag space TagSp(k), where Tdgtag is probabilistic and on input 1k generates an evalua-
tion/trapdoor key pair (ek, td)← Tdgtag(1k). Besides, for every t ∈ TagSp(k), Ftag(ek, t, ·) implements
a function fek,t(·) over {0,1}k and F−1

tag(td, t, ·) implements its inverse f−1
td,t(·).

Definition 2.6 (Tag-based Adaptive One-wayness [9]). A tag-based TDF is tag-based adaptively one-
way if for any probabilistic polynomial-time adversary A = (A1,A2), its advantage defined as below is
negligible:

Advtb-aow
A (k) def

= Pr

[
x′ = x

t←A1(1k);(ek, td)← Tdgtag(1k);x←{0,1}k

y← Ftag(ek, t,x);x′←A
F−1

tag(td,·,·)
2 (ek, t,y)

]
,

where A is prohibited from querying y to F−1
tag(td, ·, ·).

3 Signature Scheme from Adaptive Trapdoor Functions

3.1 A Warmup

As a warmup, let us consider the following construction. Let {0,1}k be the message space to be signed
and TDF= (Tdg,F,F−1) be an adaptive trapdoor function over {0,1}k. The signature scheme works as
below.

Key Generation: On input 1k, run (ek, td)← Tdg(1k). Set Pk := ek and Sk := td. Return (Pk,Sk).

Signing: On input Sk= td and m ∈ {0,1}k, return σ ← F−1(td,m).

Verification: On input Pk= ek, m ∈ {0,1}k and σ ∈ {0,1}k, check if

F(ek,σ) = m. (1)

Output 1 if the equation holds, and 0 otherwise.

Observe that the definition of adaptive one-wayness of TDF (w.r.t. Definition 2.5) shares a close
similarity with that of AMU-CMA security (w.r.t. Definition 2.4) of signature schemes. Therefore, we
have the following theorem directly.
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Theorem 3.1. If TDF is adaptive one-way, the signature scheme above is AMU-CMA secure.

The signature scheme supports to sign messages of fixed-length. To extend the message space to
include arbitrarily long strings, one may consider to make use of a collision-resistant hash function
H : {0,1}∗→ {0,1}k, and modify the scheme by replacing every occurrence of message m with its hash
H(m). Indeed, this is the common practice in the design of signature schemes. However, in contrary to
signature schemes with standard EUF-CMA security, the well-known ‘hash-then-sign’ paradigm does not
work for signature schemes with AMU-CMA security, i.e. we could not prove the resulting scheme to be
AMU-CMA secure. The difficulty is in that after receiving the target image y (as well as the evaluation
key ek), we do not know how to connect it with some ‘known’ message m∗ (that will be given to the
forger) so that H(m∗) = y, except by modeling H as a random oracle, by which we cannot achieve the
desired objective of this work.

Hence, in the following, we overcome the difficulty and propose a new signature scheme based on
TDF, which supports to sign arbitrarily long messages. We show its SMU-CMA (instead of AMU-CMA)
security if the given TDF is adaptive one-way.

3.2 The Basic Scheme: an Efficient Method to Achieve SMU-CMA Security from TDF

To overcome the difficulty aforementioned, we choose to separate the image y (to be inverted under F)
into two parts. One is the hash of message m and the other is another image α which is set as part
of the public key. Every signature is set to be the inversion of the combination of the message’s hash
and α . After receiving the target image y∗, we can connect it with the challenge message m∗ by setting
α := y∗⊕H(m∗) and adding α to the public key. Formally, our signature scheme works as follows.

Let TDF= (Tdg,F,F−1) be an adaptive trapdoor function over {0,1}k, and H : {0,1}∗→{0,1}k be
a collision-resistant hash function. We construct a signature scheme SIG = (Kg,Sig,Ver) from TDF as
follows.

Key Generation: On input 1k, run (ek, td)← Tdg(1k) and select at random α ← {0,1}k. Set Pk :=
(ek,α) and Sk := td. Return (Pk,Sk).

Signing: On input Sk= td and m ∈ {0,1}∗, compute σ ← F−1(td,H(m)⊕α).

Verification: On input Pk= (ek,α), m ∈ {0,1}∗ and σ ∈ {0,1}k, check if

F(ek,σ) = H(m)⊕α. (2)

Output 1 if the equation holds, and 0 otherwise.

Immediately, we have the following theorem.

Theorem 3.2. If TDF is adaptive one-way and H is collision-resistant, the signature scheme SIG con-
structed above is SMU-CMA secure.

Proof. Let G0 be the original SMU-CMA security game as defined in Def. 2.4. We first modify G0
so that if there exists any two message m,m′ during the game satisfying that H(m) = H(m′), the game
aborts. Denote by G1 the new game, and by Advsmu-cma

A ,i (k) the advantage of an adversary A in game Gi.
Obviously, we have the following claim:

Claim 3.3. If H is collision-resistant, Advsmu-cma
A ,0 (k)−Advsmu-cma

A ,1 (k) is negligible in k.

35



Signature Scheme from Trapdoor Functions Wang, Xiao, Miao, Liu and Huang

Next we consider the adversary’s advantage in game G1. Let F be an SMU-CMA adversary against
SIG under game G1, in which we omit the case where the game aborts. We build another algorithm A
to break the adaptive one-wayness of TDF.

Given (ek,y) from its challenger, A invokes F on input 1k and obtains a message m∗ on which F
intends to forge a signature. It then sets α← H(m∗)⊕y, and invokes F on input Pk := (ek,α). Note that
α looks uniform to F due to the randomness of y.

After receiving a signing query mi from F , A computes m′i← H(mi)⊕α , sends m′i to its inversion
oracle and obtains the inversion xi so that

F(ek,xi) = m′i.

A then returns σi := xi as the signature on mi to F .
Finally, F outputs its forgery σ∗ on m∗ w.r.t. Pk. We have that

F(ek,σ∗) = H(m∗)⊕α = H(m∗)⊕ (H(m∗)⊕ y) = y.

A simply outputs σ∗, which is a correct inversion of y as long as the forgery of F is valid.

Remark. One may observe that the definition of adaptive one-way security of TDF shares a close
similarity with that of SMU-CMA security of signature schemes, and would consider a simpler variant
of our proposal above, in which a signature on m is simply the inversion of H(m) under F. It seems that
if the TDF is adaptive one-way, the resulting signature scheme would be AMU-CMA (not SMU-CMA)
secure. However, we could not make a formal proof. The difficulty is in that after receiving the target
image y (and the evaluation key ek), we do not have a way to connect it with some ‘known’ message m∗

so that H(m∗) = y, except by modeling H as a random oracle.

3.3 From SMU-CMA Security to EUF-CMA Security

In this part we give a transform that given a signature scheme S= (Kg,Sig,Ver) that is SMU-CMA secure
and has message space {0,1}≤`, produces a scheme S′ = (Kg′,Sig′,Ver′) that is EUF-CMA secure. Let
OTS = (Kg,Sig,Ver) be a one-time signature scheme with space of verification key being {0,1}`. The
transform works as follows.

• Kg′(1k). Run (Pk,Sk)← S.Kg(1k). Return (Pk′,Sk′) := (Pk,Sk).

• Sig′(Sk′,m). Recall that Sk′ = Sk. Generate a one-time key pair (otvk,otsk)← OTS.Kg(1k).
Then for 1 ≤ i ≤ `, compute σi ← S.Sig(Sk,otvk≤i). Finally compute δ ← OTS.Sig(otsk,m).
Return σ ′ = ({σi}`i=1,δ ,otvk).

• Ver′(Pk′,m,σ ′). Recall that Pk′ = Pk and σ ′ = ({σi}`i=1,δ ,otvk). Output 1 if for all 1 ≤ i ≤ `,
S.Ver(Pk,otvk≤i,σi) outputs 1 and OTS.Ver(otvk,m,δ ) outputs 1 as well. Otherwise, output 0.

Theorem 3.4. If the underlying signature scheme S is SMU-CMA secure and OTS is one-time secure,
the resulting scheme S′ is EUF-CMA secure.

Proof. Let G0 be the original EUF-CMA security game as defined in Def. 2.4. Let σ∗=({σ∗i }`i=1,δ
∗,otvk∗)

be the signature output by the adversary, and σ ′( j) = ({σ ( j)
i }`i=1,δ

( j),otvk( j)) be the answer to the ad-
versary’s j-th signing query m( j).

We first modify G0 so that if there exists some 1 ≤ i ≤ q (where q is the number of signing queries
issued by the adversary), otvk∗ = otvk( j), the game aborts. Denote by G1 the new game, and by
Adveuf-cma

A ,i (k) the advantage of an adversary A in game Gi. Via a standard argument we have that
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Claim 3.5. If OTS is one-time secure, Adveuf-cma
A ,0 (k)−Adveuf-cma

A ,1 (k) is negligible in k.

Next we consider the adversary’s advantage in game G1, in which we omit for simplicity the case
where G1 aborts. Let F ′ be an EUF-CMA adversary against S′ under G1. We construct another algorithm
F to break the SMU-CMA security of S. It works as below.

First of all, F generates q key pairs for the one-time signature scheme, denoted by (otvk( j),otsk( j))
for 1 ≤ i ≤ q, which will be used to answer the q signing queries submitted by F ′. It then samples at
random (i∗, j∗)← [`]× [q] and sets m̂∗← otvk

( j∗)
≤i∗ ⊕ei∗ , where ei∗ = 0i∗−11. F sends m̂∗ to its challenger

as the selective message to be forged in the SMU-CMA game.
After receiving the j-th signing query m( j), F sends otvk

( j)
≤1, · · · ,otvk

( j)
≤` to its signing oracle for

signatures, and is returned σ
( j)
1 , · · · ,σ ( j)

` . It then computes δ ( j) ← OTS.Sig(otsk( j),m( j)), and returns
σ ′( j) := ({σ ( j)

i }`i=1,δ
( j),otvk( j)) to F ′. It is readily seen that the returned signature is identically dis-

tributed as in a real attack.
Finally, F ′ outputs its forgery (m∗,σ∗) = (m∗,({σ∗i }`i=1,δ

∗,otvk∗)). F returns σ̂∗ := σ∗i∗ as its
forgery on the selective message m̂∗. Suppose that F ′ is successful in forging. We have that

∀1≤ i≤ `, S.Ver(Pk,otvk∗≤i,σ
∗
i ) = 1, and OTS.Ver(otvk∗,m∗,δ ∗) = 1.

Since otvk∗ 6∈ {otvk( j)} j∈[q], there must exist an i′ ∈ [`] such that

otvk∗≤i′−1 ∈ {otvk
( j)
≤i′−1} j∈[q] but otvk∗≤i′ 6∈ {otvk

( j)
≤i′} j∈[q].

As the pair (i∗, j∗) was selected at random and the view of F ′ is independent of the pair, it holds that

Pr
[
(i∗ = i′)∧ (otvk∗≤i′−1 = otvk

( j∗)
≤i′−1)

]
≥ 1

`q
.

Suppose it is indeed the case where i∗ = i′ and otvk∗≤i′−1 = otvk
( j∗)
≤i′−1. Since otvk∗≤i∗ 6= otvk

( j∗)
≤i∗ , we have

otvk∗≤i∗ = otvk
( j∗)
≤i∗ ⊕ ei∗ = m̂∗.

That is, otvk∗≤i∗ is the selective message that F was committed to at the onset of the game. As shown
above, the signature σ̂∗ output by F could pass the verification of S . Namely, it holds that

S.Ver(Pk, m̂∗, σ̂∗) = 1.

Furthermore, the fact that otvk∗≤i∗ 6∈ {otvk
( j)
≤i∗} j∈[q] means that m̂∗ 6∈ {otvk( j)

≤i }(i, j)∈[`]×[q]. That is, F did
not ask its signing oracle for a signature on m̂∗. Therefore, F wins the SMU-CMA game.

Remark. Brakerski et al.’s construction [3] goes in three steps. First, they obtain SMU-SCMA security
from AMU-SCMA security, then obtain EUF-SCMA security from SMU-SCMA security, and finally
obtain EUF-CMA security from EUF-SCMA security. While in this work we first show how to build a
SMU-CMA secure signature scheme from adaptive trapdoor functions, in which the adversary could issue
signing queries adaptively instead of statically, and then show how to transform SMU-CMA security to
EUF-CMA security.
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4 Signature from Tag-based Adaptive Trapdoor Functions

Let TDFtag = (Tdgtag,Ftag,F
−1
tag) be a tag-based TDF with associated tag space TagSp(k) and range

Range(Ftag). We construct a signature scheme SIG= (Kg,Sig,Ver) from TDFtag as follows.

Key Generation: On input 1k, run (ek, td)← Tdgtag(1k) and select a collision-resistant hash function
H : {0,1}∗→ TagSp(k). Select at random y← Range(Ftag) and set Pk := (ek,y,H) and Sk := td.
Return (Pk,Sk).

Signing: On input Sk= td and m ∈ {0,1}∗, compute t← H(m) and x← F−1
tag(td, t,y). Return σ = x.

Verification: On input Pk= (ek,y,H), m ∈ {0,1}∗ and σ = x, compute t← H(m) and check if

Ftag(ek, t,x) = y. (3)

Output 1 if the equation holds, and 0 otherwise.

Theorem 4.1. If TDFtag is tag-based adaptive one-way and H is collision-resistant, the resulting signa-
ture scheme above is SMU-CMA secure.

Proof. Let G0 be the original SMU-CMA security game as defined in Def. 2.4. We first modify G0
so that if there exists any two message m,m′ during the game satisfying that H(m) = H(m′), the game
aborts. Denote by G1 the new game, and by Advsmu-cma

A ,i (k) the advantage of an adversary A in game Gi.
Obviously, we have the following claim:

Claim 4.2. If H is collision-resistant, Advsmu-cma
A ,0 (k)−Advsmu-cma

A ,1 (k) is negligible in k.

Next we consider the adversary’s advantage in game G1. Let F be an SMU-CMA adversary against
SIG under game G1, in which we omit the case where the game aborts. We build another algorithm A
to break the tag-based adaptive one-wayness of TDFtag.

Given the input 1k, A invokes F on input 1k and obtains m∗ from F . It then sets t∗← H(m∗) and
submits t∗ to its own challenger. After receiving (ek,y) from the challenger, A sets Pk := (ek,y), and
gives it to the adversary.

After receiving the j-th signing query m j, A computes t j ← H(m j), sends (t j,y) to its inversion
oracle, and obtains the pre-image x j so that

Ftag(ek, t j,x j) = y.

A returns σ j := x j to the adversary.
Finally, F outputs its forgery σ∗ on message m∗. A simply outputs x∗ := σ∗ as the inversion of y

under the selective tag t∗. Suppose that F succeeds in the SMU-CMA game. We have that

Ftag(ek, t∗,x∗) = y∗,

which means that x∗ is the correct inversion. Furthermore, F did not ask for a signature on m∗, nor did
A ask the inversion of y under the tag t∗. Therefore, A wins in the tag-based adaptive one-wayness
game.

Full Security. The signature scheme above is SMU-CMA secure. To obtain the standard EUF-CMA
security, we could apply the transform presented in Sec. 3.3.
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5 Discussions

Kiltz et al. [9] showed that adaptive trapdoor functions can be constructed from correlated-product
trapdoor functions [14], which in turn can be constructed from lossy trapdoor functions [11]. There are
many concrete and efficient constructions of lossy trapdoor functions, based on DDH, DCR and SIS
assumptions, respectively. Furthermore, as demonstrated in [9], tag-based trapdoor functions could be
constructed from instance-independent RSA assumption. Therefore, we could obtain signature schemes
based on a bunch of simple assumptions without random oracles, which enriches the research of secure
digital signatures from another angle.

On the other hand, Kiltz et al. showed the power of adaptive trapdoor function in the construction of
CCA-secure public key encryption schemes [9], while we showed its usage in constructing existentially
unforgeable digital signature schemes, further demonstrating the power of adaptive trapdoor functions.

6 Conclusion

In this paper we provided another solution to the construction of EUF-CMA secure digital signature
schemes in the standard model. We present a generic transform from SMU-CMA secure signature scheme
to EUF-CMA secure one without resorting to the random oracle model, which makes use of one-time
signature and the ‘prefix’ method. As an extension of the transform, we also showed how to build a
EUF-CMA secure signature scheme from tag-based adaptive trapdoor functions. Our construction is
generic so that it can be instantiated based on various number-theoretic assumptions, for example, RSA
assumption, CDH assumption and etc.
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