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Abstract

Identity and access management (I&AM) plays a crucial role in today’s IT infrastructure. In order to
access a service, the user needs to authenticate. I&AM maintains attributes, credentials, roles, and
permissions for an identifier, which is, e.g., linked to a human person. The variety of approaches to
solve I&AM makes it hard to compare or even combine them. As various protocols are developed to
solve real-world problems, it is increasingly difficult to provide secure implementations and config-
urations. In order to gain an overview and to enable interoperability, this article proposes an identity
and access management framework (IAMF). Based on a motivating scenario, different requirements
are mapped with identity management models and approaches within. These findings build the foun-
dation for IAMF, consisting of a technical architecture and interfaces for processes. The fundamental
difference to existing systems is its integrating, interoperable, and modular approach.

Keywords: Identity Management, Identity Management Framework, Federated Identity Manage-
ment, Framework

1 Introduction

According to [46], the standard user has 90 online accounts. In the U.S., an average of 130 accounts are
assigned to a single email address. These identities are used for work, e-government, and social media for
example. Each identity is linked to a specific context and has different user information, called attributes.
Providers like Facebook and Google allow users to securely re-use their accounts to authenticate at other
services by utilizing the protocols OAuth and OpenID Connect (OIDC). The same principle is used by
Security Assertion Markup Language (SAML) in research and education. Even though the re-use is
possible in some federated identity management (FIM) scenarios, this is not the case everywhere. The
resulting diversity makes it cumbersome for users to get an overview of which services received which
personally identifiable information. Additionally, end users tend to insecurely re-use or modify their
passwords across providers, as shown by Wang et al. [75]. According to [46], 10.8% users have only one
default password, while 49.3% re-use passwords sometimes for unimportant or non-critical accounts.

Besides human users, computers, and servers, also smartphones, other mobile devices, Internet of
Things (IoT) devices as well as cooperation partners are added to the identity portfolio of companies.
With this multitude of standards, solutions, and identities, it is cumbersome to keep an overview. As
identity theft and other attacks targeting accounts are rising, the situation is even more challenging.
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According to the Identity Defined Security Alliance, 79% of organizations have experienced an identity-
related security breach in the last two years [31]. Although FIM allows the secure re-use of account
information, the impact of identity theft is higher. A status overview of one’s own identity management
is crucial for the security and the base for continuous service improvements.

We address these problems by an extensive state of the art analysis in accordance to [54], which is
extended by the design of a modular framework, consisting of an architecture and proposed interfaces
for business processes. The design tries to achieve interoperability between identity providers (IdPs) and
service providers (SPs) for different use cases and standards. Thereby, we investigate on the integration of
existing approaches and interfaces for processes into such a framework and analyze required tools. These
tools need to be adaptable and modular within the framework. We additionally explore ways to improve
the multi-lateral security. This includes an overview of the entity’s security of its identity management
system, but also interfaces to other entities in case of incidents. Consequently, we enhance [54] by the
outline of a framework combining as many approaches as possible while providing additional value in
accordance to the stated requirements.

This article contributes the following improvements to the identity management landscape: It designs
a generic identity and access management framework (IAMF) as a layer for different identity manage-
ment use cases. IAMF allows various protocols to interact. It further adds an overview of all identity
management systems run within one organization and an integration to security management. Security
management, for example according to the norm ISO/IEC 27001 [34], requires an overview as a first
step. Then security controls, tests, and incidents can be analyzed in a controlled and structured way. The
IAMF overview therefore helps to improve the security of identity management and connected services.
IAMF is a work-in-progress approach. An implementation and cross-organizational security incident
processes still need to be established.

The rest of the article is organized as follows: Section 2 motivates the work through a chosen sce-
nario, a literature analysis, and a summary of gained requirements. Section 3 introduces the identity
models centralized, federated, and user-centric identity management. It further discusses different ap-
proaches within and compares them with the gathered requirements [54]. This is followed by an high-
level overview of the framework IAMF in Section 4, describing the introduced components. Section 5
discusses the framework based on the motivating scenario and gained requirements, followed by a brief
security analysis in Section 6. Section 7 concludes the article and gives future directions.

2 Requirements for Interoperable Identity & Access Management

Before the IAMF can be designed, relevant requirements need to be gathered. We describe shortcomings
and already existing possibilities with a motivating scenario from a research cooperation. In a next step,
we analyze literature. This is followed by the summarized requirements.

2.1 Research Cooperation Scenario

In the chosen scenario, a university cooperates with two commercial companies in a research project.
All entities use different local identity management systems for the users of their own systems. This may
result in several accounts for the end user when accessing external services. Like most organizations,
the university runs a local Identity & Access Management (I&AM) to provide several services, e.g.,
email and web conferencing, to students, staff, and professors alike. The I&AM is based on the proto-
col Lightweight Directory Access Protocol (LDAP). The university is part of national and international
research and education federations, such as DFN-AAI and eduGAIN. These federations use SAML to
provide an authentication and authorization infrastructure for their members. As a result, the university
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runs SAML software, e.g., Shibboleth, on top of LDAP. With a collaboration outside of these federations,
the university has to find other means, especially if the partners do not use SAML.

The I&AM at the company A is based on Active Directory (AD). In order to allow Web Single Sign
On (SSO) for other services, the component Federation Services (AD FS) is deployed. AD FS can make
use of several protocols, like OAuth and SAML. The company operates a private cloud for data storage,
which suppliers and project partners can access with OAuth and a variant of OIDC. As both partners
do not apply the same protocol, a proxy or bridge is needed. On account of running Shibboleth as
SAML implementation, the university is able to integrate and configure an OIDC extension. Company
B is a startup without I&AM. They use Internet of Things (IoT) devices in a testing environment with
local accounts. In order to participate, either company A needs to set up local accounts for the cloud or
company B needs a guideline to decide and configure the best fitting I&AM software. As prerequisite,
the I&AM software should enable FIM and suit IoT. Since company B is into blockchains, user-centric
approaches, i.e., User Managed Access and Self-Sovereign Identities (SSIs), are evaluated as well.

2.2 Literature Analysis

Several approaches already gathered requirements for identity management. Torres et al. [71] concluded
that Usability, Interoperability, Functionality, Trustworthiness, Security, Mobility, Privacy, Law Enforce-
ment, and Affordability are the main requirements. These are used as bases for IoT by Boujezza et
al. [14]. The requirements excluding Mobility are stated by Ferdous and Poet [18]. The newest direction
of identity management is SSIs. According to El Haddouti and El Kettani [25], SSIs have the require-
ments User Control and Consent, Minimal Disclosure for a Constrained Use, Justifiable Parties, Directed
Identities, Design for a Pluralism of Operators and Technology, Human Integration, and Consistent Ex-
perience across Contexts.

2.3 Summary of the Requirements

The requirements gathered by Torres et al. [71] are used as foundation, incorporating requirements for
SSIs, shown in [54]. Since further functionalities for integration of other approaches and protocols might
be needed, the requirement Functionality is split into Management of identities and further Functionality.
The General Data Protection Regulation (GDPR) gives users the right to get an export of their account as
well as porting their data to another SP. As a result, the requirement Location of the user data is changed
to Portability. This includes pluralism of operators and technology. With ever evolving protocols, it is
important to be able to integrate them into existing infrastructures. Hence, the requirement Affordability
is divided into Integration and Scalability, a main drawback of large-scale SAML infrastructures with
central trusted third parties (TTPs). Additionally, more and more devices and identities are added, giving
increasing importance to scalability. As a result, the following requirements, shown in Table 1, are used
to evaluate different approaches. They extend the requirements gathered by Torres et al., taking SSIs and
the evolving ecosystem into account, and build the base for IAMF.

3 Overview of Identity Management Models

According to Yuan Cao and Lin Yang [79], identity management can be characterized by three models,
which include different approaches.

• Centralized / Network-centric Identity Management.

• Federated / Application-centric Identity Management.

66



Identity Management Framework Pöhn and Hommel

Table 1: Requirements for Universal Identity Management according to [54]

No. Name Description
REQ1 Management This requirement describes the management of identities, e.g., human,

IoT, computers, and the automation of it.
REQ2 Usability This requirement comprises user interface, reduced complexity, and

consistent experience across platforms.
REQ3 Interoperability With this requirement, the interoperability between protocols, models,

and silos including protocol variants is described.
REQ4 Scalability The requirement scalability details the mobility of the environment. The

environment should be scalable for an increasing amount of identities,
devices, and protocols.

REQ5 Functionality The requirement represents needed functionality for universal identity
management. This includes services, like translation services, proxies
and bridges between for interoperability as well as group management.

REQ6 Trustworthiness Trust need to be established and estimated between involved entities.
In order to facilitate trustworthiness, trust management, segregation of
power, and policies for automated trust estimation are required.

REQ7 Security This requirement describes basic, i.e., single-entity, and multi-lateral
security. Security can be enhanced by security management.

REQ8 Portability In accordance to GDPR, the requirement details the portability of ac-
counts and systems.

REQ9 Privacy The requirement represents the aspects anonymity, pseudonymity, trans-
parency, controlability, consent, and data minimization.

REQ10 Liability Liability and accountability are relevant for law-enforcement, digital ev-
idence, and data retention. Accountability is required for paid services,
but also for security. Logged data is on the other hand in contrast with
privacy. Therefore, it has to be in accordance to law.

REQ11 Integration The requirement describes affordability of the solution including needed
efforts for the integration into processes and existing infrastructure.

• Decentralized / User-centric Identity Management.

Although centralized identity management was the first evolutionary step after isolated services, it is
still used as a base. In the following, protocols, approaches, and new directions within these three models
are analyzed regarding the stated requirements [54].

3.1 Centralized Identity Management

Centralized identity management is typically based on LDAP, e.g., with OpenLDAP or AD. As direc-
tory service for Windows domain networks, AD additionally uses Kerberos and Domain Name System
(DNS). DNS as hierarchical decentralized naming system translates memorable domains to numeric in-
ternet protocol (IP) addresses. In order to locate the correct IdP of the user, SAML utilizes a list of
entity information, called metadata. Other methods exist for OAuth and OIDC. The EU project LIGHT-
est [59, 58] suggests an extension of DNS as method for discovery and trust. Since it is bound to
certificates, it requires eIDAS, resulting in fixed Level of Assurance (LoA) and centralized structure. It
is further adapted for IoT. Additional approaches propose DNS for IoT [77, 45, 81, 49], with efficiency
and life cycle as drawbacks. Florea et al. [20] provide an overview of different protocols used for IoT,
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while Belran and Skarmeta [7] describe the protocol Authentication and Authorization for Constrained
Environments (ACE) [63].

Protocols specify the technical requirements, but not aspects of the business process, e.g., life cycle.
As a result, many approaches are not (REQ3) interoperable, which is comprehensible. Nevertheless,
even centralized I&AM can integrate IoT and business decisions might lead to joint ventures and other
agreements. Other drawbacks are (REQ6) trust, (REQ1) management, and (REQ11) integration, while
(REQ8) portability is difficult to estimate. An overview of the requirements is given in Table 2.

Table 2: Analysis of Centralized Identity Management based on Requirements

No. Name Description
REQ1 Management Software fulfills management. Otherwise it is mainly out of scope.
REQ2 Usability Single Sign On allows usability locally. Otherwise it is out of scope.
REQ3 Interoperability Some implementations include several protocols, otherwise this require-

ment is not fulfilled.
REQ4 Scalability With centralized identity management, the scalability issue should be

less prominent.
REQ5 Functionality Software includes several functionalities. Otherwise it is out of scope.
REQ6 Trustworthiness As centralized identity management is within one organization, it is out

of scope.
REQ7 Security This is mainly out of scope, though most software has security imple-

mented.
REQ8 Portability This is mainly out of scope.
REQ9 Privacy This is mainly out of scope.
REQ10 Liability Software has logging mechanisms, otherwise it is out of scope.
REQ11 Integration For software, integration guides are typically available. Otherwise it is

out of scope.

3.2 Federated Identity Management

FIM consists of several IdPs and SPs, which have a common goal and technical setup. The predominant
protocols are SAML and OAuth with its authentication layer OIDC. As TTPs are involved in SAML
federations, scalability is a drawback [6]. Even though some implementations allow both protocols,
interoperability is a general problem between them. Caused by real-world problems, new protocols and
extensions are evolving. Different research approaches [4, 19, 55, 39, 16, 33] try to tackle specific issues.
Similarly to centralized identity management, DNS is utilized for technical trust establishment [66, 29].
Due to advances in lawmaking and regulations, [36, 11, 27, 56, 12, 13] describe eIDAS, which is based
on SAML, and show the combination with other federations. One drawback is the lack of integration
into eduGAIN, the de-facto standard federation for research and education. Alonso et al. [3] present a
solution for the specific use case FIWARE. Federation as a service, a service offered to customers related
to identity management, is apprehended in research [82, 80] with drawbacks i.a. in trust.

To sum up, these approaches in FIM have several drawbacks, ranging from (REQ3) interoperability,
to (REQ5) functionality, and (REQ10) liability. With additional policies and agreements, liability is
often set up. For interoperability, additional tools, like proxies, are introduced. The protocols themselves
are silos. SAML has the further drawbacks regarding (REQ4) scalability and (REQ8) portability. The
research approaches lack (REQ3) interoperability, (REQ6) trustworthiness, and (REQ11) integration.
(REQ10) Liability depends on the implementation and established processes. This results in Table 3.
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Table 3: Analysis of Federated Identity Management based on Requirements

No. Name Description
REQ1 Management All approaches allow federations. The management of identities and

policies is thus out of scope.
REQ2 Usability This is out of scope.
REQ3 Interoperability Some actual implementations provide interoperability by extensions,

e.g., AD and Shibboleth.
REQ4 Scalability The scalability is a drawback of SAML [6]. This may be the case with

the DNS extension as well.
REQ5 Functionality Translation and group management are out of scope.
REQ6 Trustworthiness LIGHTest uses DNS and eIDAS, but does not allow other methods.

Other approaches tackle trust with non-practical proposals. Otherwise,
it is out of scope.

REQ7 Security This is mainly out of scope.
REQ8 Portability This is out of scope.
REQ9 Privacy Besides user consent, it is out of scope.
REQ10 Liability This is out of scope.
REQ11 Integration This is out of scope.

3.3 User-Centric Identity Management

Kumar et al. [44] and Slomovic [65] show that although pseudonymity and anonymity are important,
identities from different social networks can be merged and lead to one specific person. User-centric
identity management evolved in parallel to FIM [73], but is not yet relevant in practice. It recently
gained more attention with the hype of blockchain. Two main directions can be seen: UMA and SSI.
Both give the user more control over their personal data, but (REQ3) interoperability still has to be
improved. (REQ10) liability and (REQ5) functionality depend on actual approach, client, and provider.

UMA [42, 48, 50] extends OAuth, although it can be applied to IoT [15] and other use cases. UMA
works on interfaces to SSI. In parallel to SSI, other privacy enhancing technologies are developed [60,
61, 62]. Toth and Anderson-Priddy [72] describe the principle of SSI management. SSIs are typically im-
plemented by verifiable, decentralized digital identities, like blockchain. The law of identities is adapted
to SSI by Ferdous et al. [17], while the step from typical user-centric identity management to SSI is seen
as a evolutionary step by Sovrin [70]. These research approaches [68, 21, 67, 69, 76, 5, 51, 52, 26, 47]
differ in technology and architecture. Common drawbacks are (REQ4) scalability and, for early work,
(REQ9) privacy. CREDENTIALS [74, 43, 40, 28] proposes a data sharing platform based on identity
wallets, basically playing man in the middle. The cloud federation SUNFISH [1, 2] is a collaboration
for sharing data hosted on private cloud infrastructures of organizations for business. It has limitations
in (REQ6) trust, (REG11) integration, among others. Other approaches propose dynamic cloud federa-
tion on blockchain [41, 9, 8, 10], not taking methods like Vectors of Trust (VoT) [57] into account. It
furthermore concentrates on one use case and has deficits in (REQ9) privacy.

In summary, user-centric identity management has drawbacks in (REQ3) interoperability, (REQ5)
functionality, and (REQ10) liability. Benefits and drawbacks though depend on the approach. UMA
could be adapted for further use cases, though not further explored. SSI often lacks (REQ4) scalability
and (REQ9) privacy. (REQ4) scalability, (REQ6) trustworthiness, and (REQ11) integration are missing
in cloud federations based on blockchain. By this, the following Table 4 condenses the analysis.
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Table 4: Analysis of User-Centric Identity Management based on Requirements

No. Name Description
REQ1 Management UMA allow federations. The management of identities and policies is

thus out of scope. SSI could be used in federation use cases.
REQ2 Usability This is out of scope.
REQ3 Interoperability The principle of UMA can be applied to things [15] and theoretically to

different protocols. Though it is not described, SSI could be used for
different protocols and users.

REQ4 Scalability As UMA builds upon OAuth and can be used with SSI, scalability is
met. Some SSI approaches have drawbacks with scalability.

REQ5 Functionality Besides functionality for the user, this is out of scope.
REQ6 Trustworthiness The user is control, but otherwise it is out of scope.
REQ7 Security Blockchain itself is secure, other parts including the actual implementa-

tion are mainly out of scope.
REQ8 Portability This is out of scope, but could be easily integrated from the user-side.
REQ9 Privacy UMA allows control of accounts and attributes, otherwise it is out of

scope. With SSI, users have full control, though there might be draw-
backs for privacy as well.

REQ10 Liability For UMA, the user has more control, but otherwise it is out of scope.
This is mainly out of scope, though Grabatin et al. [23] describe quality
of service parameters and policies for a 5G scenario.

REQ11 Integration This is out of scope.

4 IAMF, a Universal Identity and Access Management Framework

Neither centralized, federated identity management, UMA, nor SSIs fulfill all requirements. One big
issue of the identity management ecosystem is (REQ3) interoperability between different approaches
and protocols. With organizations using several protocols, e.g., to enable IoT devices, a universal frame-
work, i.e., architecture with interfaces to processes, which still needs to be designed, can help to gain an
overview and provide the missing interoperability. Frameworks [16, 66] known to the authors concen-
trate on a specific use case or protocol, but do not provide a generic framework for identity management.
Norms and standards [37, 24, 35, 34] focus on special aspects, describing the requirements and recom-
mendations. Therefore, norms and standards provide a comprehensive base for security management,
accountability, and liability as well as trust.

4.1 Overview of the Framework IAMF

This section presents an overview of the Identity Management Framework IAMF, shown in Figure 1,
which will be implemented in future work. The framework addresses the requirements stated in Sec-
tion 2. As a result, the design goals focus on interoperability and integration. By providing an overview,
the current state of the identity management system in place and, therefore, the (REQ7) security related
to it can be gained. With no overview, security cannot be estimated and improved. Considering that
the framework can work both centralized and decentralized, while the TTP is only involved during the
initial setup, the framework is (REQ4) scalable. IAMF comprises of three different components and uses
existing approaches, whenever it is possible. The TTP as well as the component for the end user are
optional, though providing additional value.
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Figure 1: Overview of the Identity & Access Management Framework Architecture

• TTP: The TTP has an Application Programming Interface (API) for queries. Thereby, additional
functionalities for, e.g., translation between protocols, mappings, and federation management can
be provided. These are shown in detail in Figure 2a.

• Components for Entities: FIM consists of two main entities, i.e., IdP and SP. While Figure 1
describes two IdPs and an outsourced service, Figure 2c visualizes an SP. A more detailed IdP
managing human users is displayed in Figure 2b. The components for IdPs and SPs can be divided
into the following:

– Interfaces to the TTP, i.e., IdP-TTP and SP-TTP, shown in Figure 2c. The add-on to the
entity software provides the main supplementary functionality for the entities. In order to
use the modules of the TTP in both directions, it includes an API. Most functionalities can
be provided locally as well, if required.

– Overview, i.e., IdMO, SPMO, and a generic management overview (MO). The overview
presents information about the status of the identity management system, collaborations, fed-
eration memberships, security controls of identity management and their status, and thereby
a status of the security management as well as policies.

Besides identity management for human users, shown in Entity 1 as IdM 1, also server manage-
ment (SM) and IoT management (IoTM) can be included. These do not need an interface with the
TTP, but an overview, i.e., SMO and IoTO, to see if the security controls are met. These variants
are left out for clarity reasons.

• Component for the End User: A kind of password management (PM) tool for end users. In
addition to traditional password management tools, this identity management (IdM)-PM add-on
helps the user to get an overview about the accounts and the related security status. It provides an
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interface for UMA and other user-centric identity management approaches. These are shown in
Figure 2e in more detail.

In the following, the components of the IAMF are presented comprehensively. The figures and
descriptions are focusing on identity management for human users for better understanding. Already
available components are re-used when possible.

(a) Trusted Third Party (b) Identity Provider (c) Service Provider

(d) Outsourced Service (e) User

Figure 2: Overview of IAMF Component Architectures

4.2 Trusted Third Party

In SAML federations, federation operators run TTPs, which aggregate SAML metadata and provide
further services dependent on the federation. Services can include conversion rules to translate from
one schema to another. The research approach GEANT-TrustBroker [55] extended these TTPs, in or-
der to provide dynamic metadata exchange, level of assurance automation [22], and conversion between
different schemas. In addition, a distributed setting was proposed [53]. The IAMF TTP enhances this
approach by the functionality derived from the requirements. Therefore, it is expended for general usage
and includes further functionality. The TTP, shown in Figure 2a, has an API, enabling the automation
of required steps. The modules added in the figure are Protocol Translation, Attribute Translation, Trust
Mapping, Discovery Help, Security Management, Entity Management, Policy Comparison, and Federa-
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tion Management. As the TTP is modular and configurable, not all modules need to be used and it can
be made adjustable to fit for different use cases.

In the following, the main functionality is described. In order to make use of these functionalities, the
entities, i.e., IdPs and SPs, first need to register. The entities should state used protocol, attribute schema,
and trust schema locally in a configuration file. This can be done by pointing to an already existing
configuration file, e.g., SAML metadata. The location of the entity configuration file is then stored. For
a lightweight design, the TTP only points to the policies. The policy management and trust mapping
of IAMF allow the comparison of entity policies and level of assurance, similarly to [22]. By that, a
fast estimation is made related to the compatibility from the trust perspective. If entities want to form a
formal federation, policies for the federation are configured as well. By stating protocols and schemata,
the TTP helps to translate between protocols. Existing proxies between SAML variations, SAML and
OAuth respectively OpenID Connect can be re-used. The TTP stores all known translations between
protocols, attribute schemes, and trust schemes. The interface IdP-TTP downloads required translations
before it translates messages. Thereby, only the needed amount of data is stored locally. If the IdP-TTP
works as standalone component, all translations are integrated locally. Links to aggregated metadata for
SAML and other discovery possibilities, e.g., Webfinger [38] and Metadata Query Protocol [78], can be
added.

4.3 Identity Provider Extension

The identity provider extension includes three main components: an interface to the TTP, called IdM-
TTP, an IdP management overview IdMO, and the generic management overview, as shown in Figure 2b.
IdP-TTP communicates with the TTP via an API. The additional functionality include providing policies,
delegation of tasks, and group management. For group management, existing tools, like Grouper, can
be re-used. This is run on top of the IdP software in operation. Internally, the users change passwords,
request further accounts, and add additional factors at the IdP’s ID Portal. These accounts can then be
re-used at different SPs. By providing a per-IdP overview of the services and attributes, the IdP helps
the user to get an overview of its data. Consents can be withdrawn. Even though SAML federations
use consent, getting an overview of all data sent to SPs can be cumbersome. The IdMO and the generic
management overview provide technical personnel as well as management with information about the
status, security, and statistics. As accountability is required, log files can be viewed. A portability
function is possible, though both functions are normally provided by already established means. The
view is dependent on the role of the user. While the management is interested in a situation overview,
technical personnel depends on deeper insights.

4.4 Service Provider Extension

Similarly to the IdP, the SP consists of SP-TTP, SPMO, and an overall management overview. The com-
ponents are shown in Figure 2c. The SP-TTP includes interfaces for delegation and group management
as well as policy. Group management helps to form dynamic groups for one or several services. The
reason for the group are different, e.g., a project or a team of employees interested in a specific topic.
SPMO provides a management overview including accounting and security for a specific service, while
the generic management overview gives a summary of the all service status. The overview features dif-
ferent views, as technical personnel require enhanced information, while management wants to have an
overall view. If an entity outsources a service, then both entities receive a related overview. This is shown
in Figure 2d. The sort and amount of information vary and also depend on the contract.
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4.5 End User

The end user, shown in Figure 2e, receives further control by the IdM-PM module. It is an add-on for
password manager, providing an overview of the accounts. Additionally, it helps to increase the security
of the accounts by security management. This includes requests to, e.g., HaveIbeenpwnd [30] to see,
a) whether the password of an account is already known, b) irregular login attempts, c) information
about passwords used for several accounts, and d) alerts about data breaches. Further queries to similar
services and processing other sources are possible. If a user wants to port an account to another IdP, a
portability request is sent by IdM-PM. Additional functionality is provided by UMA integration as well
as an anonymity and pseudonymity service.

5 Discussion of IAMF

In this section, we discuss the presented architecture based on the motivating scenario. The added func-
tionalities are analyzed next, followed by an evaluation based on the requirements. The workflows
visualize the interactions between the components. Last but least, drawbacks and limitations are shown.

5.1 Application to the Research Cooperation Scenario

Using the motivating scenario given in Section 2.1, three entities participate in this federation. The uni-
versity runs the SAML implementation Shibboleth on top of OpenLDAP. Company A uses AD and AD
FS with OAuth and a variant of OIDC. Company B has no central identity management system. Based
on a decision matrix, future work of IAMF, it installs and configures OpenLDAP and an OAuth imple-
mentation with the IAMF add-on. The university and company A implement the add-on as well. The
federation operator of the university already runs the TTP. Both company A and B add the chosen TTP
into their configuration. The further setup is completed automatically and not only the private cloud of
company A can be used, but all services of the university as well. The translation between the proto-
cols is carried out by the add-ons with help of the TTP. Company B can integrate user-centric identity
management allowing users to control their accounts even across several platforms and organizations.

5.2 Analysis of the Functionality based on the Requirements

As described above, several services are included into the IAMF to meet the requirements and provide
additional value. The services offered by the IAMF are shortly explained in this section. They can be
added, configured, and adapted. In the future, further services might be possible.

• Entity Management: Functionality for managing the entity in FIM including policies, endpoints,
protocol, and attribute schema. This module is integrated into the components TTP, IdP-TTP, and
SP-TTP. As it only points to configuration files, it is still lightweight.

• Federation Management: Functionality for setting up static and dynamic federations with own
policy. This module is integrated into TTP, but can be used locally with IdP-TTP and SP-TTP.

• Policy Management: Functionality for creating and comparing polices. Based on policies, a
decision about the membership in a federation or trust establishment between two entities can be
made. This module is integrated into TTP, but is able to be used locally with IdP-TTP and SP-TTP.

• Security Management: Functionality to increase the security of identities. A process cycle with
various checks helps to improve the security. Interfaces to security management tools provide
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seamless integration and processes. This module is integrated into TTP for federated use cases,
IdP-PM at the end user, IdMO, and SPMO. Security is shortly discussed in the following section.

• Protocol Translation: Bridges for translation between different protocols. This module is inte-
grated into the component TTP, but can be used locally with IdP-TTP and SP-TTP. Known bridges
are integrated, like the SATOSA SAML2SAML tool [32].

• Attribute Translation: Translation of attribute schema and attributes, i.e., user information. This
module is integrated into TTP, but can be used locally with IdP-TTP and SP-TTP.

• Trust Mapping: Functionality for mapping different trust schemes and levels. This module is
integrated into TTP, but can be used locally with IdP-TTP and SP-TTP. It is an extension of [22].

• Discovery Help: Functionality for helping discover entities. This module is integrated into TTP
and broadens the scope of IdP discovery service in SAML and similar functionality.

• Group Management: Functionality for end users setting up dynamic groups, which are propa-
gated to services. Group Management is partly integrated into the components TTP and SP-TTP.
It is helped by IdP-TTP and can be added to IdM-PM for privacy-concerned users. By providing
such a tool, the service overhead is reduced. Existing tools, like Grouper, are integrated.

• Delegation Management: Functionality for end users to delegate tasks and temporary permis-
sions. Within one organization, this module is integrated into IdP-TTP. In federated use cases, it is
part of SP-TTP and TTP. Theoretically, privacy-concerned users can add the module to IdM-PM.

• Accounting: Functionality for liability and financial reasons integrated into the component SPMO.

• Management Overview: Overview of the status of the service, security, and related information.
This module is integrated into IdM-PM, IdPO respectively SPMO and management overview.

• UMA Integration: Integration of UMA for end users at the component IdM-PM.

• Anonymity / Pseudonymity Service: If possible, the user can get pseudonyms. A combination
with UMA is recommended. This module is integrated into the component IdM-PM.

These functionalities fit to the requirements as follows, see Table 5. The analysis shows that the
requirements can be met, although further work is needed. This includes a concrete design of the frame-
work, a proof-of-concept implementation and evaluation, but also federated security processes. These
will be targeted in future work.

5.3 Exemplary Workflows

In order to visualize the interactions between the components and the re-use of already established pro-
tocols, exemplary workflows are described. These are shown with a TTP for simplicity. For registration,
the entity first configures its component locally. If a TTP is enabled, the registration is sent to a TTP via
an API, shown in Figure 3a. The entity respectively the IdP-TTP or SP-TTP sends required information
of the configuration file to the TTP, which verifies it. If the entity wants to apply for membership in a
federation, the entity sends a request to the TTP for verification. The same applies for policies. The
entity creates a policy, which gets registered at the TTP. It can be changed and deleted. The TTP answers
with the status of the request. The workflow for the usage of conversion rules is similar. The rules are
verified by the TTP. Changes are notified to the entities using it.
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Table 5: Analysis of the IAMF Framework based on Requirements

No. Name Description
REQ1 Management With the different management overviews, several layers of overview

are provided. Additionally, all modules can be configured and help to
manage identity management.

REQ2 Usability So far, usability is achieved by the component IdM-PM with UMA
integration, anonymity / pseudonymity service, and a management
overview. Further work is needed to understand usability better.

REQ3 Interoperability Extensions to several protocols as well as the different translation func-
tionalities help to provide interoperability.

REQ4 Scalability Since the TTP is only involved in the first trust establishment and further
queried if needed, it does not result in a bottleneck. Furthermore, several
TTPs can be used in parallel.

REQ5 Functionality The functionalities described above fulfill this requirement.
REQ6 Trustworthiness By trust mapping and policy management, trust requirements can auto-

matically be compared. This helps to provide trustworthiness.
REQ7 Security IAMF provides a security module for federated incidents, helping to

multilateral improve security by seamless integration into already es-
tablished tools. The processes needed still need to be designed. The
security of the IAMF is shortly analyzed in the following section.

REQ8 Portability A request functionality can be added at IdM-PM, asking the IdP to ex-
port the account data, which then should be able to import into another
service. A translation of the attributes might need to take place.

REQ9 Privacy Anonymity and pseudonymity help to provide privacy. Additionally,
only the needed information is stored at the TTP and other entities.

REQ10 Liability Accounting helps to provide liability in addition to logging.
REQ11 Integration The integration takes place with add-ons for IdP, SP, TTP, and user. Fur-

ther protocols can be added, although each adaption requires effort.

An example workflow for federated security management is shown in Figure 3b. If the IdP notices a
data breach of a user, it first starts a security management process inside the organization. Anonymized
information is uploaded to the TTP, which checks if similar attacks accumulate in the last time. The TTP
sends the status of this check to the IdP. The IdP informs the user as well. IdP and involved SPs exchange
required information without additional communication with the TTP. If further information has come
up, the IdP updates the distributed information accordingly.

5.4 Limitations of IAMF

While the effort for setting this cooperation up differs between the organizations, especially organizations
with several cooperation benefit from the dynamic establishment of connections while still providing
trust by policy and assurance comparison. Although the IAMF components require configuration in the
beginning, it can save time for service desk and administrators in the long run. This is the case with group
management, as described in the scenario, but also with dynamic federations and trust management. The
different translation services help to reduce duplicated accounts and, thereby, effort for service desk and
administrators. However, all partner organizations should enable IAMF for fully dynamic establishment
and functionality.

In FIM, TTPs already exist, as federation operators run services for SAML federations. The TTPs
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(a) Registration at TTP

(b) Security Management

Figure 3: Exemplary Workflows

of IAMF provide additional value for the federation operators and their customers, i.e., universities, re-
search institutions, and commercial services. The services and modules of the TTP can be adapted. This
example also shows that several organizations might run TTPs in parallel, similarly to [53]. In order to
minimize data, these TTPs should know each other. As TTPs are mostly not involved in the communica-
tion, the performance is only reduced during the initial setup between two entities. The proxies between
protocols require time to translate messages, although this is a simple transformation. Without proxies,
the communication would not be possible. As this is a real-world problem, several proxies between
SAML and OpenID Connect already exist and Shibboleth, an open source SAML implementation, is
planning to provide an official OpenID Connect plug-in [64]. These proxies should be able to integrate
into IAMF, though with an increasing number of variants, this can be difficult. Depending on future
protocol and concept developments, adaptations for IAMF might be needed though.

IAMF is a framework on top of existing protocols and software for interoperability and security. To
the authors, no further frameworks are known with this broad scope. Therefore, a comparison to other
approaches of identity management is not feasible.
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6 Security Considerations

Identity information is an interesting target for attacks. The attackers can be insider as well as outsider,
while the knowledge ranges from script kiddies to state-sponsored attackers. In the following, security
considerations for IAMF and components, attack vectors, and security benefits are discussed. The brief
analysis concentrates on attackers up to criminals. For a more detailed analysis, the architecture will be
modeled in the future.

6.1 IAMF and related Components

The security of the IAMF is mainly linked to the security of the different parties, the design, and the
implementation of the components. The framework itself is lightweight and does not store unnecessary
information, which already reduces the attack surface. Instead of a TTP, the functionality can also be
provided decentralized.

The TTP of the IAMF has access to public information about SP, IdP, and end user, such as attribute
types, endpoints, and level of assurance. Therefore, the TTP stores no sensitive data besides basic account
information of IdPs and SPs, which are publicly available. The account information are kept according
to current state-of-the-art methods. If changes to the federation setting occur, involved administrators
get notified. Updates of the TTP, the local data, and software need to be accepted beforehand. In case
of attribute mapping, the IAMF provides conversion rules, which are approved and integrated by the IdP
administrator. The components of the framework do not receive user information.

6.2 Attack Vectors

Possible attacks can result from different vectors. One way is man-in-the-middle (MITM), if an attacker
manages to listen and change communication between components. As components need to authenticate
and a sequence number is added, MITM attacks are mitigated. A checksum helps to identify changed
messages during transaction. Different attacks can target the TTP, as it includes modules for trust es-
tablishment. One example is a spoofing attack of a user targeting a policy in order to receive access to
a service. The TTP needs to be hardened and the code should be security by design. The API requires
authentication and administrators get at least notified for changes as well as corrupt states. As a result,
attacks targeting the TTP are hindered. The same applies for IdP and SP components. Bugs within the
code can be another vector. Pentests and fuzzing can, e.g., be used to improve the code. Another vec-
tor uses social engineering, especially at the end user side and targeting administrators. If a malware,
like a key logger, is installed on the user’s computer, accounts are compromised. This vector already
exists. With security management, the consequences are at least contained. In order to reduce the risk of
masquerade entries, they can be checked by the module.

6.3 Security Benefits

Resulting from the increasing identity theft and the consequences for individuals and organizations [31],
security management for identities is added at different levels of the IAMF. Thereby, different aspects,
like password breaches, unusual behavior, and missing second factors are reported as soon as discovered.
Identity-related security controls should be configurable. Subsequent actions in a controlled process help
to increase the security and readiness level even further. This helps to limit data breaches and further
security incidents. The process provided by the IAMF should be integrated in already existing processes,
e.g., ISO/IEC 27001. As a result, the module needs interfaces, like APIs, to already running software.
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7 Conclusion and Future Work

Identities are everywhere. Each and every person has several digital identities to participate in the digi-
tized world. An increasing number of identity management approaches have been developed and several
are in the making. This diversity of solutions makes it difficult to get an overview. Interoperability is
even more challenging. With growing identity theft, secure identity management gets more relevant than
before. As security is getting into focus, management becomes cumbersome. In this article, we give
a broad overview of the identity management models centralized, federated, and user-centric identity
management and related approaches. These are mapped with the requirements gained from a motivating
scenario with three different entities and literature review. The findings lead to the design of the work
in progress framework IAMF, helping to make the silos interoperable. The framework includes addi-
tional functionalities for, e.g., translation, group management, and delegation. Additionally, it provides
an overview of the used identity management systems in an organization and their related status. As an
overview is the first step to improve security, it also helps to align policies and progress. The outline of
the framework is concluded by a discussion based on the motivating scenario, the gathered requirements,
workflows, and security considerations. For future work, we plan to investigate into the role of identity
management in standards, like IT Infrastructure Library (ITIL) and ISO/IEC 27001, in more detail and
describe generic identity management processes. As the security of the whole framework can be boiled
down into the security of the different components and the interaction between them, we plan to establish
a federated security management process. Security controls will be derived, helping to establish security
processes for different use cases. A reference architecture of different identity management models and
of IAMF may guide administrators as template and help us to identify further missing functionalities and
components. With a reference model in place, the attack vectors are analyzed in greater depth. Last but
not least, the framework designed in this article will be implemented and evaluated.
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Challenges of CREDENTIAL. In Proc. of the 2016 IFIP International Summer School on Privacy and
Identity Management, Karlstad, Sweden, pages 76–91. Springer-Verlag, August 2016.

[41] B. Keltoum and B. Samia. A Dynamic Federated Identity Management Approach for Cloud-based Envi-
ronments. In Proc. of the 2nd International Conference on Internet of Things, Data and Cloud Computing
(ICC’17), Cambridge, UK, pages 104:1–104:5. ACM, March 2017.

[42] F. Kobayashi and J. R. Talburt. Decoupling Identity Resolution from the Maintenance of Identity Information.
In Proc. of the 11th International Conference on Information Technology: New Generations (ITNG’14), Las
Vegas, Nevada, USA, pages 349–354. IEEE, April 2014.

[43] A. Kostopoulos, E. Sfakianakis, I. Chochliouros, J. S. Pettersson, S. Krenn, W. Tesfay, A. Migliavacca,
and F. Hörandner. Towards the Adoption of Secure Cloud Identity Services. In Proceedings of the 12th
International Conference on Availability, Reliability and Security (ARES’17), Reggio Calabria, Italy, pages

81

https://haveibeenpwned.com
https://haveibeenpwned.com
https://www.idsalliance.org/identity-security-a-work-in-progress/
https://www.idsalliance.org/identity-security-a-work-in-progress/
https://github.com/IdentityPython/SATOSA
https://www.ietf.org/rfc/rfc7033.txt
https://www.ietf.org/rfc/rfc7033.txt


Identity Management Framework Pöhn and Hommel
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[54] D. Pöhn and W. Hommel. An Overview of Limitations and Approaches in Identity Management. In Proc. of
the 15th International Conference on Availability, Reliability and Security (ARES’20), Virtual Event, Ireland,
pages 1–10. ACM, August 2020.
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