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Insider threats are one of the problems of organizational security that are most difficult to handle.
It is often unclear whether or not an actor is an insider, or what we actually mean by “insider”. It aso
is often impossible to determine whether an insider action is permissible, or whether it constitutes an
insider attack. From a technical standpoint, the biggest concern is the discrimination between legal
insider actions representing a threat, and legal insider actions representing normal work. Thisis where
many of the standard techniques fail, since they require a clear separation between insiders and outsiders,
between “good” employees and attackers. A successful defense against insider threats must therefore not
only consider technical approaches, it must also integrate sociological and socio-technical approaches to
help identifying insider threats.

This specia issue collects a series of papers that discuss different aspects of insider threats and
information leakage, one of the main concerns with insider attacks. The focus of the selected articles
is on technical approaches to prevent or detect insider attacks, and on techniques for modeling and
subsequently identifying insiders.

In the first article [1]], “Insiders and Insider Threats—An Overview of Definitions and Mitigation
Techniques’, abroad introduction into the topic of this special issueisgiven, including a definition of the
terms “insider” and “insider threat”, as well astechnical, socio-technical, and sociological approaches.

The second article [2], “A Preliminary Model of Insider Theft of Intellectual Property”, develops
two models of insider theft of intellectual property, the Entitled Independent and the Ambitious L eader,
and discusses their aspects, especidly to identify indicators for early warning. The two models were
developed using empirical data from cases involving actual insider compromise.

The next article [3], “Model for a Common Notion of Privacy Leakage on Public Database”, dis-
cusses how to identify data leakage from public databases. When considering insider threats thisis an
important technique to use, since it provides a lower bound for the damage an insider can cause; thus
shortcomings in data protection can be identified and hopefully be fixed.

One of the technical approaches discussed above, that often are used against insider attacks, is col-
laborative intrusion detection systems, which use the insights from different location in the network to
get better insights into attacks than individual systems. These systems are essential for auditing activity
and must therefore be hardened against insider attacks. In [], “Collaborative Intrusion Detection Net-
works and Insider Attacks’, these collaborative systems are surveyed and their robustness against insider
attacks is analyzed.

While technical approaches are essential for detecting insider threats, they often lack support for
adding human behavior to their detection mechanisms. The next article [B], “Representing Humans in
System Security Models: An Actor-Network Approach”, proposes a system model that includes human
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actions, inspired by the sociological actor-network theory, treating humans and non-humans symmetri-
cally. Based on this model, the article discusses algorithms for finding attacks.

However, also models including human actions require techniques for identifying where actors are
located, and [6], “Improved Estimation of Trilateration Distances for Indoor Wireless Intrusion Detec-
tion”, presents atechnique that allows more precise location of wireless devices inside of buildings, thus
supporting, e.g., location-based access control.

Thelast paper [7], “Improving Stepping Stone Detection Algorithms using Anomaly Detection Tech-
niques’, discusses another technique for improving detection of attackers, by hardening anomaly detec-
tion agorithms against evasion.

The articles collected in this special issue discuss important aspects of detecting insider attacks. This
requires models that allow to include human actions, and that allow to specify what kind of behavior is
of interest. It also requires to be able to audit and detect actions of attackers on the IT infrastructure,
currently certainly the main resource used in performing insider attacks. The question of identifying the
motivation of inside attackers goes clearly beyond the scope of this special issue, but is equally important
and challenging.
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