
Extraction of Platform-unique Information as an Identifier

Kangwon Lee, Kyungroul Lee, Jaecheon Byun, Sunghoon Lee
Soonchunhyang University

Shinchang, Asan, Republic of Korea
{paul, carpedm, apple}@sch.ac.kr, joyce2@daum.net

Hyobeom Ahn
Kongju National University

Budae, Choenan, Republic of Korea
hbahn@kongju.ac.kr

Kangbin Yim∗

Soonchunhyang University
Shinchang, Asan, Republic of Korea

yim@sch.ac.kr

Abstract

The Ethernet MAC address is known it is not changed and so highly considered as one of the
platform-unique information. Because of the reason, the MAC address has been used as a platform
identifier for several public services. This paper surveys, implements and analyzes the extraction
methods for the MAC address in different levels on the PC platform. The methods considered in-
clude reading the registry database, calling the dedicated API functions, polling the I/O controller
and communicating with external EEPROM. The result of the implementation will be helpful as a
reference for developers who need to have a simple platform identifier.

Keywords: platform-unique information, platform identifier, designated platform, MAC address,
hardware spoof.

1 Introduction

Most difficult thing in security area is to assure the entity’s identity. In many cases, string based pass
phrases are used for this purpose. However, this kind of pass phrases are easily sniffed by a sophisticat-
edly architected key logging malware. Because of the reason, the highly security-sensitive services such
as online finance and government issues are trying to restrict their operational environment in different
ways. As an emphatic example of such approaches, Korean government has introduced the designated
platform policy for online banking services where users are requested to use several limited number of
PCs for renewing their public certificates. The problem in this approach is how to prove that the PC
currently in use is one of the designated set of PCs. For this policy to be successful, it is essential to
achieve the uniqueness of a PC platform to register it as a designated one.

The uniqueness of a hardware platform can be achieved by deriving a platform-unique information
from one or a combination of several hardware-dependent unique values. The Ethernet MAC address
(MAC address hereafter) is considered the best one of such reasonable candidates as network IP ad-
dress, serial numbers of hard disks, identifiers and mapping addresses of periphery devices and etc.
because many people believe it is an unmodifiable and globally unique hardwired value. Although a
MAC address needs to be unique only in a network segment, manufactures produce the Ethernet card
with a pseudo globally-unique MAC address to eliminate the address conflicts when multiple cards are
randomly deployed.
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The MAC address also can be targeted by adversaries in the form of MAC spoofing attack, which
is also known as ARP spoofing or ARP poisoning[1][2][3]. The ARP spoofing redirects network traffic
and allows adversaries to sniff it as a result of the attack though many countermeasures against the ARP
spoofing already effectively applied. Moreover, the problem caused by the ARP spoofing absolutely has
no relation to the problem proving the platform-unique information. Therefore, we need to analyze and
rationalize the designated platform policy and its implementations to count potential vulnerabilities we
may face in the practices, especially related to the MAC address.

In case of the designated platform solution[4], it utilizes the MAC address as a factor for constructing
the platform-unique information. Therefore, this solution is somewhat for a kind of multi-factor authen-
tication because the platform-unique information is used as an additional factor in proving both of the
user identifier and the platform identifier. This approach can improve the security level of the services
such as the online games, file repositories, financial transactions, etc. by restricting the locations (authen-
ticated platforms) of the authenticated users. When a specific service is used, it registers the platform
identifier to the management server. When the user tries to use this service back, the trials issued only
on the platforms of which identifiers have registered are allowed and other requests are denied.

Practically, the MAC address is considered it should not be changed in an active service. Regarding
the wireless gateway, it allows only the registered specific MAC addresses for network connections
if configured especially in the case a mobile or vehicle machine makes an inquiry into a location in
the dedicated network[5][6]. Finally, for the public certificate, a research on commercial designated
platform services shows that they add to the authentication server a limited number of MAC addresses
of the platforms for an authenticated user in a registration process[7]. However, the simple extraction of
the MAC address is insufficient even though various services utilize the MAC addresses. Therefore, in
this paper, we investigate possible extraction methods for the MAC address and analyze safety of these
methods.

2 Extraction Methods for Platform-unique Information (MAC address)

Extraction of the MAC address can be done in several ways: reading the registry database, calling one
of the dedicated APIs, polling registers in the I/O controller of the network interface card (NIC) and
communicating with EEPROM in the NIC. This chapter shows how to implement them. The opera-
tional environment for each implementation includes Microsoft Windows XP service pack 3, Intel I/O
controller hub 7 (ICH7) family and Realtek RTL8169/8110 family. Each code was programmed on
Microsoft visual studio 2005 with Winddk 3790.1830.

2.1 Reading the Registry Database

The entry CurrentControlSet in the system registry database includes the result of the last success-
ful hardware enumeration. This means that the I/O information for every PnP compliant hardware re-
sources resides as one of its key. The MAC address is also located at the NetworkAddress key in
My computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Class\{4D36E972

-E325-11CEBFC1-08002bE10318}\0001. Figure 1 shows the registry state after the Ethernet card was
installed and its MAC address was added to the registry key. Thus, the MAC address is able to be ex-
tracted by reading the above registry key. Opening the registry key returns a handle and reading the
NetworkAddress field using the obtained handle returns the MAC address. Figure 2 shows a part of the
implemented code and figure 3 shows the result[8][9].
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Figure 1: Registry state when MAC address is added

Figure 2: A part of implemented code by using the registry

Figure 3: Implement result by using the registry

2.2 Calling the Dedicated APIs

Windows provides several API functions that enable to achieve the MAC address: UuidCreate, NetWk
staTransportEnum, GetAdaptersInfo, GetIfTable and Netbios.

2.2.1 UuidCreateSequential()

UUID (Universally Unique IDentifier) supports the unique designation of an object such as interfaces,
entry-point vectors, and client objects. The MAC address is stored in data4 which is the 4th member
of UUID structure. Two different versions UUIDCreate() and UUIDCreateSequential() provide
the same function. Figure 4 is shown for a part of implemented code and 5 shows the result of the
implementation [10][11][12].

2.2.2 NetWkstaTransportEnum()

NetWkstaTransportEnum() provides information about the transport protocols. The MAC address is
stored in one of the parameters named bufptr. after calling this function. Figure 6 shows a part of
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Figure 4: A part of implemented code using UUIDCreate

Figure 5: Result of the implementation using UUIDCreate

implemented code and figure 7 shows the result of the implementation[13].

Figure 6: A part of implemented codes using NetWkstaTransportEnum

Figure 7: Result of the implementation using NetWkstaTransportEnum

2.2.3 GetAdaptersInfo()

GetAdaptersInfo() extracts the adapter information of a local computer. Address field in pAdapterInfo
structure is one of the parameters and the MAC address is stored in this parameter after calling this func-
tion. Figure 8 shows a part of implemented code and figure 9 shows the implemented result[14][15][16].
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Figure 8: A part of implemented code using GetAdaptersInfo

Figure 9: Result of the implementation using GetAdaptersInfo

2.2.4 GetIfTable()

GetIfTable() returns MIB-II interface table. The bPhysAddr field in the pIfTable structure is one
of the parameters and this parameter includes the MAC address. Figure 10 shows a part of implemented
code and figure 11 shows the result of the implementation[17][18][19].

Figure 10: A part of implemented codes using GetIfTable function

Figure 11: Result of the implementation using GetIfTable function

2.2.5 Netbios()

Netbios() interprets and executes the specified network control block(NCB). The adapter_address
field in the ncb_buffer of the pcnb structure is one of the parameters and the MAC address is found in
this parameter. Figure 12 shows a part of implemented code and figure 13 shows the result[20][21][22].

2.3 Polling the I/O registers

Extracting the MAC address through the registers of the I/O controller is dependent upon the specific
hardware device. The input and output interfaces of a specific hardware device are allowed to be ac-
cessed through the PCI bus and thus HalGetBusData function can be used to extract the configuration
information of a specific I/O device. NIC is assigned to bus 2, device 5, and function 0 on the test system
and polling this address gives the NIC configuration information. Figure 14 shows the NIC information
and Figure 15 shows the extracted NIC information[23][24].
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Figure 12: A part of implemented code using Netbios

Figure 13: Result of the implementation using Netbios

Figure 14: NIC information
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Figure 15: Extracted NIC information

As shown in figure 15, various PCI data such as vendorID, deviceID, and etc. can be extracted.
To access the NIC register, we have to obtain the base of the I/O address or memory address which is
mapped into the NIC registers. The BaseAddresses field is one of the extracted configuration information
and extracted value is 0xE801, and 0xFEBFFC00. This information shows wether it is an I/O address
or a memory address. If the least significant bit is 0, it means that the address is an I/O address and if
not, this is a memory address. After extracting the address, you can access the NIC registers according
to the NIC specification as shown in figure 16 in part. As shown in figure 16, a group of the six registers
from IDR0 to IDR5 is called ID register and this stores the MAC address. Therefore, the MAC address
is obtained by reading these six registers based on the extracted base address. Figure 17 shows a part of
the implemented code and figure 18 shows the implemented result.

2.4 Communicating with EEPROM

Even though the MAC address is collected by accessing the NIC registers directly, this MAC address
is just a copied content of the incorporated EEPROM in the NIC. These registers support accessing
the MAC address easily by loading the original MAC address from the EEPROM to these registers.
Hence, we can obtain the original MAC address by accessing the EEPROM contents directly. This is the
lowest level of the extracting methods for the MAC address. The NIC utilizes a flash memory and an
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Figure 16: A part of the NIC specification[25]

Figure 17: A part of implemented codes polling I/O registers

EEPROM for storing its firmware and the configuration information. In case of Realtek NIC in this test
environment, 93C46 or 93C56 serial EEPROM is externally attached to the NIC and the NIC provides
registers to directly access this serial EEPROM. Figure 19 shows the address of the command register
for the EEPROM and and figure 20 shows the format of the command register.

As shown in these figures, six bits in the command register are meaningful. Bits 7:6 of the register
indicate the operation mode and each of bits 3:0 respectively indicates EECS, EESK, EEDI, and EEDO
meaning chip select, clock, data in and data out, which are directly connected to the dedicated pins to
control the EEPROM. Realtek NIC supports four different operational modes such as normal mode, auto-
load mode, programming mode, and configuration register write enable mode. The programming mode
setting enables to read or write the EEPROM by controlling the EECS, EESK, EEDI, and EEDO. The
actual access to a specific address of the 93C46 EEPROM is performed by sequentially controlling these
pins and transmitting the address bit by bit according to the timing diagram as shown in figure 21. The
MAC address can be obtained from the EEPROM by accessing the offset address 0eh-13h, the Ethernet
ID field as shown in figure 22. Figure 23 and figure 24 show a part of implemented code and the result
of the implementation, respectively.

3 Considerations on Safety of the Extraction Methods

Although the MAC address can be collected through the various extraction methods explained above,
safety of the obtained information should be considered. Because each of the methods has its own
different access level, they have a different safety level and it may affect the security level of the service
that the information supports. The detailed levels of the methods are shown in figure 25.

92



Extraction of Platform-unique Information as an Identifier K. Lee et al.

Figure 18: Result of the implementation polling I/O registers

Figure 19: Base address of 93C46 EEPROM[25]

The method reading the registry database does not assure safety because the registry value is easily
compromised. Similarly, the method calling the API functions also does not assure safety because these
functions execute in the O/S layer and they are also fragile. It means that these methods can be hooked
by adversaries. In case of polling I/O controller and communicating with the EEPROM, an attacker and
a defender will compete for the information because they try to access I/O register or memory address
at the same time. In case of the Intel processor, it can prepare an exception handler for debugging to
be executed when a process accesses a specific memory address thus the attacker can utilize this facility
to change the MAC address. Nevertheless, the defender can detect whether debug trap handler is set or
not. On the other hand, the attack can also enable and disable the debug trap handler. This situation
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Figure 20: Command format for 93C46 EEPROM[25]

Figure 21: EEPROM interface timing[25]

makes a kind of race condition. However, if the original MAC address in the NIC registers is directly
accessed then it is always fresh, which is the same as the one red when the system boots. Because of the
reason, the method directly communicating with the EEPROM is comparatively most safe. However, we
consider that this procedure may not exclude modifiability perfectly.

4 Conclusion and Future Work

In this paper, we survey various extraction methods for the MAC address that is being utilized in many
applications as a platform-unique information. To show the details of the methods we implemented a set
of sample software based on the surveyed extraction methods. Based on the result of the implementation,
we conclude that the safety level of the method directly communicating with the EEPROM is qualified
comparatively the best unless the content of the external EEPROM does not change. Additional research
should be required to approve feasibility of the method for practical security applications. Although
only the MAC address was analyzed in this paper due to its popularity, other hardware dependent values
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Figure 22: EEPROM contents[25]
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Figure 23: A part of implemented code communicating with the EEPROM

Figure 24: Result of the implement result communicating with the EEPROM

Figure 25: The extraction level of hardware unique information(MAC address)
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Figure 26: The chart of hardware unique information(MAC address)

including hard disk serial number, I/O map status, BIOS checksum and etc. are required to be analyzed
as a future work.
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