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Abstract
Secure Multiparty Computation (SMC) is well-known to have serious scalability issues. In fact,
in spite of many significant achievements reported in SMC literature, SMC protocols are seldom
efficiently scalable to real-world applications. In this paper we propose a new scheme, called Secure Clustered Multiparty Computation (SCMC) to improve the efficiency of SMC by reducing the
number of participant through clustering. SCMC improves efficiency at the expense of privacy of
participants with respect to other members of the same cluster. The paper analyzes different clustering models and presents some protocols suitable for SCMC schemes.
Keywords: Secure Multiparty Computation (SMC), Secure Clustered Multiparty Computation (SCMC),
Trust-Based Intra-Cluster Computation

1

Introduction

Secure Multiparty Computation (SMC) was originally introduced by Yao in 1982 as a way to compute
a function whose arguments are partitioned between two participants that are not willing to share them.
Afterwards, the problem was extended to the multiparty case and more general protocols were proposed
[1, 2, 3]. Generally speaking, the term SMC now applies to any protocol in which a number of participants need to jointly compute a function over their private inputs in such a way that no information other
than the final result of the computation is inferable from the output. As a very significant result achieved
over the years, it has been proven that any multiparty functionality can be securely computed: in the
presence of any number of corrupted participants (assuming enhanced trapdoor permutations), allowing
abort [1, 2]. Assuming an honest majority, full security is achievable (whenever private channels are
available) [4, 3]. Despite these significant theoretical achievements, handling complexity of SMC is still
an open issue. To the best of our knowledge, practical applications of SMC have been only sporadically
reported in the literature. As the first large-scale practical experiment, SMC was used to implement a
secure sugar-beet auction in Denmark [5]. Also, SMC has been utilized in supply chain management to
solve a shared optimization problem in which the privacy of the users’ inputs is preserved [6]. However,
in both cases a huge time complexity of the computations has been reported.
Since the number of participants of a SMC protocol plays an important role in the efficiency of the
protocol, a significant decrease in the number of participants would effectively improve the efficiency of
SMC. This is in fact the main objective of a Secure Clustered Multiparty Computation (SCMC) protocol.
Indeed, the general idea behind SCMC (as proposed in our previous work [7]) is to apply SMC protocol
over a number of participants previously reduced by some clustering techniques. In other words, SCMC
firstly clusters participants based on some reasonable criteria and then engages clusters’ representatives
instead of individual participants in the SMC protocol. Since the representatives are supposed to take
part in the SMC protocol on behalf of their cluster’s members, an additional computation phase is needed
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to aggregate the private inputs of the clusters’ members at their representatives’ sites before the start of
SMC protocol.
Of course, the increase in SMC efficiency brought about by SCMC is achieved at the expense of privacy of the participants; since intra-cluster computations will rely on a relaxed privacy model, while the
SMC protocol will be executed over clusters’ representatives among which privacy assumptions will be
preserved. In this paper, we consider two different privacy models for the SCMC protocol: a very strict
one among the clusters and a reasonably relaxed one inside the clusters. The subject of privacy will be
carefully addressed in Section 3.
The execution of a SCMC-enabled SMC protocol is divided into two main phases: Semi-Secure Clustered
Computation (SSCC) phase and SMC phase. All operations related to participants clustering, representatives selection and private inputs aggregation (intra-cluster computation) are carried out in the SSCC
phase. Some experimental results are shown that support our claim of an increased efficiency of SMC
with a controlled and acceptable loss of privacy. Thus, the SMC phase deals with the execution of a SMC
protocol using the clusters’ representatives as the participants of the protocol. In Section 2, some of the
existing SMC solutions will be reviewed; however, the details of this phase are outside the scope of our
our study.
The main contribution of of this paper is to address the issues related to the participants’ clustering in
a SCMC protocol. Clearly, these issues are independent of the specific SMC protocol that is run in the
last phase of the protocol. In Section 4, we analyze some of our proposed computational models adoptable in SSCC phase describing a privacy-preserving clustering algorithm that is effectively applicable in
the context of SCMC and is proved secure against passive adversaries. In short, we assume honest-butcurious participants that faithfully follow the protocols while trying to gather information about the other
participants’ private inputs utilizing the intermediate messages they receive.

2

Related Work

From the first two-party protocol proposed by Yao, many efforts have been done to design efficient SMC
protocols. Early proposals (e.g. [1, 2]) were based on a complexity-theoretic assumption (the availability
of a trapdoor permutation) that proved to be hardly achievable in practice. Endeavors toward eliminating
this assumption have led to solutions utilizing a richer communication model: private communication
(e.g. protocols proposed in [4, 3]). Such protocols does not rely on any cryptographic assumptions and
are secure against active adversaries if they are less than third of all the participants).
More recently, much research been targeted toward reducing communication complexity of generic SMC
protocols (e.g. [8, 9, 10, 11, 12]). A very important achievement of these studies, is SMC with linear
communication complexity in the number of participants for passive adversaries. Assuming active adversaries, communication complexity is quadratic in the multiplicative depth of the circuit [11].
Some of the works in the literature attempt to trade privacy for efficiency in different ways. For example,
in [13] tradeoffs of information leakage and round complexity for two-party secure computation have
been considered. In [14] some leakage of information has been allowed to compute some specific functions. Besides, in [15] a k-leaked security model has been developed which leads to design more efficient
variations of Yao’s protocol in face active adversaries. Our SCMC proposal can be also considered part
of this category, since it allows some information leakage during the SSCC phase of the protocol and
improves efficiency by replacing some parts of expensive secure computation by a cheaper semi-secure
one.
In a SCMC protocol, the impact of the privacy leakage is reduced utilizing a trust-based clustering model
in which each participant consciously decides about the other participant(s) she trusts enough to share
her private input with during the intra-cluster computation.
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Our proposal is related to, but distinct from classic privacy-preserving clustering algorithms. In [16],
randomization techniques have been used to address the problem of privacy-preserving clustering. Also,
a privacy preserving protocol has been proposed in [17] to cluster objects of a vertically partitioned
dataset. A lot of works also have focused on clustering over horizontally partitioned data. For example,
Inan et al. in [18], have proposed a general technique to securely compute the similarity matrix of the
objects of a horizontally partitioned dataset using secure multiparty comparison protocols proposed for
different datatypes. Other researchers have proposed some improved variations of k-means algorithm
(e.g. [19, 20, 21, 22]). Jagannathan et al. have also proposed a clustering protocol for arbitrarily partitioned data [23].
We argue that some specific features of the SCMC clustering problem prevent these classic privacypreserving clustering algorithms from being used in the context of SCMC. Generally speaking, the clustering problem of SCMC can be mapped to the privacy-preserving clustering over horizontally partitioned data. However, there are two important differences between our clustering problem and what is
usually considered in the other clustering fields. Firstly, in SCMC every participant holds only a single row of the trust matrix; thereby, the local computations that are usually done at each site in the
well-known privacy preserving clustering algorithms in the literature, are not applicable to this case. In
particular, the number of local private trust vectors is not enough to create local centroids (as for example proposed in [21]) and to be aggregated to preserve their secrecy. Secondly, the trust matrix by
itself cannot be completely mapped to the concept of similarity matrix in the clustering literature. This
is mainly because, unlike a similarity matrix, a trust matrix is not necessarily symmetric. Moreover, creating a similarity matrix using the trust matrix, as done for example in [18], either leads to uncontrolled
privacy leakage during the intra-cluster computation, or imposes complexity overheads. Therefore, a
specifically-tailored clustering protocol is a preliminary revision of necessity. In our previous work [7],
we proposed such a protocol. In this work we propose a new clustering protocol. All alternatives for the
clustering models of SCMC will be investigated in Section 4.

3

Trust-Based Intra-Cluster Computation

As mentioned before, our approach to improve the efficiency of a secure multiparty computation relies
on a tradeoff between privacy and efficiency that is achieved by deploying a relaxed privacy scheme in
the intra-cluster computation phase (semi-secure computation). The privacy model of a SCMC protocol
consists of two different schemes: a relaxed privacy scheme and a strict privacy scheme. The former
is in fact applied in the intra-cluster computation phase that results in a semi-secure computation, and
the latter corresponds to the privacy scheme adopted by the SMC protocol executed among the clusters’
representatives in which no privacy leakage is usually allowed. Regardless of the privacy model of the
inter-cluster computation phase, we define the relaxed privacy scheme adopted in the intra-cluster computation phase via a subset of cluster members, as follows:

Definition 1: For each participant pi a set Ri of participants (6= pi ) is assigned to act as her representative in the intra-cluster computation phase. Ri is defined as Ri ⊆ {p j : pi trusts p j }.

Clearly, Ri = φ means that the participant does not share her private input with any other participant.
In the ”relaxed” privacy model of our intra-cluster computation phase, privacy leakage is controlled by
directed trust relations among the participants. We consider two levels of relaxation: partial data sharing
where the private input of a participant is shared among a set of her (preferably) trusted participants, and
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complete data sharing where participant pi completely shares her private input (without any privacy
concern) with one of the members of Ri . The amount of data to be shared during the intra-cluster
computation phase results in different clustering models.
In turn, the clustering model selected for SCMC determines the algorithm used to cluster the participants
as well as its (semi-secure) intra-cluster computation protocol. Some clustering models will be discussed
in Section 4.
A trust management system is also required to compute and update pair-wise trust among participants
to be used as the input of the clustering algorithm. Several trust management systems available in the
literature (see for instance [24]) can be plugged in to our SCMC protocols. However, without getting
into the details of trust management, the existence of a binary trust matrix (Tn×n , where n is the number
of participants) is assumed throughout this paper. Each element of the trust matrix (Ti j ) is defined as
0, if pi does not trust p j and 1, otherwise. Clearly, all the diagonal elements of the trust matrix are 1.
Each row of the matrix corresponds to the trust vector of a participant that shows her trust beliefs about
the other participants. Due to the secrecy of the trust values, each trust vector is assumed to be privately
owned by its corresponding participant.

4

Clustering Models in SCMC

We now propose two trust-based clustering models for the SCMC protocol. In the partially-shared model
no private input is provided to another participant in its plain form, but the intra-cluster privacy leakage
is allowed in terms of secret sharing: each participant pi is assigned a set of representatives (Ri in the
above definition) with whom she secretly shares her private data during the intra-cluster computation
phase. Such a set of representatives is called Board of Trustee (BoT). Therefore, the clustering problem
in a partially-shared model consists of finding a set of clusters so that all the participants included in
a cluster have a common BoT. As a result, the number of final clusters here is controlled by the total
number of common BoTs. After the intra-cluster computation phase of the protocol, all or one of the
BoT members of each cluster takes part in the SMC phase using the aggregated result of the private
inputs of the participants included in their cluster. This model will be discussed in more detail in Section
4.1.
On the other hand, in the completely-shared model the role of trust is a central one. In this approach,
each participant agrees to send her private input (in the plain form) to at most one of its trustees. A
selected trustee, which is called the leader, gets access to its follower’s private input in the intra-cluster
computation phase. Therefore, the clustering problem in such a model consists of finding a set of disjoint
hierarchies depicting the overall follower-leader relationships. In this model, the number of final clusters
is equal to the number of disjoint hierarchies recognized and the root of each cluster (who corresponds
to the most trusted participant of the cluster) will take part in the SMC phase using the result of the
aggregation of all its cluster members’ private inputs. This model will be considered in detail in Section
4.2.

4.1

Partially-Shared Clustering Model

In the partially-shared model clusters are created based on common BoTs. Therefore, our algorithm
results in a flat clustering in which participants are grouped based on their common BoTs.
In order to compute a globally minimum set of clusters, it would be necessary to run multiple rounds of a
multiparty privacy-preserving set intersection protocol (e.g. [25]) which would result in a very inefficient
solution. Instead, we propose a relatively fast protocol that leads to an acceptable cluster cardinality. This
protocol that we call clustering based on Dominant Trust Patterns (DTP-based clustering), follows the
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same strategy as classic k-means clustering in data mining literature to achieve an initial clustering and
then tries to stabilize it by selecting a BoT for each cluster.
DTP-based clustering is run in two phases: pre-clustering and clustering stabilization.
4.1.1

Anonymously-Located Pre-Clustering

The first stage executes a privacy-preserving clustering protocol using the participants’ trust vectors as
private inputs and clusters them based on the similarity of their trust patterns. During the execution of
this phase, no participant is aware of the other participants’ relocation among the pre-clusters. In other
words, all information about the intermediate states and the final state of a particular participant is only
available to the participant itself.
Our algorithm starts with k random pre-clusters 1 and iteratively calculates the index vector of each cluster based on the trust pattern of the majority 2 of the cluster members and (if necessary) relocates each
participant to another cluster whose index vector is more similar to the participant’s trust vector. The
index vector of a cluster indicates the dominant trust pattern of the cluster members. This step terminates
when a convergence is reached (i.e. no more influential relocation is possible). This is recognized by the
total number of bits changed in the index vectors. Let us now describe the execution in detail.
We assume that all participants are ordered along a ring. Also, we denote pre-clusters (groups 3 ) by
G1 , G2 , · · · , Gk . At each iteration of the execution, one of the participants in the ring starts the computation as the starter 4 by running the following steps:
1. The starter generates k random integer vectors V1 ,V2 , · · · ,Vk of dimension n (the number of participants) as well as k random integers r1 , r2 , · · · , rk ; so that the pair (Vi , ri ) corresponds to the group
Gi .
2. Assuming the starter belongs to the group G j , she adds its private trust vector to V j and increases
r j by 1. Then, she sends all the vectors and integers to the next participant in the ring.
3. Each participant in the ring does the same operation the starter has done in step 2.
4. When the starter receives vectors and integers, she generates k index vectors (one for each of the
groups) in the following way:
(a) Subtracts the initial random values from the vectors and integers. Therefore, ri shows the
total number of participants in Gi and each Vi j represents the number of participants in Gi
who trust p j .
(b) For each group Gi , computes an index vector Ii in which each element Ii j is filled by 0 if
ri
Vi j ≤ , and 1, otherwise.
2
5. The starter compares the new index vectors with the index vectors of the previous iteration (if
any). If the total difference δ (in the number of bits) is less than or equal to a predefined value ε
(i.e. δ ≤ ε) the starter broadcasts a termination message to all the participants and the algorithm
1 Without

loss of privacy, k is assumed to be known by all the participants.
1
word ”majority” can be generalized to where σ is defined as a relaxation factor.
σ
3 To prevent any confusion between the pre-clusters of this phase and the final clusters, from now on we use the term ”group”
for the pre-clusters of this phase and the term ”cluster” for final clusters.
4 Although, in this paper we assume an honest-but-curious setting, in order to balance the workload of the participants, we can
assume a token that is initially given to one of the participants and at the end of each iteration it is passed to the next participant
in the ring to determine the starter. However, using alternate starters would make the protocol more robust.

2 The
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is stopped. Otherwise, she broadcasts new index vectors to all the participants and sends the token
to the next participant in the ring.
6. Each participant updates its group name to the group whose index vector is more similar to its
private trust vector.
In this way, our pre-clustering results in k groups 5 of participants in such a way that the trust patterns
of the participants in a group are more similar to each other than to the participants of the other groups.
Also, each group is indicated by its index vector which shows the dominant trust pattern of the group
members. Figure 1 illustrates the execution of this algorithm over 20 participants (p0 to p19 ) using a
random trust matrix with k = 4 and ε = 0. As shown in the picture, the execution continues till there is
no change in the total number of bits of the index vectors of all the groups.
It should be noted that at the end of anonymously-located pre-clustering each participant just knows
the group name she belongs to (without having any information about the other participants grouping) as
well as the index vectors of all the groups. Using this information, clustering can be stabilized.
4.1.2

Clustering Stabilization

During this phase, clustering is stabilized by trying to assign a BoT to each group. Generally speaking, clustering effectiveness is strongly affected by the BoT selection. The effectiveness of a clustering
protocol is evaluated by the following criteria:
• Collusion robustness. In a partially-shared clustering model, this is mostly related to the average
of mutual trusts among a BoT members. Clearly, the more the BoT members trust each other, the
less the protocol is robust against collusion.
• Intra-cluster privacy leakage. Since, during the pre-clustering phase participants are clustered
based on similarity in their trust patterns, different combinations of them (as a whole) may have
different levels of trustworthiness, even though all the BoT member candidates of a cluster are
trusted by the majority of the members. For example, assume a cluster consists of 10 participants
with two different BoT candidates of cardinality 2, say {p7 , p9 } and {p2 , p4 }. Since all candidate
BoTs have been recognized trusted by the majority of the members, each of them is at least trusted
by 6 members. However, if p7 and p9 are trusted by all 10 members and p2 and p4 are trusted
by exactly 6 of them, selecting {p7 , p9 } results in no untrusted sharing, whereas the other option
leads to 8 untrusted shares inside the cluster. Obviously, the more untrusted sharing occurs inside
a cluster, the privacy of the private inputs will probably be more at risk in the computation phase.
• Number of solitary clusters. In a SCMC-enabled SMC protocol solitary clusters should be avoided
(since they increase the final number of clusters in an unpredictable way). Generally, solitary
clusters are formed due to the impossibility of assigning a BoT to one or more participants. There
are mainly two reasons for this phenomenon: firstly, the existence of very suspicious participants
who trusts less than nBoT participants and secondly, the exclusive assignment of BoT members in
the cases where the trusted participants of different clusters are limited in number and similar to
each other. In both cases, solitary clusters are usually inevitable.
Unfortunately, it is impossible to bind all these optimizations together while keeping the privacy of
trust vectors. The main reason is their incompatibility with each other. Robustness against collusions, for
5 It

is also possible to have less than k groups if all the members of a cluster leave it during the algorithm. In this case, that
group is eliminated by the starter.
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Figure 1: The execution of the anonymously-located pre-clustering algorithm using a random trust matrix
(n = 20, k = 4 and ε = 0).
example, requires to employ the more suspicious and yet more untrusted participants (Most Untrusted
Suspicious First (MUSF) selection) in the BoTs. But, this strategy itself is more risky from the viewpoint
of privacy because it leads to an increase in the untrusted shares. Figure 4 shows the impact of this failed
strategy on the number of untrusted shares compared to naı̈ve selection 6 . Surprisingly, this approach
does not show any improvement in the average number of mutual trusts among the BoT members neither.
6 By

naı̈ve selection we mean selection without any criteria not necessarily random selection.
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The results are shown in Table 1.

Table 1: Impact of untrusted suspicious selection on the average number of mutual trusts among BoT
members compared to the naı̈ve selection (assuming k = 10 and nBoT = 5).
However, as Figure 2 illustrates, when the cardinality of BoT is between 60% to 80% of the average
of cluster cardinality, the probability of mutual trust is 0.25. Also the figures in the table show that in
the worst case where the cardinality of BoT is about 20% of the average of cluster population, this value
increases to 0.27 and for more acceptable BoT cardinalities (∼ 10%) it is about 0.21.

Figure 2: The probability of mutual trusts among BoT members (assuming n = 500 and k = 10).
Our protocol does a good job in reducing untrusted shares. Clearly, the number of untrusted shares is
reduced if the BoT members are selected on the basis of their number of votes among the group members.
Since this information is available to the starter during the execution of pre-clustering, it can be made
available to all the participants. In this way BoT members can be selected more intelligently. Clearly,
the clustering in which the BoT members are selected on the basis of their number of votes, results in a
minimized number of untrusted shares (over a particular pre-clustering). Hence, we propose to utilize the
votes of group members to each BoT member candidate and select perform a prioritized selection based
on the number of votes.
In order to reduce the number of solitary clusters, we avoid exclusive assignment of BoT members.
Figure 3 depicts the results of applying naı̈ve and the Vote-Prioritized (VP) selections on the example
shown in Figure 1. In this example, the VP algorithm results in 3 untrusted shares while naı̈ve selection
causes 7. Note that the solitary cluster created by the vote-prioritized algorithm has not been caused by
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the lack of enough BoT members, but, it is due to the creation of a group with no member 7 . Dashed
arrows show multi-cooperative BoT members among different clusters.

Figure 3: Two possible clusterings resulted by naı̈ve BoT selection (in the left) and vote-prioritized
selection (in the right) over the final grouping of the example shown in Figure 1 (assuming nBoT = 3).
Figure 4 illustrates the effect of VP selection on the total number of untrusted shares. Values on the
vertical axis represent the total number of untrusted shares that has occurred in average for given number
of participants.
Our experiments show that assuming reasonable values for initial parameters (k, nBoT ), the final
number of solitary clusters is not a concern. In other words, the number of solitary clusters always tends
to zero by increasing the number of participants. However, for non-zero cases, VP selection improves
results compared to the naı̈ve selection. Table 2 shows the results. Solitary clusters formed by participants having suspicious trust patterns can be reduced simply by including them as BoT member of other
clusters. Such a selection technique prioritizes the participants based on their untrustworthiness among
the groups using the index vectors. This approach that we call Most Untrusted First (MUF) selection
reduces the final number of solitary clusters (see Table 2). However, MUF selection leads to many un7 This

situation can be happened in the other alternatives too.
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Figure 4: Clustering result of the prioritized BoT selection compared to the naı̈ve selection (assuming
k = 10 and nBoT = 5).
trusted shares as illustrated in Figure 4.
Therefore, VP selection based on coincident BoTs leads to a clustering stabilization over the groups
formed by the pre-clustering algorithm with minimized number of untrusted shares and acceptable solitary clusters.

Table 2: The effect of different selection algorithms on the number of solitary clusters (assuming k = 10
and nBoT = 5).

4.1.3

DTP-Based Clustering Analysis

DTP-based clustering using VP selection does not require any communication during the stabilization
phase. However, at each iteration of the pre-clustering phase, n−1 messages (each of the length k(n+1))
are transmitted along the ring in addition to one broadcast message of length 2kn. The computation complexity of the protocol only consists of k(n + 1) random number generations for the starter.
The number of iterations of the pre-clustering phase of DTP-based protocol can be adjusted by the convergence factor (δ ). Figure 5 depicts the number of iterations as a function of the number of participants.
Based on this figure, the number of iterations behaves nearly linearly. At least it can be said that the number of iterations exhibits a slow growth when the number of participants increases.
From the viewpoint of privacy, our protocol produces encouraging anecdotal results on the number
of untrusted shares. As depicted in the figure, even with such a small cardinality for BoT, the number of
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Figure 5: Number of iterations in anonymously-located pre-clustering (assuming k = 10 and nBoT = 5).
untrusted shares remains acceptable. Even in the worst case the number of untrusted shares is always less
n × nBoT − n2BoT
than
which is itself bounded by n × nBoT . The average case shows much better results
2
(compare 5111.34 with 12487.5 for n = 5000, k = 10 and nBoT = 5). Also, it is worth-noting that the
untrusted sharing by itself does not threaten the privacy of inputs because, the intra-cluster computation
is based on secret sharing techniques. In other words, if the untrusted sharing couples with collusion,
the privacy of private inputs could be compromised. Based on experimental results of the probability of
collusion (Figure 2) this risk is justifiable.
About the privacy of trust vectors, none of the vectors is revealed during the execution of our protocol
because all messages consist only of random values. The only information revealed is the overall number
of votes that is broadcast to all the participants at the end of each iteration. This information corresponds
to the total number of 1s in each column of the trust matrix.
We remark that the simple secure sum protocol used in our solution can be improved by adopting some
other protocol already proposed in the literature which has been proved to be collusion resistant (e.g.
[26]).

4.2

Completely-Shared Clustering Model

In this model each participant agrees to send her private input (in plain form) to at most one of her
trustees. In our previous work [7] we considered this model in detail and proposed a consistent clustering
protocol called Prioritized Voting Clustering (PVC).
Unlike DTP-based protocol, PVC protocol results in a hierarchical clustering of the participants. So that,
each hierarchy clearly defines the follower-leader relations which shows the flow of the follower’s private
input to her leader during the intra-cluster computation phase. Utilizing one of the participants as the
inductor and a Trusted Third Party (TTP) as well as two different public-key cryptosystems, the privacy
of the trust vectors are preserved during the clustering: Participants take part in a sequence of elections
run by the TTP to select a leader and at each iteration each participant just gets aware of her leader (if
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has been allocated any). Therefore, at the end of the protocol execution, none of the participants know
about the other participants’ location in clustering. Compared to DTP-based clusteing, PVC protocol has
three disadvantages:
• Utilizing a TTP. PVC protocol cannot be employed in the cases that does not access to a TTP.
• Hierarchical Structure. Due to the non-flat structure of clusters, the round complexity of the intracluster computation is higher.
• Inflexibility. Since, this protocol relies on the plain flow of private inputs, possible follower-leader
relations are so strict. In other words, in spite of DTP-based clustering, a participant cannot be
forced to include to a cluster without absolute trust to someone in that cluster. As a consequence,
the number of final clusters cannot be guaranteed to be small enough. Whereas, in DTP-based
protocol, as the results show, the number of final clusters is very close to the initial parameter k.

5

Conclusions and Outlook

In this paper we presented SCMC scheme aimed at improving the efficiency of SMC by reducing the
number of participants through clustering. Also, we investigated two clustering models for SCMC: one
of the introduced modes corresponds to the idea of our previous work [7]. Our trust-based privacy preserving clustering protocol exhibits encouraging results from the viewpoint of efficiency. Also, privacy
loss has been qualitatively evaluated.
We are currently working toward a quantitative model for the assessment of privacy loss that will enable
risk-driven deployment of our clustering technique based on ”acceptable” levels of privacy loss.
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