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Abstract

The security analysis of existing QR (Quick Response) code scanners on Android was conducted
recently and the result shows that most of those QR code scanners were not able to detect attacks
exploiting malicious URLs embedded in QR codes, especially phishing and malware attacks. In our
previous study, we proposed a QR code scanner solution called SafeQR that utilized two well-known
security APIs in order to improve the detection rate of those attacks. In this paper we discuss in
detail a user study conducted to investigate the effectiveness of SafeQR, primarily from the perspec-
tive of user’s security perception. Specifically, we first discuss how to design the security warnings
of SafeQR using Microsoft’s NEAT (Neat, Explained, Actionable, Tested) and SPRUCE (Source,
Process, Risk, Unique, Choices and Evidence), and then we present how to design our user study to
test their effectiveness. The result of our user study is promising, showing that SafeQR enables better
user perception of imminent security threats, compared to other QR code scanners.
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1 Introduction

Quick response code (QR code) has been popular due to its easy generation and distribution, large storage
capacity, and fast readability [1]. According to a recent survey, 75% of retailers use QR codes to interact
with and track potential buyers [2]. Generally, QR codes are used to direct users to the websites of their
interest, which can provide further information or services. By scanning a QR code, however, users can
be easily taken to a malicious website, for instance, a phishing website or one distributing malware. This
is because users usually do not know the information encoded in the QR code until they scan it. Hence,
attackers can exploit this and use QR codes for various types of attacks.

In this paper, we are mainly interested in phishing and malware attacks based on QR codes. Phishing
attacks trick users to divulge their sensitive information by masquerading as a trustworthy entity [3, 4].
For instance, a QR code can redirect users to a fake bank website that looks exactly like the real bank
website. A normal user will not be able to see the differences and thus type in her credential information
that will be handed to the attackers [5, 6, 7]. On the other hand, a malicious QR code can also be used
to redirect users to a URL distributing malware [8]. An early example of malware attacks through QR
codes was that people were fooled into scanning a QR code and downloaded a malicious application,
which sent off multiple text messages to a number that charged users $5 per SMS message [9]. There
are other types of attacks such as social engineering [10, 5, 6, 9, 7] and cross-site attacks [11]. Though
interesting, a complete study for these attacks is out of purview of this paper.

The security analysis of existing QR code scanners on Android was conducted recently and the
result shows that most of those QR code scanners were unable to detect attacks exploiting malicious
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URLs embedded in QR codes, especially phishing and malware attacks [12]. In the study, 31 QR code
scanners available at the Google Play were analyzed in terms of their security features and security
warning capabilities, and two top-rated QR code scanners, Norton Snap and QR Pal, were selected and
tested against phishing attacks exploiting malicious URLs embedded in QR codes. The test results ware
quite alarming with Norton Snap being able to detect only 28.0% (112/400, 95% Confidence, CI-4.25%)
of phishing URLs and QR Pal only 27.75% (111/400, 95% Confidence, CI-4.24%).

In our previous study, a secure QR code scanner solution called SafeQR was proposed to better detect
phishing and malware attacks based on malicious embedded URLs [12]. SafeQR utilized two well-known
security APIs, Google Safe Browsing API and Phishtank API, in order to improve the detection rate for
the attacks. In this companion paper, we discuss in detail the design of a user study to test a set of
hypotheses on user awareness of QR code based threats, effectiveness of QR code based attacks, helpful-
ness of visuals security warnings, and habituation effect. Specifically, we first discuss how we designed
the security warnings of SafeQR using Microsoft’s (Neat, Explained, Actionable, Tested) and SPRUCE
(Source, Process, Risk, Unique, Choices and Evidence), and then how we designed and conducted our
user study to test their effectiveness. The result of our user study is promising, showing that SafeQR
enables better user perception of imminent security threats, compared to other QR code scanners.

The rest of the paper is organized as follows: Section 2 briefly discusses our QR code scanner solu-
tion. Section 3 discusses the methodology and design of a user study developed to test the effectiveness
of our approach. Section 4 and 5 present and discuss the results of the user study. Section 6 concludes
the paper.

2 Design of SafeQR

The design of SafeQR was motivated by the poor detection performance of existing QR code scanners.
Hence our design approach aimed at achieving two goals for SafeQR; the first was to enhance the effec-
tiveness of detecting malicious URLs used for phishing and malware attacks, while the second was to
improve user perception of security when a QR code is scanned and used so that users can make a better
security decision.

2.1 Design for Better Detection

Two well-known security APIs, Google Safe Browsing API [13] and PhishTank API [14], were adopted
for our solution to improve the effectiveness of detecting malicious URLs. Safe Browsing, developed by
Google, is a service that enables applications to check URLs against Google’s constantly updated lists
of suspected phishing and malware websites. For simplicity, we chose Safe Browsing Lookup API [15],
queried the URLs through HTTP GET request, and got the state of the URL(s) directly. PhishTank
contains a blacklist of phishing URLs consisting of manually verified websites. PhishTank provides API
for developers to lookup a URL’s status in their database. We used the API to query a URL’s status, thus
further enhancing the capability for detecting phishing scams.

Additionally, if the URL string ends with .apk (the Android application package file extension), we
assume that a non-official Android market application will be downloaded to a user’s mobile phone when
the URL is scanned and visited. If the “Unknown Sources” setting is checked in Android, the application
will be automatically downloaded to the user’s Android device. A dialog will pop up otherwise to ask
the user if she wants to check the option to download the app. Users can easily tick the “Unknown
Sources” option just by following the instructions in the pop-up dialog, and then download and install
the application. Our solution checks if the URL ends with “.apk”, and if it does, then we provide potential
warnings to users, as shown in Figure 1.
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Figure 1: Our UI Design: (left) When detecting a phishing or malware URL; (right) When detecting an
URL ending with “.apk”

Algorithm 1: Detection
Data: url - an input URL that is to be evaluated
Result: status - an evaluation result
status = 0; // a safe URL

if GoogleSafeBrowsingCode(url)==200 then
if containsPhishing && containsMalware then

status = 3; // a both malware and phishing URL

else if containsMalware then
status = 2; // a malware URL

else if containsPhishing then
status = 1; // a phishing URL

end
if InPhishtankList(url) then

if status==0 ‖ status==2 then
status++;

end
end
if status==0 && endWithAPK(url) then

status = 4; // a safe URL but ends with ‘‘.apk’’

end

The detection algorithm for our solution is outlined in the following pseudo code. The status variable
in the code represents the security status of a URL, which has five different values. The status variable
is initialized to 0, implying a safe URL. Its value becomes 1 when a URL is detected as a phishing one,
2 when a URL is detected as a malware website, 3 when a URL is a both phishing and malware site, 4
when a URL is checked safe through the Safe Browsing and PhishTank but ends with “.apk”.
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2.2 Design for Better Perception

Previous studies have shown that warning designs affect user’s decision to obey or ignore the warn-
ings [16, 17]. Therefore, designing an effective security warning by providing better risk perception was
a significant part of our solution. We decided to apply existing warning design recommendations [16, 18]
and Microsoft’s NEAT (Neat, Explained, Actionable, Tested) and SPRUCE (Source, Process, Risk,
Unique, Choices and Evidence) [19] into our warning message design as follows: we first set the warn-
ings mainly with black and red colors, since this color combination is very effective to prevent users from
attacks [16]; we made the safest button “Get me out of here”, as a recommended action, most visible
by setting its background green, which also helps users think of safe actions; since users are likely to
ignore lengthy text, we only include necessary words for the warning, giving users a chance to click
“Show Details” button for viewing details. In addition, only simple words are used, for users will not
understand or will misinterpret technical jargons.

Two screenshots of our solutions are captured in Figure 1. The left screenshot shows the display
of our solution when a user scans a QR code with a phishing or malware URL. On the other hand, the
right sceenshot is the display when a user scans a QR code whose encoded URL ends with “.apk”. If the
website addressed by the URL is a phishing website or one containing malware, we immediately return
a negative evaluation, which is shown in Figure 1. If the URL ends with “.apk”, we return an uncertain
evaluation for .apk file may be not a malware.

3 User Study

We conducted a user study not only to explore the effectiveness of the security warning of SafeQR but
also to compare it against those of two existing solutions, namely the security warnings provided by
Norton Snap and QR Pal1, as shown in Figure 2. We also wanted to study how all of these solutions
compare against the absence of any visual security warning. Finally, we wanted to test all of the security
warnings in the presence of QR code based phishing attacks.

To test different scenarios that will be elaborated later, we devised four different user groups, each of
which is exposed to a different kind of warnings or no warning at all. Specifically, 3 different user groups
were exposed to Norton Snap, QR Pal, and our solution SafeQR respectively, the remaining user group
was exposed to QR code Scanner, which has only a user confirmation feature but no warning message2.

To avoid the framing effect, we did not want the users to be aware that we were testing their reaction
to a security warning. In addition, we wanted the users to be exposed to the warnings as an abnormality or
exceptional condition. To achieve both goals, we told the participants that we were investigating whether
they made full use of smart phone apps, and evaluating the usability of using QR code scanners to access
websites. The participants were given an Android smart phone where the QR code apps were installed
and were told that we would be interested in improving the usability of the apps, so they were encouraged
to use the app with their real credentials to help us achieve the goal. Users were assigned randomly to
one of the user groups and given the same instruction. After they scanned a QR code, a security warning
would be displayed. It was what the participants decided to do at this point that we were interested in.
Since we did not want to expose the users to any real danger (or violate our university’s IRB policy), we
prevented an actual login from occurring on the smart phone and redirected the participants to the exit
survey instead.

Before conducting our user study, we defined a set of hypotheses we wanted to have tested. The
hypotheses we developed are as below:
1Note that we conducted a thorough analysis on the security and warning features of Norton Snap and QR Pal along with our
solution so readers interested in the analysis should refer to our earlier study [12].
2Again please refer to our earlier study on these features at [12].

52



A User Study of Security Warnings Shin and Yao

Figure 2: Warning messages displayed in two existing QR code scanners: (lett) Norton Snap; (right) QR
Pal

1. (Unawareness of malicious QR codes) Users will not realize security problems in QR codes.

2. (Effectiveness of QR code based phishing attacks) Users tend to submit their credentials after
scanning with QR code scanners without security warnings.

3. (Helpfulness of security warnings) Users will not open the URL, when warned with security warn-
ing messages. Even if users open the website, they tend not to submit their credentials.

4. (Better effectiveness of our warning design) More users tend to not open the link or submit their
credentials in the presence of our warning design.

5. (Habituation effect) Previous experience of exposure to similar warnings affects user’s behavior.

The first hypothesis assumes that the average users are not aware of malicious QR codes. Given
this knowledge, the second hypothesis tests whether users are able to identify QR code based phishing
attack, meaning that most users are unable to identify phishing URLs when scanning the QR codes. The
third hypothesis tests the assumption that security warnings do help users detect malicious attacks. The
fourth hypothesis is related to our proposed solution. We hypothesized that our security warning is more
effective than existing ones. The last hypothesis is related to the habituation effect, and we hypothesized
that habituation will affect user behaviors even if they notice and understand the warning message.

3.1 Experimental Design

We defined four separate user groups, each of which was exposed to a different warning provided by a
different QR code scanner.

• Group 1: Exposed to the attack with no warning, using QR code Scanner

• Group 2: Exposed to the attack with Norton Snap’s warning

• Group 3: Exposed to the attack with QR Pal’s warning

• Group 4: Exposed to the attack with our designed warning
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Figure 3: Four different types of QR codes

Users were assigned randomly to one of those user groups and given instructions. The instruction
sets were identical for all the users. At first, we asked users to finish a pre-survey to investigate how
much users know about QR codes. Then, users were instructed to choose one of the four different types
of QR code (i.e. black white QR code, QR code with Facebook logo color, QR code with Facebook logo,
QR code with both Facebook logo and color), shown in Figure 3, and scan it to visit our survey website
on Facebook. Users needed to login using their credentials and to fill out our survey online. After that,
participants were told to answer a brief exit survey that includes questions on the overall understanding
of security warnings and its consequences.

Each participant was exposed to only one scenario in the study. Users were asked to act as if they
were using their own phone, in that all decisions they made should be the same as if they were being
made on their own private phone. Security was never explicitly mentioned. To avoid making users aware
of our real purpose, the experiment script was carefully designed so that the users thought they were
being tested on the usability of QR code and QR code scanners to access websites and not on the security
of QR code.

3.2 Sample

In the design of our experiment, we performed a power analysis to determine the minimum sample size
that we would require to test our hypotheses. We chose an error of 0.05 and a power of 0.8, common
among such experiments, and determined a minimum sample size of 19 subjects across the four user
groups. In our study, volunteers were elicited by posted fliers around our campus and offering an iPod
Touch as a prize to be drawn among the participants. A total of 87 individuals replied to our request, from
which 5 did not have a Facebook account and 2 did not finish the survey form, which were discarded.
A total of 80 valid submissions were obtained, 20 individuals per group, therefore above our minimum
sample size and enough to test our hypotheses. The subjects who participated in our study mostly came
from our university. The demographic details will be presented in the beginning of Section 5.
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Figure 4: Distribution of security knowledge

3.3 Exit Survey

The last step asked to the participants of our study was to answer a brief exit survey that included
questions on the overall understanding of the presence of warnings in QR code scanners and the user’s
opinions on the different warning mechanisms. The users were asked to specify whether they noticed,
read, and understood the warnings. Users were also asked to quantify their concern with the security of
their credential submission to a website. Finally, the users were asked to answer a few questions on their
own information, such as gender, education, major, level of security knowledge.

4 User Study Results

Our sample includes 80 individuals, who participated in our study on campus. There were 20 female
and 60 male participants. Our participants have a high education rate, with all having completed at least
high school degree, and 83.75% (67/80) having or currently pursuing undergraduate college degrees.
Age groups of our participants include 38 from 10-20 years old, 32 from 21-30 years old, 5 from 31-
40 years old, 2 from 41-50 years old, 2 from 51-60 years old, 1 from 61-70 years old. Relative to
security knowledge, the participants are very sophisticated, with only 7 claiming they have poor security
knowledge. As shown in Figure 4, 54% (43/80) of the participants replied that they had good security
knowledge or above.

4.1 Hypothesis 1: Unawareness of Malicious QR Codes

The hypothesis was tested by asking all the users whether they had ever thought of any security problem
in QR codes in the exit survey. Out of 80 subjects, 67.5% (54/80, CI: 56.6% - 76.8% with 95% confi-
dence) were not aware that malicious QR codes existed. The statistical test result (z-statistic = 3.130, P
= .0017) allows us to conclude that the test result was statistically significant. Hence, we conclude that
most of the users are unaware of malicious QR codes.

4.2 Hypothesis 2: Effectiveness of QR Code Based Phishing Attacks

On our second hypothesis, we assume that phishing attacks based on QR codes are effective when a
user visits a website and submit her credential after scanning a QR code using her QR code scanner.
To test this hypothesis, we had the first group of users exposed to phishing attacks and not shown any
warning. We postulate that the average user will not perceive this attack situation. However, there is still
the possibility that a savvy user would be able to detect the attack by inspecting the URL and thus not
visiting the website. The summary of test results is shown in Table 1.
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Table 1: Effectiveness of QR code based phishing attacks
Action Count 95% CI

Open 20 (out of 20) 0.838 - 1.000
Submit 15 (out of 20) 0.531 - 0.889

As it can be seen from Table 1, of the twenty users in the first user group, 100% (20/20) opened the
link and 75% (15/20) submitted their Facebook username and password. Among the remaining five par-
ticipants, only one pointed out the specific reason that the web address of the link was suspicious, while
the other four replied that they felt unsafe for some reasons. Based on the test results (z-statistic=2.236,
P=.0253), we conclude that without any added security mechanisms in QR code scanners, QR code based
phishing attack will be highly effective against the average user.

4.3 Hypothesis 3: Helpfulness of Security Warnings

Since most users were not aware of malicious QR codes, our third hypothesis was to evaluate whether
security warnings provided by the QR code scanners effectively prevent users from attacks. This means
that the average people will notice the warnings, thus not submitting their credentials. To test this hy-
pothesis, we had the three groups except the first group exposed to the warnings. The results of our
experiments are summarized in Table 2.

Table 2: Open and submit actions for the four different study groups
Open Submit

QR code Scanner 20 15
Norton Snap 15 7
QR Pal 9 7
SafeQR 3 2

We compared the three QR code scanners with security warning, Norton Snap, QR Pal, and SafeQR,
against QR code Scanner which does not provide security warning respectively in terms of both open and
submit actions. The summary of the statistical significance of the difference between different groups is
shown in Table 3 - 8.

Table 3: Comparison of open action between Norton Snap and QR code Scanner
Open Not Open Fisher’s Exact P

QR code Scanner 20 0
0.047

Norton Snap 15 5

We can see from Table 3 that 15 out of the 20 users in Norton Snap group opened the website, while 5
refused to open. Table 4 shows 7 out of 20 submitted their credentials, while 13 refused to continue. The
statistical test results show that they are statistically significant. Hence, we reject the null hypothesis that
QR code Scanner and Norton Snap are equally helpful to prevent users from submitting their credential
to the phishing website. From Table 5, only 9 out of the 20 users opened the website, while 11 chose not
to open. From Table 6, 7 out of the 20 users submitted their credentials, while 13 refused the submission.
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Table 4: Comparison of submit action between Norton Snap and QR code Scanner
Submit Not Submit Fisher’s Exact P

QR code Scanner 15 5
0.025

Norton Snap 7 13

Table 5: Comparison of open action between QR Pal and QR code Scanner
Open Not Open Fisher’s Exact P

QR code Scanner 20 0
0.000

QR Pal 9 11

Table 6: Comparison of submit action between QR Pal and QR code Scanner
Submit Not Submit Fisher’s Exact P

QR code Scanner 15 5
0.025

QR Pal 7 13

Similar to the previous test case, the statistical test results show that QR code Scanner and QR Pal are
not equally helpful.

Table 7: Comparison of open action between SafeQR and QR code Scanner
Open Not Open Fisher’s Exact P

QR code Scanner 20 0
0.000

SafeQR 3 17

Table 8: Comparison of submit action between SafeQR and QR code Scanner
Submit Not Submit Fisher’s Exact P

QR code Scanner 15 5
0.000

SafeQR 2 18

Similar to the previous two test cases, the statistical test results show that our solution is different
from QR code Scanner in terms of its helpfulness, as shown in Table 7 and 8.

From the analysis of Table 3 - 8, we can conclude that there is evidence to support that visual warn-
ings do help users better perceive imminent threats from malicious URLs and act accordingly.

There was an interesting phenomenon that some users did not submit their credentials after opening
the website. Specifically, in Norton Snap user group, 8 out of 15 users who opened the sites chose
not to submit their credentials. In QR Pal user group, only 2 out of the 9 users did not submit their
credentials. In SafeQR user group, only 1 user out of 3 did not submit his credential after opening the
website. The main reason behind this seems to be that they were just curious to see where they were
taken to. Interestingly, we find that Norton Snap group has a significant difference from the other two
groups. And the reason behind this seems to be related to the fact that 4 out of the 8 users in Norton Snap
group did not notice or understand the Norton’s warning message.
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4.4 Hypothesis 4: Better Effectiveness of Our Warning Design

The main goal of our user study was to investigate the effectiveness of our designed warnings to clearly
inform the users of a threatening situation. Specifically, we tested if our warning design is better than
Norton Snap and QR Pal by using Wogalter’s Communication-Human Information Processing (C-HIP)
model [19], which provides a framework to identify whether a warning is effective or not. We asked the
following questions to examine the different steps in Wogalter’s model:

1. Attention switch and maintenance. Do users notice and read the warnings before they proceed?

2. Comprehension and memory. Do users know what the warning message mean? Do users know
what they are supposed to do when they see the warning message?

3. Attitudes and belief. Do users believe the warning?

4. Motivation and behavior. Are users motivated to take the recommended actions? Will users actu-
ally perform those actions?

4.4.1 Attention Switch and Maintenance

The first stage in the C-HIP model is “attention switch”, meaning good warning designs are able to catch
the user’s attention and cause attention maintenance. Specifically, we asked users in our exit survey
whether they had noticed the warnings and whether they had read the warnings completely.

Table 9 shows 85% (17/20) of Norton Snap users noticed the warning, with 55% reading it com-
pletely; 95% (19/20) of QR Pal users noticed the warning, with 90% reading it; 100% (20/20) of SafeQR
users noticed our security warning, with 90% (18/20) reading it completely. These results show that, in
terms of attention switch and maintenance, our solution has a significant advantage over Norton Snap,
and that our warning design is as effective as QP Pal.

Table 9: For different groups, # of warning notice and read
Norton Snap QR Pal SafeQR

Notice warning 17 19 20
Read warning 11 18 18

4.4.2 Warning Comprehension

A well-designed warning conveys the danger clearly and commends users the safer option. In the exit
survey, we asked participants whether they understood what the security warning wanted them to do.

Table 10: For different groups, # of warning comprehension
Norton Snap QR Pal SafeQR

Understand warning 11 19 20

As seen in Table 10, the results show that only 11 out of the 20 users apprehended what Norton
Snap wants to convey, 19 out of the 20 users understood QR Pal’s warning message, 20 out of the 20
users understood the warning provided by our solution SafeQR. Though Table 12 shows that there is no
significant difference between QR Pal and our solution, Table 11 shows a significant difference between
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Table 11: Comparison of Norton Snap and SafeQR
Understand Not understand Fisher’s Exact P

Norton Snap 11 9
0.001

SafeQR 20 0

Table 12: Comparison of QR Pal and SafeQR
Understand Not understand Fisher’s Exact P

QR Pal 19 1
1.000

SafeQR 20 0

our solution and Norton Snap. The overall results showed that our solution conveys the warning and the
recommended action clearly, thus more users understand our warnings.

4.4.3 Attitudes and Beliefs

To test “attitudes and beliefs” in C-HIP model, participants were asked to classify them in a given five-
point Likert scale (1=Very low up to 5=Very high) for the question that to what degree they trusted the
warning. The results are shown in Figure 5.

Figure 5: Comparison of user trust degrees for different groups

The results show that our warning design gains higher trust of the warning than the other two QR
code scanners. 35% (7/20) of the participants trusted Norton Snap or QR Pal high or very high, 70%
(14/20) of participants trusted our warning high or very high. In terms of attitudes and beliefs, our
warning is significantly effective when compared to Norton Snap and QR Pal.

4.4.4 Motivation and Warning Behaviors

As one of the most important stages, users were asked whether they opened the link in the presence of
warning messages, and whether they submitted their Facebook usernames and passwords. The statistical
results were calculated in Table 13 - 16 according to the raw data in Table 2.

The statistical test results in Table 13 and Table 14 show that they are statistically significant. Hence,
we reject the null hypothesis that Norton Snap and SafeQR are equally helpful to prevent users from
submitting their credential to the phishing website. Similarly, the statistical results in Table 15 and
Table 16 show that our novel design gains significant difference from QR Pal, in the terms of motivation
and warning behaviors in the C-HIP model.
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Table 13: Comparison of open action between Norton Snap and SafeQR
Open Not Open Fisher’s Exact P

Norton Snap 15 5
0.000

SafeQR 3 17

Table 14: Comparison of submit action between Norton Snap and SafeQR
Submit Not Submit Fisher’s Exact P

Norton Snap 7 13
0.127

SafeQR 2 18

Table 15: Comparison of open action between QR Pal and SafeQR
Open Not Open Fisher’s Exact P

QR Pal 9 11
0.082

SafeQR 3 17

Table 16: Comparison of submit action between QR Pal and SafeQR
Submit Not Submit Fisher’s Exact P

QR Pal 7 13
0.127

SafeQR 2 18

4.5 Hypothesis 5: Habituation Effect

Our last hypothesis stated that if users have become habituated to seeing similar-looking warnings when
browsing legitimate websites, they are likely to ignore similarly-designed warnings regardless of the dan-
ger they present. To test this hypothesis, we asked participants to write down the reason why they opened
the link even after they saw security warnings. The results showed that only two subjects mentioned they
always opened the sites for the security warnings may have errors. The sample was not big enough to
support the hypothesis.

5 Other Results and Discussion

5.1 Usage and Internet of QR Codes

Since the popularity and usage of QR codes are relevant to the topic of this research, we include in the
presurvey questions related to them. It was interesting to find that only 67.5% (54/80) of the subjects
knew what QR codes were, while all the subjects claimed that they saw a QR code at least once before.
We also asked where the participants had seen a QR code and whether they had ever scanned one, and
the result turned out similar to the survey result conducted by MGH [20]. As to the question of what
they used a QR code for, the answers, shown in Figure 6, showed that the most common reason for the
participant in our study to scan QR codes is to access additional information.

Among 80 participants, 66 owned a smart phone. 54.5% (36/66) of them installed one or more QR
code scanners in their phones. We also asked how often they scanned QR codes [21]. Their response is
summarized in Figure 7.
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Figure 6: Distribution of reasons why users scan QR codes

Figure 7: Distribution of how often users scan QR codes

Additionally, it was interesting to figure out why users did not always scan QR codes, and we sum-
marize the reasons as follows: 1) no internet; 2) no time; 3) no interest; 4) laziness; 5) security; 6) lack
of knowledge about QR codes. The distribution is shown in Figure 8.

Note that out of 36 users who specified the reasons why they did not always scan QR codes, only 8%
(3/36) chose security as their main reason for that.

Figure 8: Distribution of reasons why users do not always scan QR codes
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Figure 9: Distribution of user choice of QR code types

We also provided the participants four optional QR code types as follows: black white QR code, QR
code with Facebook logo color, QR code with Facebook logo, and QR code with both Facebook logo
and color. During the survey, we asked the users to choose one type they wanted to scan. The summary
of their response is shown in Figure 9.

Most people chose black white QR codes, since it looked simple, familiar and traditional. Users who
scanned colored QR codes said they simply liked the blue color and thought it appealing. Users who
scanned QR code with Facebook logo reasoned as below:

• “The color contrast was nice”

• “It’s more eye catching and appealing to look at and it told me what it was for”

• “The Facebook logo led credibility”

• “It said Facebook on it”

• “Guaranteed and security”

• “I could know what this QR used for”

The reasons for choosing QR code with Facebook logo can be summarized to two aspects: attrac-
tiveness and credibility. On the other hand, this also means that it seems easier to trick users by adding a
famous logo inside of a QR code.

5.2 Usage and Knowledge of Android Phones

In the presurvey, we also asked the usage and knowledge of Android phones. 40.0% (32/80) of the
participants used Android phones. 70% (28/32) of the Androiders had a good knowledge of, when
asked, whether they knew that Android apps could be downloaded from other websites than Google Play
store. However, only 50% (16/32) of the Androiders actually downloaded apps from other websites than
Google Play store. Some Androiders who only downloaded apps from Google Play reasoned that Google
apps were satisfactory, and they did not find anything interesting at the third party markets. Only 18.75%
(3/16) participants chose as their main problem security such like viruses, and they did not trust the third
party markets.

The above statistics show that most users had a good knowledge about installing apps from non-
official sources on Android. However, most users seem not aware that they would be more vulnerable to
malware if apps were downloaded and installed from non-official Android markets.

62



A User Study of Security Warnings Shin and Yao

6 Conclusion

In this paper, we discussed in detail a user study to test the effectiveness of a secure QR code scanner
called SafeQR. The result of our user study shows that a majority of users are not aware of QR code
based attacks, that QR code based phishing attacks are quite effective, and visual security warnings are
very useful for users to perceive imminent phishing attacks exploiting malicious URLs embedded in QR
codes.

This research is by no means complete. Our user study used a sample consisting mainly of higher ed-
ucation students, a demographic that does not represent the average users accurately. We will investigate
how to gather more representative samples. Additionally, due to the sample size, our habituation test was
not completed. We will study how to address this important issue in our next round of user study.
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